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1. Download va cai dat Juniper Olive trong EVE-NG

- Vao link https://mega.nz/#!sE1TiCLI!76bSiOrbgdAla2vBxi_D1Hw37AqaF3fMViKklrohM8Y

- Trén eve tao thu muc nhu dnh dudi va truyén file vao thu muc diy bang winscp

Jopt/unetlab/addons/qemu/olive-12.1R1/

Mame Size Changed

e - 30-5ep-22 2:02:23 PM

| | hda.qcow2 ‘ 395,104 KB 25-May-18 3:01:32 AM
doi tén thanh hda.qcow2

- Fix permission va m& web cUa eve ra; lay node juniper olive ra va start node lén

Amnesiac (ttyd0)

login: g6 root xong enter luén (ko pass)

DONE
2. D3t IP cho cong router Juniper

Ta tao md hinh nhu dudi, sau d6 dat IP 2 dau router va ping nhau

» Olive ® R_cisco
10.1.1.1/24 10.1.1.2/24

Juniper Olive:

cli
edit

set system root-authentication plain-text-password
Gd pass méi 2 [an

set interfaces emO unit O family inet address 10.1.1.1/24
commit
root> show interfaces terse
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Cisco:
int e0/0
no shutdown
ip address 10.1.1.2 255.255.255.0
exit

show ip int brief

Ping thir 2 bén ok chua

Juniper:

root# run ping 10.1.1.2

PING 10.1.1.2 (10.1.1.2): 56 data bytes

64 bytes from 10.1.1.2: icmp_seq=0 ttl=255 time=0.720 ms
64 bytes from 10.1.1.2: icmp_seq=1 ttl=255 time=0.727 ms
64 bytes from 10.1.1.2: icmp_seq=2 ttl=255 time=1.021 ms
64 bytes from 10.1.1.2: icmp_seq=3 ttl=255 time=0.750 ms
64 bytes from 10.1.1.2: icmp_seq=4 ttl=255 time=0.734 ms

Cisco:

Router#ping 10.1.1.1
Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
11111

success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Router#|

Luu y: dé off cong di dang nhu shutdown bén cisco thi dung lénh:
P& m4 lai thi
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3. Show, Backup va Restore lai ciu hinh
SHOW:

Néu 0 mode >

show configuration

show configuration | display set
Néu 0 mode #

show

show | display set

run show configuration ## C6 thém chif run dé chay dudc cac [énh & mode >

BACKUP:
Cach 1: Luu ra file config trén router

#save config_3_0tc_2022

[edit]
root# save config_3_oct_2022
wWrote 28 lines of configuration to 'config_3_oct_2022"'

Danh Lénh file list dé xem file vira taora

root> file Tist

/root/:

.cshrc

.history

.login

.profile
config_3_oct_2022

Cach 2 : Backup va luu trén FTP server (thG cong)
root@% ftp 192.168.1.10 (dia chi FTP server, cd cai filezilla Server)

ftp> put config 11 5 2021

local: config 30 7 remote: config 11 5 2021

200 Port command successful

150 Opening data channel for file uplocad to server of "/config 30 7"
100% |****-k*********************************************| 4464
—-—:—— ETA

226 Successfully transferred "/config 30 7"

4464 bytes sent in 0.02 seconds (191.71 KB/s)

ftp>
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Cach 3: Backup tu dong khi cé thay di cau hinh

set system archival configuration transfer-on-commit
set system archival configgration archive-sites
ftp://ul:u1@192.168.1.50/ (mau: ftp://user:pass@<ip cua FTP>)

RESTORE:
# load override config_3_oct_2022

#commit

4. Static route

static route to 10.2.3.0/24

%O QQHQ

» Olive » R_cisco
10.1.1.1/24 10.1.1.2/24 10.2.3.3/24

Cau hinh static route dé Olive di dén dai 10.2.3.0/24 qua next-hop 10.1.1.2
# set routing-options static route 10.2.3.0/24 next-hop 10.1.1.2

#commit

Verify: (ta thay AD cla Juniper Static route la 5, con trong Cisco a 1)

show route
10.2.3.0/24 *[static/5] 00:17:12

= to 10.1.1.2 wvia emD.0
Ping thur

root# run ping 10.2.3.3

PING 10.2.3.3 (10.2.3.3): 56 data bytes

64 bytes from 10.2.3.3: icmp_seq=0 ttl=254 time=0.911 ms
64 bytes from 10.2.3.3: icmp_seqg=1 ttl=254 time=0.854 ms



5. OSPF don vung

-— .
-— _—
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%o {}%He 1

P R_cisco
F(HNE
1D 1.1.1/24 10.1.1.2/24 1“-2-3-31’24’
\ L
-
el - - _ _ -

e ey e =

Trong mé hinh trén gom 3 router chay OSPF viing 0. Trong d6 1juniper va 2 cisco.

C3u hinh trén Olive:

Visit bit.ly/hai-network

###Tao loopback0 c6 IP 1.1.1.1/32#t###

set interfaces lo0 unit 0 family inet address 1.1.1.1/32
###Cho loopback0 va em0 vao OSPF, thudc vung O###
set protocols ospf area 0.0.0.0 interface 100.0

set protocols ospf area 0.0.0.0 interface em0.0

Cau hinh trén Cisco: d3 qua quen thudéc ©
Verify:
Olive:

show ospf neighbor, th§y full la ok

[edit]

root# run show ospf neighbor

Address Interface State ip
10.1.1.2 em(.0 Full 10.2.3.2

[edit] T

root#

Pri

Dead
37
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show route, ta thay AD cta OSPF trong Juniper [a 10, khac véi Cisco la 110

1.1.1.1/32 *[Direct,/0] 00:17:18
> via 100.0
10.1.1.0/24 *[Direct,/0] 03:43:11
> via em0.0
10.1.1.1/32 *[Local/0] 03:43:11
Local via em0.0
10.2.3.0/24 & * [0SPF/10] 00:06:08, metric 11
> to 10.1.1.2 via em0.0
224.0.0.5/32 *TospPF/10] 00:07:07, metric 1
MultiRecv

Ping thir sang Cisco

[edit]

root# run ping 10.1.1.2 source 1.1.1.1
PING 10.1.1.2 (10.1.1.2): 56 data bytes
64 bytes from 10.1.1.2: icmp_seq=0 ttl=255 time=0.547 ms
64 bytes from 10.1.1.2: icmp_seg=1 ttl=255 time=0.637 ms
64 bytes from %g.% % %' icmp_seq=2 tt1:§gg time=0.733 ms

E4 bytes from icmp_seq=3 ttl time=1.251 ms

Ping tur Cisco sang 1.1.1.1

R3#ping 1.1.1.1
Type escape sequence to abort.

??T?ing 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

éﬁéééss rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
R3#

DONE
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6. OSPF da vung va redistribution

- =~
JERErC St . - = -~
- -y s S
AREA 1 > , AREA 0 \
A
%G G@He l
/
» Olive Flcﬁqi y
. 10.1.1.1/24 10.1.1.2/24 > 10.2.3.3/124
_ " - - - N _ - -
Cau hinh trén Olive:
###Tao loopback0 c6 IP 1.1.1.1/32#t##t1
set interfaces lo0 unit 0 family inet address 1.1.1.1/32
###Cho loopback0 va em0 vao OSPF, thudc vung 1 #82
set protocols ospf area 0.0.0.1 interface lo0.0
set protocols ospf area 0.0.0.1 interface em0.0
Verify:
root# run show ospf route
[edit]
root# run show ospf route
Topology default Route Table:
Prefix Path Route NH Metric NextHop Nexthop
Type Type Type Interface Address/LSP
10.2.3.2 Intra Area BR IP 1 em0.0 10.1.1.2
1.1.1.1/32 Intra Network IP 0 100.0
10.1.1.0/24 Intra Network IP 1 em0.0
10.2.3.0/24 Inter Network IpP 11 em0.0 10.1.1.2
———
ledit]

root# run ping 10.2.3.3

PING 10.2.3.3 (10.2.3.3): 56 data bytes

64 bytes from 10.2.3.3: icmp_seq=0 ttl=254 time=0.835 ms

64 bytes from 10.2.3.3: icmp_seq=1 ttl=254 time=0.807 ms \
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REDISTRIBUTION CONNECTED ROUTE: tao thém 1IP nira cho loopback0 11.11.11.11/32 va
redistribute no vao OSPF.

###Gan thém 11P 11.11.11.11/32 cho loopback0 & trén####

###Khac vdi Cisco co thé tao nhiéu loopback1,2,3..Trong Juniper chi cho tao 1loopback###
set interfaces lo0 unit 0 family inet address 11.11.11.11/32

###B6 Lo0.0 ra khdi OSPF , sau d6 redistribute chi loopback 11.11.11.11 vao ###

delete protocols ospf area 0.0.0.1 interface 100.0

###Thuc hién redistribute loopback 11.11.11.11 vao OSPF#i#t##

set policy-options policy-statement REDIS_ONLY_11.11.11.11 term 1 from protocol direct

set policy-options policy-statement REDIS_ONLY_11.11.11.11 term 1 from route-filter 11.11.11.11/32
exact

set policy-options policy-statement REDIS_ONLY_11.11.11.11 term 1 then accept
set protocols ospf export REDIS_ONLY_11.11.11.11

commit

Verify:

Trén Cisco show ra d3 thay route dang E2

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

0 IA 10.1.1.0/24 [110/20] wia 10.2.3.2, 00:31:01, Ethernet0/0

C 10.2.3.0/24 4is directly connected, Ethernet0/0

L 10.2.3.3/32 is directly connected, Ethernet0/0
11.0.0.0/32 4is subnetted, 1 subnets

0 EZ 11.11.211.11 [110/0] wia 10.2.3.2, 00:00:28, Ethernet0/0

R3#

248

Tiép theo trén R3, ta thir redistribute 1 loopback vao; sau d6 check trén Olive xem hoc dudc
chua, vdi kiéu route gi va AD la bao nhiéu?

R3:

int lo0

ip address 3.3.3.3 255.255.255.255
no shut

router ospf 1

redistribute connected subnets
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Check trén Olive d3 thay hoc dudc prefix 3.3.3.3 & dang E2, AD 1a 150, khac vdi Cisco la 110
root# run show route

inet.0: 7 destinations, 7 routes (/7 active, 0 holddown, 0 hidder

+ = Active Route, - = Last Active, ¥ = Both
1.1.1.1/32 *[Direct/0] 01:31:58
> via 100.0

3.3.3.3/32 =P *[0SPF/150] 00:00:14, metric 20, tag 0
P > to 10.1.1.2 via em0.0
root# run show ospf route
Topology default Route Table:
Prefix Path Route NH Metric NextHop Nexthop

Type Type Type Interface Address /LSP
10.2.3.2 Intra Area BR IpP 1 em0.0 10.1.1.2
10.2.3.3 Inter AS BR IP 11 em0.0 10.1.1.2
3.3.3.3/32 === Ext2 Network IP 20 em0.0 10.1.1.2
10.1.1.0/24 Intra Network IP 1 em0.0
10.2.3.0/24 Inter Network IP 11 em0.0 10.1.1.2

NEU REDISTRIBUTION STATIC ROUTE VAO OSPF: ta chinh chd dusdi tir direct thanh Static

o Y
REDIS_ONLY_T1.11.11.11 term 1 from protocol direct

7. NAT overload truy cap internet (lam trén SRX do Olive router support)

192.168.1.100 192 168.1.1
ge-0/0/0 [ge-u.-u.-'ﬂ
b VPC > VSRX Pt

192.168.200.1 GW .50

Cau hinh tai VPC
ip 192.168.1.100/24 192.168.1.1

Cau hinh tai Juniper SRX

set system root-authentication plain-text-password

Gd pass méi 2 [an

set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/24

set interfaces ge-0/0/1 unit 0 family inet address 192.168.200.1/24

set security zones security-zone trust interfaces ge-0/0/0.0 host-inbound-traffic system-services all



Visit bit.ly/hai-network

set security zones security-zone untrust interfaces ge-0/0/1.0 host-inbound-traffic system-services all

set routing-options static route 0.0.0.0/0 next-hop 192.168.200.50

#i#t#tKhai bao NAT overload###

set security nat source rule-set hainm-rule-setl from zone trust

set security nat source rule-set hainm-rule-setl to zone untrust

set security nat source rule-set hainm-rule-setl rule hainm-rulel match source-address 192.168.1.0/24
set security nat source rule-set hainm-rule-setl rule hainm-rulel match destination-address 0.0.0.0/0
set security nat source rule-set hainm-rule-setl rule hainm-rulel then source-nat interface

commit

Kiém tra lai: Tir VPC ping ra 8.8.8.8 ok
VPCS> ping 8.8.8.8

84 bytes from
84 bytes from
84 bytes from
84 bytes from
84 bytes from

icmp_seq=1 ttl=112 time=65.864 ms
icmp_seq=2 ttl=112 time=28.627 ms
icmp_seq=3 ttl=112 time=29.575 ms
icmp_seq=4 ttl=112 time=29.335 ms
icmp_seq=> ttl=112 time=29.521 ms

GO Go G0 0o GO
o Co o 0o Co

GO Go G0 0o GO
o Co o 0o Co

8. VRRP (lam trén vMX 14, do Olive khéng support cong ge)

Down image nay & bai chd y trong nhom bit.ly/lab-network

192.168.1.3

b vhX3

192.168.1.100

) y.— |
— (c0i0)- VRRP 192.168.1.1

em2 | ge-0/0/0

b vMX4
192.168.1.4



Visit bit.ly/hai-network
##Xda cau hinh rac trén vMX14

delete logical-systems rl

delete logical-systems r2

##Khai bao vMX3 lam master###

set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.3/24 vrrp-group 1 virtual-address 192.168.1.1
set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.3/24 vrrp-group 1 priority 110

set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.3/24 vrrp-group 1 accept-data

set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.3/24 vrrp-group 1 track interface <c5ng WAN>
priority-cost 10 (khdng can lénh nay van chay)

##Khai bdo vMX4 lam backup###
set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.4/24 vrrp-group 1 virtual-address 192.168.1.1
set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.4/24 vrrp-group 1 priority 105

set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.4/24 vrrp-group 1 accept-data

Verify:

show vrrp

[edit]

Tab@uMX3# run show vrrp

Interface State Group VR state VR Mode Timer Type Address

ge-0/0/0.0 up 1 master Active A 0.092 1cl 192.168.1.3
— vip 192.168.1.1

[edit]

Tab@uwmx4# run show vrrp

Interface State Group VR state VR Mode Timer Type Address

ge-0/0/0.0 up 1 backup Active D 2.918 lcl 192.168.1.4
— vip 192.168.1.1

mas 192.168.1.3
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9. GRE tunnel vdi Router Cisco

192.168.1.1 192.168.1.2
{200 ', '., emi }
.t b Olive

Trén Cisco:

interface TunnelO

ip address 1.1.1.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.1.2

Trén Olive:

set interfaces gre unit 0 tunnel source 192.168.1.2

set interfaces gre unit 0 tunnel destination 192.168.1.1

set interfaces gre unit 0 family inet address 1.1.1.2/24
Verify:
show interface terse

root# run show interfaces terse

Interface Admin Link Proto Local
cbp0 up up

demux0 up up

dsc up up

em0 up up

em0. 0 up up inet 192.168.1.2/24
eml up up

em?Z up up

em3 up up

gre up up

gre.0 & up up inet (1.1.1.2,#’24
ipip up up

irb up up

Ping thir 2 ddu va b3t wireshark

root# run ping 1.1.1.1

PING 1.1.1.1 (1.1.1.1): 56 data bytes

64 bytes from 1.1.1.1: icmp_seqg=0 tt1=255 time=0.685 ms
64 bytes from 1.1.1.1: icmp_seqg=1 tt1=255 time=0.678 ms
64 bytes from 1.1.1.1: icmp_seqg=2 ttl1=255 time=0.710 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl1=255 time=0.650 ms
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Rl1-Cisco#ping 1.1.1.2
Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 1.1.1.2, timeout is 2 seconds:
11111

success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
R1-Cisco#

Wireshark log:

Frame 2: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface -, id @
Ethernet II, Src: 50:00:80:02:00:00 (50:00:00:02:90:08), Dst: aa:bb:cc:80:18:8@ (aa:bb:cc:008:18:08)

Internet Protocel Version 4, Src: 192.168.1.2, Dst: 192.168.1.1 se e .
& Budc boc trong géi tin chira IP WAN

Generic Routing Encapsulation (IP)
Internet Protocol Version 4, Src: 1.1.1.2, Dst: 1.1.1.1 e e
Gai tin trong

Internet Control Message Protocol

10.DHCP server (lam trén vMX, vi lam trén Olive khdng thay chay)

192.168.1.1
e (e0i0)— (em2 I ge-0i0i0) %
* R1 b VMX
DHCP client DHCP server

set access address-assignment pool hai-pool family inet network 192.168.1.0/24

set access address-assignment pool hai-pool family inet range hai-range low 192.168.1.10

set access address-assignment pool hai-pool family inet range hai-range high 192.168.1.15

set access address-assignment pool hai-pool family inet dhcp-attributes name-server 8.8.8.8

set access address-assignment pool hai-pool family inet dhcp-attributes router 192.168.1.2

set system services dhcp-local-server group hai-group interface ge-0/0/0.0

Tuy nhién khi commit bi bdo can license nén chua test dugc:

Tham khao thém & day
https://www.juniper.net/documentation/us/en/software/junos/dhcp/topics/topic-map/dhcp-
server-configuration.html
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[edit]
Tab@wMX-1# commit
[edit access address-assignment]
"pool hai-pool’
warning: requires 'subscriber-address-assignment’ license
commit complete

[edit]
Tab@uMmx-14#

11. DHCP relay Agent

192.168.1.1
10.2.31 10.2.3.2

evemi 1 ge-0/0/0 @ T {ems3 | ge-0/0/1)}———c0/0)-

Al . P X > R3
DHCP client DHCP relay DHCP server

CAu hinh DHCP server trén R3:

ip dhcp pool 192.168.1.0_Pool
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

ip route 192.168.1.0 255.255.255.0 10.2.3.1

Cau hinh DHCP relay agent trén Juniper MX
set forwarding-options dhcp-relay server-group _ 10.2.3.2 _

set forwarding-options dhcp-relay active-server-group _

set forwarding-options dhcp-relay group INTERFACE interface ge-0/0/0.0 _

Trén R1

int e0/0

ip address dhcp
no shutdown

Verify: Show ip int brief trén R1 d3 thay nhan IP

Rl-Cisco#show ip int brief

Interface IP-Address 0K? Method status Prot
ocol
Ethernet0/0 192.168.1.10 YES DHCP up up
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12. SLA tracking in Juniper

dg chinh 7]

e 100 23.23.23.23

b R3

192.168.1.0/24

=Ry
* R

em2 / ge-0/0/0

v

emd [ ge-0/0/2

% o0 23.23.23.23

> R2

backup

>> Tu version Junos 18 trd lén, xem link https://iliketech2017.wordpress.com/2019/04/23/static-
route-tracking-with-junos-rpm-tracking/

>> Néu trong Juniper SRX, xem link https://hainguyenit.edubit.vn/blog/su-dung-ip-monitoring-
trong-juniper-srx-tuong-tu-sla-cisco

>> Néu dung Junos vMX 14 thi dung rpm probe két hap event-options (hai dai)

https://supportportal.juniper.net/s/article/SRX-Example-RPM-with-event-options-for-route-
failover?language=en_US

>> Trong lab nay, ad duing cach theo d&i link vat li néu bi down thi chuyén route sang WAN con
Lai.

set routing-options static route 0.0.0.0/0 next-hop 10.1.3.3

set routing-options static route 0.0.0.0/0 qualified-next-hop 10.1.2.2 preference 10

commit

Verify:

Ta ping tur R1 lén 23.23.23.23 repeat 5000

Sau d6 shutdown cong ge-0/0/1 clia vmX theo lénh set interface ge-0/0/1.0 disable, commit

Sau d6 thay ping chi mat 1-2 géi roi lai ok
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13. Cau hinh LACP trén router Juniper

L carmrn o)
ey
P X

192.168.1.1 192.168.1.2

=== T e

b sw *R3

vMX:

set chassis aggregated-devices ethernet device-count 1 _

set interfaces ge-0/0/0 gigether-options 802.3ad ael

set interfaces ge-0/0/1 gigether-options 802.3ad ael

set interfaces ael aggregated-ether-options lacp active
set interfaces ael unit 0 family inet address 192.168.1.1/24

set interfaces ael unit 0 family ethernet-switching port-mode access_

Sw Cisco:

interface Ethernet0/0
channel-group 1 mode active
interface Ethernet0/1
channel-group 1 mode active

Router Cisco:
interface Ethernet0/0
ip address 192.168.1.2 255.255.255.0

no shutdown

Juniper:

show interfaces terse | match ael

[edit]

Tab@wvMmx-1# run show interfaces terse | match ael
ge-0/0/0.0 up up aenet --> ael.0
ge-0/0/1.0 up up aenet --> ael.0

ael up up

ael.0 up up inet 192.168.1.1/24
Cisco:

show etherchanel summary
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Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— T i B et
1 Pol(sU) LACP Et0/0(P) Et0/1(P)
switch#

Ping thr:

Router#ping 192.168.1.1

Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
111l

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

[edit]

lTab@wMx-1# run ping 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes

64 bytes from 192.168. : icmp_seq=0 ttl1=255 time=2.612 ms
64 bytes from 192.168. icmp_seq=1 ttl=255 time=1.558 ms
64 bytes from 192.168. icmp_seq=2 ttl=255 time=2.481 ms
64 bytes from 192.168. icmp_seq=3 ttl=255 time=2.790 ms
64 bytes from 192.168. icmp_seq=4 ttl=255> time=3.955 ms
ﬁ4 bytes from 192.168. icmp_seq=5 ttl1=255 time=1.715 ms

=
Podd P P P P P

14.Cau hinh VPN site to site giira 2 firewall SRX

10.1.2.0/24

.
=

vSRX1 P VSRXZ

192.168.50.0/24 192.168.60.0/24

&
ER3

Trén vSRXT

Budc 1: Tao interface st0 va zone VPN

set interfaces st0 unit 0 family inet
set security zones security-zone VPN interfaces st0.0
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Budc 2: Cau hinh address-book luu dia chi LAN cla 2 bén

set security address-book global address local 192.168.50.0/24
set security address-book global address remote 192.168.60.0/24

Budc 3: Dinh tuyén tir LAN di sang LAN remote qua interface st0 &
trén

set routing-options static route 192.168.60.0/24 next-hop st0.0

Budc 4: Cau hinh IKE

set security ike proposal IKE-PROP authentication-method pre-shared-keys
set security ike proposal IKE-PROP dh-group group5

set security ike proposal IKE-PROP authentication-algorithm shat

set security ike proposal IKE-PROP encryption-algorithm aes-128-cbc

set security ike proposal IKE-PROP lifetime-seconds 3600

set security ike policy IKE-POL mode main
set security ike policy IKE-POL proposals IKE-PROP
set security ike policy IKE-POL pre-shared-key ascii-text Juniper

set security ike gateway IKE-GW ike-policy IKE-POL
set security ike gateway IKE-GW address 10.1.2.2 (/P wan cua SRX2)
set security ike gateway IKE-GW external-interface ge-0/0/0.0

Budc 5: Cau hinh IPSEC

Set security ipsec proposal IPSEC-PROP protocol esp

set security ipsec proposal IPSEC-PROP authentication-algorithm hmac-shal-96
set security ipsec proposal IPSEC-PROP encryption-algorithm aes-128-cbc

set security ipsec proposal IPSEC-PROP lifetime-seconds 3600

set security ipsec policy IPSEC-POL perfect-forward-secrecy keys group5
set security ipsec policy IPSEC-POL proposals IPSEC-PROP

set security ipsec vpn IPSEC-VPN bind-interface st0.0

set security ipsec vpn IPSEC-VPN vpn-monitor

set security ipsec vpn IPSEC-VPN ike gateway IKE-GW

set security ipsec vpn IPSEC-VPN ike ipsec-policy IPSEC-POL
set security ipsec vpn IPSEC-VPN establish-tunnels immediately

Budc 6: Cho traffic di vao zone VPN

set security zones security-zone untrust host-inbound-traffic system-services ike
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set security policies from-zone trust to-zone VPN policy trust-to-vpn match source-address
local

set security policies from-zone trust to-zone VPN policy trust-to-vpn match destination-
address remote

set security policies from-zone trust to-zone VPN policy trust-to-vpn match application any
set security policies from-zone trust to-zone VPN policy trust-to-vpn then permit

set security policies from-zone VPN to-zone trust policy vpn-to-trust match source-address
remote

set security policies from-zone VPN to-zone trust policy vpn-to-trust match destination-
address local

set security policies from-zone VPN to-zone trust policy vpn-to-trust match application any
set security policies from-zone VPN to-zone trust policy vpn-to-trust then permit

Budc 7: Verify

root> show security ike active-peer 3

root@srx¥l> show security ike active-peer

Remote Address PoOrt Peer IKE-ID
10.1.2.2 500 10.1.2.2

root> show security ike security-associations

root> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
4913192 upP e86a913661leb5clb ©6e0ld29clf939426 main 10.1.2.1

root> show security ipsec security-associations

root> show security ipsec security-associations
Total active tunnels: 1
o Algorithm SPI Life:sec/kb Mon 1sys Port Gateway
=131073 ESP:aes-chc-128/5hal 88c064b8 1167/ unlim U root 500 10.1.2.1
»131073 ESP:aes-chc-128/shal 864385kl 1167/ unlim U root 500 10.1.2.1

Ping LAN local to remote
R3>ping 192.168.60.2
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/7/15 ms

R4#ping 192.168.50.2
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/3/6 ms

Céc gdi tin ping gitra 2 bén LAN d@3 bi m3 hda, khdng con thay source va dich dau nira, chi thay
dia chi WAN cua 2 firewall

1342 2852.178116 1@.1.2.1 1@.1.2.2 ESP 166 ESP (SPI=8x38c864bs)
1343 2859.449779 19.1.2.1 18.1.2.2 ESP 166 ESP (SPI=8x33ce64bd)
1344 2859.458169 1@.1.2.2 1@.1.2.1 ESP 166 ESP (SPI=8x364385hl)

Frame 1343: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits) on interface @
Ethernet II, Src: 50:80:80:81:88:008 (50:00:80:81:80:88), Dst: 59:00:80:02:00:06 (50:00:00:02:00:80)
Internet Protocol Wersion 4, Src: 18.1.2.1, Dst: 18.1.2.2
~ Encapsulating Security Payload
ESP SPI: @x83c@64bd (2294318872)
ESP Sequence: 52
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Budc 8: Troubleshoot

Show ike va ipsec & trén khong thay gi => kiém tra lai cau hinfh
Show ike thay neighbor bi down

->Ping thtr dia chi vat li 2 bén

-> Check lai policy



