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1. Tai software vé lam lab va xin license
Vao trang https://www.f5.com/trials/big-ip-virtual-edition tao 1 account
mién phi , roi tai software BIGIP-16.1.3-0.0.12.ALL.qcow2.zip (ho3c version
khac nhung dang filename ALL.qcow2.zip la dudc) xin license 30 ngay (sé
dudc glri vé mail cda ban).

1. Login or register 2. Request your key

You will need to use your F5 support ID to Once you're logged in, you'll be prompted
login in and request your trial key. Don’t to pick the trial type and number of

have one? No problem, click the link licenses you want. Your order will be
below and go through the steps to create delivered via the email you used to create
your support account. your support account.

'9 LLogir“ or Register »

2. Login vao thiét bj dé active license
Add thiét bi lén EVE-NG va kéo mé hinh nhu nay

192.168.1.245
adminf/admin

i
—+ < et
- BICIP > Pt_mijmt ra interMet

M3ic dinh cong Mgmt c6 IP 13 192.168.1.245 (admin/admin)
Ta tlr con PC truy cap qua web gui vao dé doi pass


https://www.f5.com/trials/big-ip-virtual-edition
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fs BIG-IP Configuration Utility
F5 Networks. Inc.

Username Your password has expired. Please change it using the fields on the left.

admin

Current Password
| admin |
New Password
go tuy y
Confirm
go lai cai trén
[ Cancel ][ Save ]

Sau d6 sé vao first setup:

Welcome

Setup Utility
To hegin configuring this BIG-IP® system, please complete the Setup Wility. To begin, click the "Next" button.

x| W

Setup Utility = License

General Properties

License Mot Activated

M& mail d3 nhan key ra, dién key vao:
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General Properties

Base Registration Key RIP-XUUYW-FSHSR-ACELL-WIXLWEM | [Revert]

Add-On Key |[Add

Add-On Registration Key List

Activation Method (O Automatic (requires outbound connectivity) ® Manual %
]

License Comparison Enable License Comparison

ot o

Bam NEXT sé dudc, nhu dudi, kich vao 6 khoanh nhu dudi:

® Copy/Paste Text _) Download/Upload File

Je38 _EEEEEEcddZEE44GZ

d3b4059d3fb228d0065TRTRELE

c222c085183f167dff8f4ad]17e5bfa45 Dthanl"EEfbaaaqf4h3§2hba:94:54 aﬂ:ﬂdbb
£3590al163b4474a80d001£51766dd1d3ec8725eb3aTEd3150773d1!
9dd41066lfceeedf0cfBl4eedif3805352b1705cha D41Wb"ug_:14dbubaaielada ld "EEdba’“'T
Oc2ff4d653f593482ac25a2a6664ER895%a591775%ad7c59e045873cE1cteT2a35bb62EETS3DOT
ebdbblecb50elck5Tas5ifaafce83143947ad59faad038f832R3111136f1134b3ea30dbeel d__ E“=
0ZaBedofc49ai445e886a8a4f27719a5£0163b5a04b3ebSbeb7a29ifThbfcl2c3355daaabd32ZaZ]
d6feab3B3ibalisd0albf0e0d093a2820d485883539b0b037c3f736754ea%3c3888b74899c£98135953¢
ad2231e55936830105c58a5553048126fd0595648352ef5655fh06d22ee28775be81 70463553

Click here to access F5 Licensing Server

——

Sau d6 ra trang web F5 va paste phan text & trén vo day roi bam NEXT:
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Activate F5 Product

Use this license activation page for current F5 products. paste ph‘én text & trén vao déy

Enter Your Dossier ﬁ

395989425937 365a2e56aecac5ee221735016a72d2aTdbA337972e52 7 2edBd32e194257902256878d98213b  *
7765855d08ec4a33dc3bcled424ba04df lebb9243d@le6c122aadf4a43ddec1d9el25c76Ffdb5cbe58488587d
a6b6d2fBETF2885eale2c5c383F8248e5077b10abAl8766ed1f398e6421edd458cdI9bcAlcBad8cchIFFbEE
96ba22314adc7cbdedlddcd725c48dadfblelebbb74debdfI5bd2bdf744d5e719p7443157 22e0c143e9bcd8
18939ae7a796088a4274b870el1bd7a907 eeeelaeltarb95195TbBd97dBE54cetdIae7310T10aadaBdc22ca35
ff3blbllBfeedo976411536814bb2fa3c7beecel7d36740841e315bb5bcchE41ee812b367d5d4697eceb2bt
95b952e6b3d12caebdf 2283471596 dad41989ca66404aeef 7581613570 117758 caae7a27 2c4Bd5eab87571
4p440957a5b4f7d45cc8b2c75T630ef5866@TC2F57245dcad285246ab8b97 c5c39cddBaT871fd36Ff7a86aF
1463bfe63218d238c2187d1737F9e354584bdb 17 cF587c50ddacll7cdfbla9326a2b8adbfeE7dabblobd 796
b6337F78463Fef0d433c802e50b2bfc7e3daeb7c88a87fd63b285505865331470457 c5Ffb55826914c 75268
242fcch5cc@ecBatdd9251250a14247F8bd46e833abda334a69e53065c48c433eddefc8e5051F0216b2d1e6
33ceb@f5648051F43F587dfffccc@l71bbad73aeefaScafbbadled82a346c15c813b1018c794dfbeab@e77
453ca36c7BB8%ab25e26Tdc7bI77637041cc7b168943711ee395c211bBad438c5ca5d4B3d6B6dEF75e1bf 96
Bad39d24f78f7e33a42418ddf57b4%9a5bdfE41d66884937a9b60b8052013bb7c357e6850aa083Fdd31817784
8743492F155e54008283bcced6d65189bB24dbR2717 8016383957 44FFF65daddBbbfE21e26bfB7A609839a8

(R L

ctr A d€ copy toan bé ché text nay

¥

# Module List

#

active module : BIG-IP, VE Trizl|FIUTGIK-VPEOFMF|Rate Shaping|External

Interface and Metwork HSM, VE|SDN Services, VE|S5L, Forward Proxy, VE|BIG-IP \E,
Multicast Routing|APM, Limited|SsL, VE|DMS (1K QPS)}, VE|Routing Bundle, VE|AsM,
VE|Crytpo OFfload, VE, Tier 1 {25M - 280M)|Max Compression, VE|AFM, VE|Advanced Web
Application Firewall, VE|DNSSEC|Anti-Virus Checks|Base Endpoint Security

Checks |Firewall Checks |Metwork Access|Secure Virtual Keyboard|APM, Web
Application|Machine Certificate Checks|Protected Workspace|Remote Desktop|App
Tunnel|VE, Carrier Grade MAT (AFM OMLY)|PSM, VE

Accumulated Tokens for Module
DN5 (1K QPS), VE pgtm_rate_fallback 1888 key FZUTGIK-VPEOFMF

Accumulated Tokens for Module
DNS (1K QPS), VE gtm_rate_limit 1808 key FZUTGIK-VPEOFMF

B DR TR S R 1 (S R 1

Accumulated Tokens for Module

Roi paste vao 6 License bén webgui cla thiét bj F5:

[
= Cutbound License huthcorization Signature
B
= b519cT7EE gbdfadd0eeiafc3ide32fi2ocSdec3TE
Step 3:License |7 7T TTTTTTTTTTTTTTTTTITTTTTTTTTITTTITTTS . . ,. s
Hetworks, Inc. Dan vao day rél next

479f0501138d:

MNext...
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Sau d6 dgi tam 5 phat

BIG-IP system configuration has changed

Wed Jun 29 2022 04:29:45

The configuration for this device has been updated. Consequently, the features and functionality previously
available on the BIG-IP system might have changed.

Elapsed Time: 49 seconds

«" Please wait while the configuration changes are verified. ..
The BIG-IP Configuration utility will be updated momentarily.

«" Configuration changes have been verified
You may now continue using the BIG-IP Configuration uiility.

Thay LTM d3 cé license la OK (License nay dung dugc 30 ngay)

[ T

= I T——

Bam Next tiép va dién 1s6 théng so:

Module | Provisioning ‘ License Status | F
B Management (MGMT) [Small ] MiA 0
@ Local Traffic (LTM) ] | Nominal v| 0
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Setup Utility » Platform

General Properties Dn.. IP o i . HF':

Management Config IPV4 ) Automatic (DHCP) @ Manual

IP Addressliprefix): [192.168.1.245 |
IFV4 Config Details Metwork Mask: | 255.255.2585.0 || 124 ~

Management Route: | |

Management Config IPVE ® putomatic (DHCP) ) Manual

Host Name [ 5-01.1ocal |
Host IP Address | Use Management Port IP Address v |
Time Zone [ Asia/Hong Kong v |

User Administration B"' o o ‘.“ dé'

[Tl Disable login
Root Account Password:| seseeses |
S5H Access Enabled
S5H IP Allow *All Addresses  w

Sau d6 bam finish ludn.

Advanced Network Configuration
Create advanced device configurations by clicking Finished and navigating to the Main tab of the Configuration Utility.
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3. Setup webserver trén ubuntu 18
L3y 2 node ubuntu ra cho thanh mé hinh nhu nay:

192.168.2.2
192.168.1.245
i- Llnu}-: admmemmm@***
::ﬂ.
a&—o ¥
G10]  Psw 192 168.2.1 r- BIGIP b PC outside
U 10.1.2.2
s Mgm
= | o
-
P Linux2
192.168.2.3

Sau do cai Apache trén 2 node Ubuntu theo ero’ng dan trén mang, vi du &
trang nay:

https://www.digitalocean.com/community/tutorials/how-to-install-the-
apache-web-server-on-ubuntu-18-04-quickstart

Sau khi cai xong telnet localhost 80 thir xem cong 80 d3 thong chua? Va tir
ubuntu nay g6 http:<ip cia ubuntu kia> xem hién ra trang web chua la dugc.
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4. Cau hinh IP cho cong WAN va LAN
4.11P LAN E11

192.168.2.2

192.168.1.245
admin/Mmmm@™*

. oo o

> 192.168.2.1 P BIGP b PC outside
10.1.2.1 10.1.2.2

Mgmt

P Linux2

192.168.2.3
el
- Trén F5 khéng cé kiu d3t IP thang vao port nhu router. Thay vao d6 sé
can tao ra vlan, roi gan port d6 vao vlan, roi dat IP cho vlan dé. (Tuong tu
SVI trong CCNA)
- Trong bai nay ta @3 cau hinh switch cong trunk e0/2, allow vlan 100 va
trén F5 sé tagging tuang ng vlan 100 vao E1.1

Budc 1: Tao vlan tén la NOI-BO (n6i bo) va Gan port E1.1 vao vlan NOI-BO
Budc 2: Gan IP cho vlan NOI-BO 192.168.2.1/24
Budc 3: Ping thir vé server 192.168.2.2 va 192.168.2.3 xem ok chua

Chi tiét:
Budc 1: Vao Vlan > Vlan list > Create , dién nhu duéi:
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General Properties

uyenit.edubit.vn

Name NOIBO £
Fartition / Path Common
Description (|
Resources
Interface:
Tagging:
Add
Interfaces 1.1 (tagged) -

Configuration:

Source Check
MTU

Auto Last Hop

1500

IIE|

Budc 2: Vao Self IPs > Create

Network »» Self IPs

Properties

L+ B

» IP-LAN

Configuration
MName IP-LAN %
Partition / Path Common
IF Address 192.168.2.1 ﬁ""
Netmask [2552552550 & |
VLAM / Tunnel [NOIBO &% |
Port Lockdown | Allow None [\% v
e e
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Budc 3: Ping tir F5 dén 2 server xem th6ng chua
Mo’ man h|nh cli lén; go ping 192 168.2.2 va plng 192 168 2 3

4.2 D3t IP cho cong WAN E1.2

192.168.1.245
admin/Mmmm@™***

ﬂﬁi—@———o— L e

» BIGIP - PC_outside

10.1.2.1
10.1.2.2

-~

Cling vao VLAN > Create va tao vlan cho OUTSIDE nhu dudi:
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Network » VLANS : VLAN List »» New VLAN..

General Properties % )

I Name [ out |
Description [
Tag [ le”ko tag vlan
Resources
Interfat:e:
Tagaing
P Add
Interfaces -

Roi vao Self IPs > Create dé dat IP WAN cho F5:

Configuration
Name [ 1P-wan _E" |
IP Address [10121 &=
Netmask [ 255.255 255.0 |
VLAN / Tunnel [ouT = +|
Port Lockdown | Allow None v
g e
Service Policy

| Cancel || Repeat || Finished | &
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Test lai ping tir F5 ra PC outside

Ps C:\Users‘\Administrator> ping 10.1.2.1

Pin 1r‘$ 10.1.2.1 with 32 bytes of data:

Reply from 10.1. 32 time<lms TTL=25
Reply from 10.1. 32 time<lms TTL=25
Reply from 10.1. 2 time<lms TTL=255
Reply from 10.1. 2 time<lms TTL=255

Fud P Fud Pl

DONE

5. Cau hinh can bang tai gitra 2 webserver

192.168.2.2
-I 192.168.1.245
P Linux admin/Mmmm@™*
o oo e
W
192.168.21 MBIGIP » PC outside
Ll 10.1.2.2
Mgmt
e0)
P Linux2
192.168.2.3
el

Traffic http tir ngoai PC_outside sé& goi dén IP dai dién (10.1.2.100) , sau d6 F5 sé&
phan phoi lan lugt dén 2 server 192.168.2.2 va 192.168.2.3 theo giai thuat round-

robin (vong tron)
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Trén F5 khai bao cac khai niém co ban sau:

>> Node: la IP cta cac server LAN, kem port dich vu cla server d6, vi du 2
webserver chay http thi Node = IP+port 80

>> Pool; la t3p hop cic Node trén vao 1 nhém, F5 sé lan lugt diéu hudng
request tur ngoai vao 2 Node nay theo giai thuat minh chon (default la
round-robin)

>> Virtual Server: La 1 process cua F5 de thuc hién load balancing. Budc dai
dién bang 1IP. T ngoai goi vao IP nay.

5.1 Khai bao NODE

Vao Local Traffic > Node > Create

Pi
| -'?_"' Local Traffic "

Metwork Map N
I rar
Virtual Servers v
FPolicies
Fi
Profiles
Ciphers i
iRules s,
Pools _
LU
"-‘ Modes —

Sau d6 dién IP va chon Health Monitor la ICMP, dugc nhu nay (lwu y cham
xanh la online OK, do6-xanh duang la chua dugc)

|[search|

| | | = Status |« Name Description Application Address
] Q@ Mode-01 192.168.2.2
O Q MNode-02 1921682 3

| Enable || Disable || Force Offline || Delete... |
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Vao Local Traffic > Pool > Create

Configuration:

I Name | Pool-website é-—

Description |
Achive Available
/Common - /Common -
. http gateway_icmp
Health Monitors
L http2
http2_head_f5
- hitp_head_f5 -
[~
W
Resources ﬁ’
Load Balancing Method | Round Robin ~ |

Priarity Group Activation . -
add 2 IP webserver vao day

® New Node ) New FQDN Node ' Node List
Node Name: [ Node-01 | (Optional)

Address: [ 19216822 |
Service Port:| 80 |[HTTP v

Mew Members &

Node Name | Address/FQDN | Service Port | Auto Populate | Priority

Mo members to display.

Thay Pool xanh lén nhu nay la OK

Local Traffic » Pools : Pool List

1 ~ | Pool List Statistics El

[* |[search|
|~| Status | « Name
] Q Poolwebsite
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Vao Local Traffic > Virtual Server > Create
pién nhu dudi:

General Properties

Name vs1 Ly
L
Partition / Path Common
Description [
Type | Standard ~|

S ® Host O Address List
|U.U.U.U.l'[] My QIID!M a“ sdlrce |P
Destination Address/Mask ® Host ) Address List 5 - R s .
[10.1.2 100 |P ci1a virtual server ma tir ngoai goi
® port O Port List
=0 |[HTTP v|

Service Port

Notify Status to Viriual Address

SMTF Profile

TOR Profile Mone w

VLAM and Tunnel Traffic | All VLANS and Tunnels i—'
Source Address Translation Auto Map w (_.% 7. P x s
iai thich bai sau

Content Rewrite

| Rewrite Profile M| [ None v
Con cac cho khac dé mac dinh

Sang tab Resource dé tré vao Pool vira tao & budc trudc

Local Traffic »» Virtual Servers : Virtual Server List »» V51

% ~ Properties Resources Security « | Statistics [=]

Load Balancing

Default Pool | Pool-website v*""‘
Default Persistence Profile Mone %

Fallback Persistence Profile | None v

1 ol mdom
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Test lai: Tir PC_Outside g& http://10.1.2.100, roi bam F5 dé refresh.
Thay Lic thi vao web01, lic vao web02 => vay d3 chia tai thanh cong.
& web-02 X +

< C A Notsecure | 10.1.2.100

Success! The WEB-02 is working!

@ web-01! x |+
& ¢ A MNotsecure | 10.1.2.100

Success! The WEB-01 is working!

6. HTTPS redirection

Khi ngudi dung go http://10.1.2.100 nhu bai trén, ta 3 cau hinh ok. Tuy nhién
trong thuc té néu dé http thi thdng tin mat khau sé bi 16 khi bat géi bang
wireshark => vi vay nhu cau la can chay giao thirc https giita ngudi dung va
F5 dé m3 hda dir lidu.

Khi F5 nhan dudc https, sé gidi ma thanh http va thuc hién phan phdi request
dén 2 server nhu binh thudng.

=> Trong bai nay sé cdu hinh dé ngudi dung du gé http ciing bién thanh https
Budc 1: Tao thém virtual server port 443

Budc 2: Vao Virtual Server port 80 dé chinh irule tré sang 443

Budc 3: tao profile SSL va apply vao Virtual server 443

Budc 4: Test lai g6 http://10.1.2.100 xem co redirect sang https khong?
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Budc 1: Tao thém virtual server port 443
Tudng tu nhu bai 5 ; chi khdc cho chon port la 443 (van giif nguyén VS-80 &

bai trudc)
® Port () Port List
443 |[HTTPS v|

Motify Status to Virtual Address
Tao xong thi dugc 02 virtual server UP nhu nay:

Service Port

|| |« | Status | « Name
— Q W35-443

1 @  vs

| Enable || Disable || Delete... |
Budc 2: Vao Virtual Server port 80 dé chinh irule tré sang 443

Vao Virtual Server 80, chon profile HTTP nhu hinh

Configuration:

DoH Profile Type Mone
Protocol [TCcP v |
[ tcp v |

FProtocol Profile (Client)

| (Use Client Profile)

Protocol Profile (Semver)
-

HTTP Profile (Client)

(Use Client Profile

HTTP Profile (Server)

Sau d6 bam vao tab Resource , nhin thay chit iRule bén trai, bam vao

Manage bén phai tuong (rng:

v

| Manage._. |
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Chon https redirect nhu hinh

% - | Properties Resources Statistics EJ]

Resource Management

Enabled Available
_sys_auth_ssl_cc_ldap -
_5ys_auth_ssl_cridp

_5ys_auth_ssl_ocsp

:sys:hﬂp s__redirect

iRule

Cancel Fin'ﬁed

Budc 3: tao profile SSL va apply vao Virtual server 443
Vao Profiles > SSL > Client

Virtual Servers ® o
Host' ! Address List
Folicies Source Address
[ 0.0.0.0/0
Profiles r Sernvices
{ (® Host _) Address List
Ciphers Content [7012100
iRules Fersistence
® pPort ) Port List
Fools Protocol | a0 ” HTTP

Y S S P [ T L

Bam Create

4
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Local Traffic »» Profiles : S5L : Client :» Mew Client S5L Profile...

chi can dat tén va bam Finished

General Properties [%
Mame | ]

Parent Profile | clientssl v ]

Vao virtual server 443 va apply ssl profile vao

Selected Available . . .
Q g Tim & day
ICommon - . J‘Cor_nmurl a Ca'l ‘Jltl’a tao
_ ssl-for-webserver clientssl N
S5L Profile (Client) 1 clientssl-insecure-compatible K
clientssl-quic
proflle mlnh cligntssl-secure _
crypto-server-default-cligntssl
UL‘j’a tao 7 splitsession-default-clientssl -
Selected Available

Bam update

Budc 4: Test lai go http://10.1.2.100 xem co redirect sang https khong?

& web-01! x

< C A Notsecure | hitps://10.1.2.100
———

Success! The WEB-01 is working!

da ok, c6 https
ché bao dbé 1a vi chiing chi nay la self-sign certificate
Néu c6 cert xin cia céng ty mua thi sé khéng bi
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7. Import Certificate vao F5

Trong budc trén ta da cau hinh https khi truy cip vao F5. Tuy nhién cert bi bao
do. Trong bai nay ta sé thuc hién import certificate xin vao F5.

Step 1: Mua SSL certificate tir cac nha cung cap uy tin
Ta sé gia lap cert xin bang cach tu generate tir linux ra
Dung lénh:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/etc/ssl/private/F5test.key -out /etc/ssl/certs/F5test.crt

Vao thu muc /etc/ssl/private/ thay file key bi mat @3 dugc tao ra
-rW------- 1root root 1704 Jul 6 13:16 F5test.key

Vao thu muc /etc/ssl/certs thay cert da dudc tao:
-rw-r--r-- 1root root 1444 Jul 613:16 F5test.crt

=> Copy 2 file nay ra con may Mgmt dé import vao F5
Step 2: Import 2 file key va cert trén vao F5

Vao System >.. nhu anh dudi

= Motify Status to Virtual Address
[£%] System
Availability i) Available {(Enabled) - The"
Configuration
: Syncookie Status Inactive
File Management
g State Enabled v
I I '{b [+ Impo
Disk Management Bundle Manager
Device Ceriificate List
Software Management Management
Certificate Order
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Sau d6 chon Import lan lugt 2 file key va cert vao, va dudc nhu nay

] my-hainm-new RSA Cerfificate hainm
—
J m}fﬁ‘.ﬂi"{i‘r} REAKey Normal

Step 3: Tao SSL profile tré dén 2 file key va cert mdi

Vao Local Traffic >..nhu anh duai

Chon Create va dién:

] ca-bundie
[ Local Traffic
] default
Network Map OJ f5-ca-bundie
Virtual Servers ] f5-irule
Policies ] @ 5_api_com
serves ren
Ciphers Content
iRules e ste Order Status._. |[ Delete OCSP Ca
Fools Protocol
Sy e
Monitors Authentication Server

L3 ~
Dién tén
General Properties i
Name | |
Parent Profile [ clientss! v

Configuration:

Custom

Certificate Key Chain

Add : Fdit || Delete
OCSP Stapling ] 5 . 3 =

Add lan lugt file key va file cert

Notify Certificate Status to 0
Virtual Server
Proxy SSL (]
Proxy SSL Passthrough O

I < I <

4]
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Step 4: Apply profile vira tao vao Virtual Server 443
Vao VS443, tim dén muc SSL Profile(Client), tim profile vira tao

PPTF Frofile _Nnne v = N e 3 =
[None v Tim profile mdi & day
Selected Availabl
Q Q
ICommaon ¢ ICommon
i new-profile-hainm clientssl
SSL Profile (Client) clientssl-insecure-compatible
clientssl-quic
Prc:ﬁle mdl clientssl-secure
crypto-server-default-clientssl
splitsession-default-clientssl -
Selected Available

Bam Update dé cap nhét

Sau d6 test lai tir PC_Outside vao lai. Xem d3 thay cac théng tin chirng chi mdi
chua

x I+

A Mot secure | Bites//10.1.2.100 g Certificate .

m m Details | Certification Path
Wser

Show: | <All= ] |

hrome isn't your defau

i! The WEB-02 1

Value ”
V3

72ea20fe5a24c5f7f331...
sha25arR54

sha2se

Blssuer dragonhur @il com, h. ..
D'I.-'alid fram Tuesday, July 5, 2022 11:16:...
D'I.-'alid to Wednesday, July 5, 2023 11:...
gSubject dragorigmgeesTemeiecom, h... | v
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8. Persistent Session

Vi du 1 user dang két ndi vao webserver-01, sau @ user nay tit trinh duyét di,
roi lai két nai lai, thi néu dé mac dinh, c6 thé F5 sé phan phoi vao webserver-
02.

=> Diéu nay co thé gay gian doan glao dich => Nén F5 co cd ché nhd session
cli(trong khoang thai gian dat san) dé khi user két noi lai sé phan ph0| vao

dung webserver-01 ban dau.

Step 1: Lam bai 7 da chay

Step 2: Vao Profiles > Persistent > Create

rfﬂ Local Traffic
1t
Metwork Map
Virtual Servers

FPolicies

Ciphers

iRules

FPools

General Properties

Mame

Persistence Type

| Cancel |

| Cancel |

Senvices

Content

Frotocol

y

http-remember-ip |

Select...

Select...

Cookie

Destination Address Affinity
Hash

Host

Microsofi® Remote Deskiop
SIF

Source Address Affinity

S5L k
Universal

Vi du chon nhd session

theo source IP user
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Configuration

|
‘ Custom i

Match Across Services
Match Across Virtual Servers
Match Across Pools

Hash Algorithm

Timeout

Prefix Length

Map Proxies

Owerride Connection Limit

[
O

Thdi gian nhé& IP source user
m
[ Specity... VI@J’ J seconds
None
& Enabled
U

| cancel || Repest || Finished |

Bam Finished

Step 3: Vao Virtual Server 443 sau d6 chon nhu hinh:

Statistics
iApps

@ DNS

Eﬁj Local Traffic

Metworlk Map

$ Virtual Servers 4

Folicies

Profiles

Properties Resources Security

o -

Load Balancing

Default Pool | Poolwebsite  w |
Default Persistence Profile Mone 3 e
Mone

Falloack Persistence Profile ICommon

cookie —
Update dest_addr

hash

host

iRules hitp-remember-ip R

Mame | ".'S”.jp.

Step 4: Test lai: tir PC_outside, truy cap http://10.1.2.100 sau d6 t3t trinh duyét
di dgi 10 gidy; lai vao lai, refresh nhiéu lan dé thay chi vao 1 webserver thoi.
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9. Giai thich khac nhau Automap va SNAT

Nhu bai 5.3 ta da chon Automap thay vi Snat, bai nay phan biét giira AutoMap
va Snat.

>> AUTOMAP: la khi gdi tin (SRC: IP user ngoai net, DST: IP Virtual Server) qua
F5

sé dudc bién d6i thanh (SRC: IP LAN cla F5-192.168.2.1; DST: IP cla
WEBSERBER 01 hoac 02)

>> SNAT: Cho boi @6 bén trén dugc bién thanh IP do minh chd dong dt ra.

Ung dung: Néu dung Automap ma cé trén 65335 connection dong thdi thi sé bi
qua tai, do khong da moi port cho 1 connection

Con dung SNAT ta c6 thé tao ra nhiéu IP , tranh dudc qua tai.
& day ta sé test phan SNAT (tao ra IP 192.168.2.10)
Vao Local Traffic > Address Translation > SNAT Pool List > Create

= Mo records to display.
l_T' Local Traffic t—-
| Delete... |

Metwork Map

Virtual Servers
Fuolicies
Frofiles
Ciphers
iRules
Fools
Modes

Maonitors

Traffic Class J
SMAT List

{b SMNAT Pool List ‘-—

(. 74| Acceleration
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General Properties .!
I Mame snat-new-poal |

Configuration

IP Address: [ 192.168.2.10 &=
Add

Member List

| Cancel || Repeat || Finished | (e

Vao Virtual Server 443 > va chon SNAT va pool vira tao:

VLAM and Tunnel Traffic | All VLANS and Tunnels v |
Source Address Translation SMNAT w
SMAT Pool | snat-new-pool |

Tu PC_Outside truy cap http:10.1.2.100
K&t qua d3 thay IP 192.168.2.10 dudc dung

192.168.2.19 192.168.2.3 TCP 68
192.168.2.18 192.168.2.3 TCP 68
192.168.2.3 192.168.2.18 TCP 58
192.168.2.18 192.168.2.3 TCP 78
192.168.2.3 192.168.2.18 TCP 78
192.168.2.18 192.168.2.3 TCP 68
192.168.2.18 192.168.2.3 HTTP 739
192.168.2.3 192.168.2.18 TCP 58
192.168.2.3 192.168.2.18 HTTP 586
192.168.2.18 192.168.2.3 TCP 68
192.168.2.3 192.168.2.18 TCP 58
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10. One-arm mode
F5 dat cung dai LAN vai server, chi co 1 interface LAN. Khi PC_Outside goi vao
F5 thi F5 van phan phai tai sang 2 server nhu trudng hap F5 cé ca 2 port LAN

va WAN.

192.168.2.2
A
l
L
b Linux
(0]
e 10.1.2.1 10.1.2.2
=8 192.168.2.1
—F
L] ==Y = = e L&
P Linux2 b sw > R7 P PC_outside
192.168.2.3
192.163.2.1

192.168.1.245 P
-

admin/Mmmm@™* =5 -0

ra interNet > PC_mijt

Step 1: D&t IP cho port E1.1 (can tao vlan roi gan port 1.1 vao; sau d6 dat IP cho
vlan) 13 192.168.2.10/24, kiém tra d3 ping thong nhau vdi 2 server Linux va
telnet port 80 dén ching ok. Check thém ping lén router 192.168.2.1 ok chua.

Step 2: Gilr nguyén Pool, Node da tao & bai trudc.
Sau d6 tao virtual server mdi vdi IP 1a 192.168.2.100 (hodc mién la cung dai vdi

IP E1.1), tré vao Pool dang co.
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Step 3: Test lai: tir PC_outside truy cap http://192.168.2.100

& web-02! * +
<« ¢ A Notsecure | hitps//192.168.2.100

Success! The WEB-02 is working!

11. Cau hinh HA cluster

192.168.1.245

adminMmmm@™ 192.168.2.10

= 192.168.2.11
- PC_mgmt

1.2
@ ﬂ
» BIGIP_02

192.168.1.246

ra interMet .
admin/Mmmm@™*

Gia st F5-01 dang c6 cau hinh tir bai trudc va dang chay, ta can tich hop F5-02
(chua cé cau hinh) vao dé thanh cluster.
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Step 1: F5-01: Check da Tao vlan HA 999 va dat IP cho no la 1.1.1.1/30, gan vao
c6ng E1.2 chua?

Tuang tu F5-02, ta dt IP Vlan HA 1a 1.1.1.2/30 gan vao E1.2 va vlan NOI-BO
192.168.2.11/24 gan cong E1.1 (D3t ca cong mgmt a 192.168.1.246/24 nira)

Step 2: Trén F5-01: Bam vao logo F5 va chon Setup HA

| ONLINE (ACTIVE)
| standalone

Sau d6 chon:

Setup Utility
Fun the Setup Utility again to make changes to basic device settings and standard network
configuration.

« Run the Setup Utility
« Run Config Sync/HA Utility

Standard Network Configuration
Create a standard network configuration by configuring these features:

Redundancy
VLAMS

NTP

DNS

Config Sync
Failover

Mirroring
Peer Device Discovery (for Redundant Configurations)

Redundant Device Wizard Options

Config Sync Display configuration synchronization options

Display failover and mirroring options

High Availability
Failover Method: | Metwork w

M
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internal chinh la dai LAN vira tao
Internal Network Configuration

| Internal VLAN () Create VLAN internal @' Select existing VLAN
| Select VLAN NOIBO w
.
Address: [ 192.168.2.10 - |
Self IP Netmask: [ 255.255.255.0 |

Port Lockdown: | Allow Defaulf w .
Pién IP ciing dai

Address: [ 192.168.2.99

Port Lockdown: | Allow Default

Floating IP

M6 hinh nay khong co external interface nén chon “External Network” ciing la
vlan NOI-BO ludn.

External Network Configuration

External VLAN Ocreate VLAN external ® Select existing VLAN
‘ Select VLAN NOIBO w
A
Address: [192.168.2.10 |
Self IP Netmask: [ 2552552550 |
Port Lockdown: | Allow Default »
Default Gateway |
Address:
- ress [ 192.168.2.99
Fort Lockdown: | Allow Default »

BAM NEXT
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Tiép dén la muc HA

High m.railabilig Network Configuration (
‘ High Awvailability VILAM Cre ate VLAN HA ® Select existing VLAN
‘ Select VLAN VLAN-HA w
Address: [ 1111 @ |
Self IP
Netmask: | 255 255 255 252 |
High Availability VLAN Configuration
VLAN Name VLAN-HA
VLAN Tag ID [ 999 e |

VLAN Interfac:es
Tagging

Add
Interfaces ﬁﬁ%‘” -
| Cancel || Next... |
NTP:
Network Time Protocol Configuration B!En NTP I"IELI 'Cd', khﬁng thi next
Address: | ‘ |
Add

DNS: Dién vao, muc nao khéng cé thi dé tréng, va next tiép
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ConfigSync Configuration

Local Address | 1.1.1.1 (VLAN-HA) A |

Cancel || Next .. | f %
Doéng bé config qua IP HA

Management Failover Unicast Configuration

Address Family Mode IPvd & [PV w

Failover Unicast Configuration

« Local Address 1§

] 1111
(] Management Address

Failover Multicast Configuration

Use Failover Multicast Address | [_| Enabled

| Cancel | Next... i

Mirroring Configuration

Primary Local Mirror Address [1.1.9.1 (VLAN-HA) w |

Secondary Local Mirror Address | Mone w |

Cancel | [ Next... | g

k.

Standard Pair Configuration
Establish an Active/Standoy pair by discovering another device.

After discu%‘ing the other device, the system performs the following actions:
« Establishes trust between this device and the peer or subordinate device

« Creates a device group that contains this device and the peer or subordinate device
« Creates a fraffic group that supports an active/standby configuration

Next. | e
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Discover Configured Peer or Subordinate Device

If you have already configured a peer or subordinate device for this activelstandby pai
high availability, and create a fraffic group that supports active/standby configuration.

%

Retrieve Device Credentials {Step 1 of 3)

Device Type
Device P Address
Administrator Username

Administrator Password

[1112 €= |P HA c(ia con s 2
|admin |

| user/pass cia no

Retrieve Device Information |

Verify Device Certificate (Step 2 of 3)

Subject

Management IF Address
Expiration

Serial Mumber

Signed

SHA-1

MD5

IC=—/ST=WA/L=Seattle/O=MyCompar
1112

[0 Sun Jul 05 10:23:52 HKT 2032
8864a216d83c0c32

Yes
8236e05e5752fbe0a2303e5636303152
alb3a26be082df6f2a0bTd417d284 5098

Cancel

Add Device [Step 3 of 3)

Device Mame

Sync-Failover Group Name

[ r5-02 Iocal |

| device-group-failover-3801b27e3605 |

| Cancel
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Sau d6 thay 2 thiét bi F5 hién nhu nay, chd ta nhan dong bd cau hinh:

| ONLINE (ACTIVE)
5 Awaiting Initial Sync

| ONLINE {STANDBY)
5 Awaiting Initial Sync

Pé dong bo cau hinh, trén F5 nao active, ta vao Device Management >
Overview

Sau @6 chon F5-01va push cau hinh sang F5-02,

Devices:

New Device Group Members

@ | &5 15-01.local (Self) @ Awaiting Initial Sync

O | G 15-02.local (P Awaiting Initial Sync

Sync Options:

L’@ Fush the selected device configuration to the group
() Pull the most recent configuration to the selected device

S

DONE, CHECK CAU HINH 2 BEN BA PONG BO.

NOTE: Lam trén lab 3o thay bi hién tudgng: F5-02 ludn coi F5-01 La offline (du
ping ok), va F5-02 ludn la active; ké ca force standby thi chi 1 ldc sau F5-02 lai
l&n active (ko biét vi sao, & ngoai that thi khong bi)
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indapg L@ "7 F ||Search|
aur

";-'.'. DNS ~| Status | « Name

17
VQ 5-01.local

r‘f'ﬂ Local Traffic

L
@ 5-02 local (Self)

( ."i. Acceleration

ﬂ Device Management
R —

Owerview

Device Groups
Device Trust

Traffic Groups

>> Cac virtual server(VS) tao trén F5-01 ban déu; khi F5-02 lam active thi user
bén ngoai khong vao dudc. Chi vao dudc khi off F5-02 di

>> Cac VS tao mdi trén F5-02 thi user vao ok



