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Preface

Why is this book so valuable? Why is it an excellent last resource prior to your
exam? Let me outline that for you here:

p This book balances the two potential areas of expertise you need for each
exam topic. You either need to focus on the theory of a technology or you
need to be able to demonstrate mastery of configuration, verification, and
troubleshooting. You can trust this text to guide you through the precise
knowledge you need, topic by topic.

p As alluded to above, this text remains tightly in scope with the exam.
Although larger texts might provide background or peripheral information
about a topic, this book is laser-focused on just those topics you need to
master for success in the exam environment. We certainly encourage the
reading and study of larger works for those that require it.

» Your author and technical reviewer have specialized in writing about and
training candidates in all things CCNA since the inception of the
certification in 1998.

» Your author and technical reviewer take the actual CCNA exam as many
times as Cisco permits them in a constant effort to be intimately familiar
with the exam itself and Cisco’s testing techniques.

p This book is filled with valuable resources to assist you immediately in
your passing score—these resources include CramSavers, CramQuizzes,
Review Questions, Final Exams, a Command Reference, and even
CramSheets.
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Introduction

Welcome to CCNA Routing and Switching 200—-125 Exam Cram! This book
covers the accelerated CCNA certification exam. Whether this is your first or
your fifteenth Exam Cram, you’ll find information here that will ensure your
success as you pursue knowledge, experience, and certification. This
introduction covers how the Exam Cram series can help you prepare for the
CCNA exam.

This book is one of the Exam Cram series of books and will help by getting you
on your way to becoming a CCNA.

This introduction discusses the basics of the CCNA exam. Included are sections
covering preparation, how to take an exam, a description of this book’s contents,
how this book is organized, and, finally, author contact information.

Each chapter in this book contains practice questions. There are also two full-
length practice exams at the end of the book. Practice exams in this book should
provide an accurate assessment of the level of expertise you need to obtain to
pass the test. Answers and explanations are included for all test questions. It is
best to obtain a level of understanding equivalent to a consistent pass rate of at
least 90 percent or more on the practice questions and exams in this book before
you attempt the real exam.

Let’s begin by looking at preparation for the exam.

How to Prepare for the Exam

This text follows the official exam objectives letter for letter. These official
objectives from Cisco Systems can be found here:

https://learningnetwork.cisco.com/community/certifications/ccna/ccna-
exam/exam-topics
Following the exam topics item by item and in their original order allows you to
ensure you are ready for the real exam questions that will come your way on
your actual test date.

Practice Tests

This book is filled with practice exam questions to get you ready! Enjoy the
following:

p CramSaver questions before each and every section: These difficult,


https://learningnetwork.cisco.com/community/certifications/ccna/ccna-exam/exam-topics

open-ended questions ensure you really know the material. Some readers
use these questions in order to “test out” of a particular section.

p CramQuizzes to end each section: Another chance to demonstrate your
knowledge after completing a section.

» Review Questions to end each chapter: Your final pass through the
material for that chapter.

p Two full final exams: These exams include explanations and tips for
approaching each final exam question.

In addition, the book includes two additional full practice tests in the Pearson
Test Prep software available to you either online or as an offline Windows
application. To access the practice exams, please see the instructions in the card
inserted in the sleeve in the back of the book. This card includes a unique access
code that enables you to activate your exams in the Pearson Test Prep software.

If you are interested in more practice exams than are provided with this book,
Pearson IT Certification publishes a Premium Edition eBook and Practice Test
product. In addition to providing you with three eBook files (EPUB, PDF, and
Kindle) this product provides you with two additional exams’ worth of
questions. The Premium Edition version also offers you a link to the specific
section in the book that presents an overview of the topic covered in the
question, allowing you to easily refresh your knowledge. The insert card in the
back of the book includes a special offer for a 70 percent discount off of this
Premium Edition eBook and Practice Test product, which is an incredible deal.

Taking a Certification Exam

When you have prepared for the exam, you must register with Cisco Systems to
take the exam. The CCNA exam is given at Pearson VUE testing centers. Check
the Pearson VUE website at http://www.pearsonvue.com/ to get specific details.

You can register for an exam online or by phone. After you register, you will
receive a confirmation notice. Some locations may have limited test centers
available, which means you should schedule your exam in advance to make sure
you can get the specific date and time you would like.

Arriving at the Exam Location

As with any examination, arrive at the testing center early. Be prepared! You
need to bring two forms of identification (one with a picture). The testing center
staff requires proof that you are who you say you are and that someone else is
not taking the test for you. Arrive early, because if you are late, you will be


http://www.pearsonvue.com/

barred from entry and will not receive a refund for the cost of the exam.

ExamAlert

You’ll be spending a lot of time in the exam room. Plan on using the full
two hours of time allotted for your exam and surveys. Policies differ
from location to location regarding bathroom breaks—check with the
testing center before beginning the exam.

In the Testing Center

You will not be allowed to take into the examination room study materials or
anything else that could raise suspicion that you’re cheating. This includes
practice test material, books, exam prep guides, or other test aids. The Testing
Center will provide you with scratch paper and a pen or pencil. These days, this
often comes in the form of an erasable whiteboard.

After the Exam

Examination results are available after the exam. If you pass the exam, you will
simply receive a passing grade—your exact score will not be provided.
Candidates who do not pass will receive a complete breakdown on their score by
domain. This allows those individuals to see what areas they are weak in.

About This Book

The ideal reader for an Exam Cram book is someone seeking certification.
However, it should be noted that an Exam Cram book is a very easily readable,
rapid presentation of facts. Therefore, an Exam Cram book is also extremely
useful as a quick reference manual.

Most people seeking certification use multiple sources of information. Check out
the links at the end of each chapter to get more information about subjects you’re
weak in.

This book includes other helpful elements in addition to the actual logical, step-
by-step learning progression of the chapters themselves. Exam Cram books use
elements such as ExamAlerts, tips, notes, and practice questions to make
information easier to read and absorb. This text also includes a very helpful
command reference and glossary to assist you.

Note
Reading this book from start to finish is not necessary; this book is set



up so that you can quickly jump back and forth to find sections you need

to study.

Use the CramSheet to remember last-minute facts immediately before the exam.
Use the practice questions to test your knowledge. You can always brush up on
specific topics in detail by referring to the table of contents and the index. Even
after you achieve certification, you can use this book as a rapid-access reference

manual.

The Exam Blueprint

The table that follows outlines the CCNA exam domains and objectives and
maps the objectives to the chapter(s) in the book that cover them in detail.

Exam Domain

Metwork Fundamentals

MNetwork Fundamentals

Network Fundamentals

MNetwork Fundamentals

Network Fundamentals

Network Fundamentals

MNetwork Fundamentals

Network Fundamentals

MNetwork Fundamentals

Objective

Compare and contrast OS| and
TCP/IP models

Compare and contrast TCP and
UDP protocols

Describe the impact of infrastructure
components in an enterprise network

Describe the effects of cloud
resources on enterprise network
architecture

Compare and contrast collapsed
core and three-tier architectures

Compare and contrast network
topologies

Select the appropriate cabling type
based on implementation
requirements

Apply troubleshooting methodologies
to resolve problems

Chapter in Book
That Covers It

Chapter 1

Chapter 1

Chapter 1

Chapter 1

Chapter 1

Chapter 1

Chapter 1

Chapter 1

Configure, verify, and troubleshoot IPv4 Chapter 2

addressing and subnetting



Metwork Fundamentals

Network Fundamentals

Network Fundamentals

MNetwork Fundamentals

Network Fundamentals

Network Fundamentals

LAN Switching
Technologies

LAN Switching
Technologies

LAN Switching
Technologies

LAN Switching
Technologies

LAN Switching
Technologies

LAN Switching
Technologies

Compare and contrast IPv4 address
types

Describe the need for private IPv4
addressing

Identify the appropriate IPv6
addressing scheme to satisfy
addressing requirements in a LAN/
WAN environment

Configure, verify, and troubleshoot IPv6
addressing

Configure and verify IPv6 Stateless
Address Auto Configuration

Compare and contrast IPv6 address
types

Describe and verify switching
concepts

Interpret Ethernet frame format

Troubleshoot interface and cable
issues (collisions, errors, duplex,
speed)

Configure, verify, and troubleshoot
VLANs (normal/extended range)
spanning multiple switches

Configure, verify, and troubleshoot
interswitch connectivity

Configure, verify, and troubleshoot
STP protocols

Chapter 2

Chapter 2

Chapter 3

Chapter 3

Chapter 3

Chapter 3

Chapter 4

Chapter 4

Chapter 4

Chapter 5

Chapter 5

Chapter 5



LAN Switching Configure, verify, and troubleshoot Chapter 5

Technologies STP-related optional features

LAN Switching Configure and verify Layer 2 Chapter 5

Technologies protocols

LAN Switching Configure, verify, and troubleshoot Chapter 6

Technologies (Layer 2/Layer 3) EtherChannel

LAN Switching Describe the benefits of switch Chapter 6

Technologies stacking and chassis aggregation

Routing Technologies Describe the routing concepts Chapter 7

Routing Fundamentals Interpret the components of a Chapter 7
routing table

Routing Technologies Describe how a routing table is Chapter 7

populated by different routing
information sources

Routing Technologies Configure, verify, and troubleshoot Chapter 8
inter-VLAN routing

Routing Technologies Compare and contrast static routing Chapter 9
and dynamic routing

Routing Technologies Compare and contrast distance Chapter 9
vector and link state routing
protocols

Routing Technologies Compare and contrast interior and Chapter 9

exterior routing protocols

Routing Technologies Configure, verify, and troubleshoot IPv4 Chapter 10
and IPv6 static routing



Routing Technologies

Routing Technologies

Routing Technologies

Routing Technologies

Routing Technologies

Routing Technologies

WAN Technologies

WAN Technologies

Configure, verify, and troubleshoot
single area and multi-area OSPFv2
for IPv4 (excluding authentication,
filtering, manual summarization,
redistribution, stub, virtual-link, and
LSAs)

Configure, verify, and troubleshoot
single area and multi-area OSPFv3
for IPv6 (excluding authentication,
filtering, manual summarization,
redistribution, stub, virtual-link, and
LSAs)

Configure, verify, and troubleshoot
EIGRP for IPv4 (excluding
authentication, filtering, manual
summarization, redistribution, stub)

Configure, verify, and troubleshoot
EIGRP for IPv6 (excluding
authentication, filtering, manual
summarization, redistribution, stub)

Configure, verify, and troubleshoot
RIPv2 for IPv4 (excluding authentica-
tion, filtering, manual summarization,
redistribution)

Troubleshoot basic Layer 3 end-to-
end connectivity issues

Configure and verify PPP and
MLPPP on WAN interfaces using
local authentication

Configure, verify, and troubleshoot
PPPoE client-side interfaces using
local authentication

Chapter 10

Chapter 10

Chapter 10

Chapter 10

Chapter 10

Chapter 10

Chapter 11

Chapter 11



WAN Technologies

WAN Technologies
WAN Technologies

WAN Technologies

WAN Technologies
Infrastructure Services

Infrastructure Services

Infrastructure Services

Infrastructure Services

Infrastructure Services

Infrastructure Services

Infrastructure Services

Infrastructure Security

Infrastructure Security

Configure, verify, and troubleshoot
GRE tunnel connectivity

Describe WAN topology options

Describe WAN access connectivity
options

Configure and verify single-homed
branch connectivity using eBGP
IPv4 (limited to peering and route
advertisement using Network
command only)

Describe basic QoS concepts
Describe DNS lookup operation

Troubleshoot client connectivity
issues involving DNS

Configure and verify DHCP on a
router (excluding static reservations)

Troubleshoot client- and router-
based DHCP connectivity issues

Configure, verify, and troubleshoot
basic HSRP

Configure and verify NTP operating
in a client/server mode

Configure, verify, and troubleshoot
inside source NAT

Configure, verify, and troubleshoot
port security

Describe common access layer
threat mitigation techniques

Chapter 11

Chapter 11
Chapter 11

Chapter 12

Chapter 13
Chapter 14
Chapter 14

Chapter 14

Chapter 14

Chapter 14

Chapter 14

Chapter 15

Chapter 16

Chapter 16



Infrastructure Security

Describe device security using AAA
with TACACS+ and RADIUS

Infrastructure Security Configure, verify, and troubleshoot
IPv4 and IPv6 standard, extended,
and named access list for traffic
filtering

Infrastructure Security Verify ACLs using the APIC-EM Path
Trace ACL analysis tool

Infrastructure Security Configure, verify, and troubleshoot
basic device hardening

Infrastructure Configure and verify

Management device-monitoring protocols

Infrastructure Troubleshoot network connectivity

Management issues using ICMP echo-based
IP SLA

Infrastructure Configure and verify device

Management management

Infrastructure Configure and verify initial device

Management configuration

Infrastructure Perform device maintenance

Management

Infrastructure Use Cisco |0S tools to troubleshoot

Management and resolve problems

Infrastructure Describe network programmability in

Management enterprise network architecture

The Chapter Elements

Chapter 16

Chapter 17

Chapter 17

Chapter 18

Chapter 19

Chapter 19

Chapter 20

Chapter 21

Chapter 22

Chapter 23

Chapter 24

Each Exam Cram book has chapters that follow a predefined structure. This

structure makes Exam Cram books easy to read and provides a familiar format

for all Exam Cram books. The following elements typically are used:

p Chapter topics

p Essential Terms and Components

p CramSavers
p CramQuizzes
p ExamAlerts



p Notes
p Exam preparation practice questions and answers
» An “Additional Resources” section at the end of each chapter

Note

Bulleted lists, numbered lists, tables, and graphics are also used where
appropriate. A picture can paint a thousand words sometimes, and tables
can help to associate different elements with each other visually.

Now let’s look at each of the elements in detail.

p Chapter topics—Each chapter contains details of all subject matter listed
in the table of contents for that particular chapter. The objective of an
Exam Cram book is to cover all the important facts without giving too
much detail; it is an exam cram. When examples are required, they are
included.

p Essential Terms and Components—The start of every chapter contains a
list of terms and concepts you should understand. These are all defined in
the book’s accompanying Glossary.

p CramSavers—Each major section in the chapter kicks off with a brief
short answer question quiz to help you assess your knowledge of the
section topic. This chapter element is designed to help you determine if
you need to read the whole section in detail or merely skim the material
and skip ahead to the CramQuiz at the end of the section.

p CramQuizzes—Each major section in the chapter concludes with a
multiple choice question quiz to help ensure that you have gained a
familiarity with the section content.

p ExamAlerts—ExamAlerts address exam-specific, exam-related
information. An ExamAlert addresses content that is particularly
important, tricky, or likely to appear on the exam. An ExamAlert looks
like this:

ExamAlert

Make sure you remember the different ways in which you can access a
router remotely. Know which methods are secure, and which are not.

p Notes—Notes typically contain useful information that is not directly



related to the current topic under consideration. To avoid breaking up the
flow of the text, they are set off from the regular text.

Note
This is a note. You have already seen several notes.

» Review Questions—At the end of every chapter is a battery of exam
practice questions similar to those in the actual exam. Each chapter
contains a list of questions relevant to that chapter, including answers and
explanations. Test your skills as you read.

p Additional Resources section—This section at the end of each chapter
describes other relevant sources of information related to the chapter topics
covered.

Other Book Elements

Most of this Exam Cram book on CCNA follows the consistent chapter structure
already described. However, there are various, important elements that are not
part of the standard chapter format. These elements apply to the entire book as a
whole.

p Practice exams—In addition to exam-preparation questions at the end of
each chapter, two full practice exams are included at the end of the book.

» Answers and explanations for practice exams—These follow each
practice exam, providing answers and explanations to the questions in the
exams.

p Command reference—This valuable study guide appears at the end of the
text.

p Glossary—The glossary contains a listing of important terms used in this
book with explanations.

p CramSheet—The CramSheet is a quick-reference, tear-out cardboard
sheet of important facts useful for last-minute preparation. CramSheets
often include a simple summary of the facts that are most difficult to
remember.

p Companion website—The companion website for your book allows you
to access several digital assets that come with your book, including:

p Pearson Test Prep software (both online and Windows desktop versions)
p Key Terms Flash Cards application



p A PDF version of the command reference
p A PDF version of the CramSheet
To access the book’s companion website, simply follow these steps:

1. Register your book by going to: PearsonITCertification.com/ register and
entering the ISBN: 9780789756749.

2. Respond to the challenge questions.
3. Go to your account page and select the Registered Products tab.
4. Click on the Access Bonus Content link under the product listing.

Pearson Test Prep Practice Test Software

As noted previously, this book comes complete with the Pearson Test Prep
practice test software containing four full exams (the two from the back of the
book as well as two additional tests). These practice tests are available to you
either online or as an offline Windows application. To access the practice exams
that were developed with this book, please see the instructions in the card
inserted in the sleeve in the back of the book. This card includes a unique access
code that enables you to activate your exams in the Pearson Test Prep software.

Accessing the Pearson Test Prep Software Online

The online version of this software can be used on any device with a browser
and connectivity to the Internet, including desktop machines, tablets, and smart-
phones. To start using your practice exams online, simply follow these steps:

1. Go to: http://www.PearsonTestPrep.com.

2. Select Pearson IT Certification as your product group.

3. Enter your email/password for your account. If you don’t have an account
on PearsonITCertification.com or CiscoPress.com, you will need to
establish one by going to PearsonlTCertification.com/join.

4. In the My Products tab, click the Activate New Product button.

5. Enter the access code printed on the insert card in the back of your book to
activate your product.

6. The product will now be listed in your My Products page. Click the
Exams button to launch the exam settings screen and start your exam.

Accessing the Pearson Test Prep Software Offline
If you wish to study offline, you can download and install the Windows version
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the book’s companion website, or you can just enter this link in your browser:
http://www.pearsonitcertification.com/content/downloads/pcpt/engine.zip

To access the book’s companion website and the software, simply follow these
steps:

1. Register your book by going to: PearsonITCertification.com/register and
entering the ISBN: 9780789756749.

2. Respond to the challenge questions.

3. Go to your account page and select the Registered Products tab.
4. Click on the Access Bonus Content link under the product listing.

5. Click the Install Pearson Test Prep Desktop Version link under the
Practice Exams section of the page to download the software.

6. After the software finishes downloading, unzip all the files on your
computer.

7. Double-click the application file to start the installation, and follow the
on-screen instructions to complete the registration.

8. When the installation is complete, launch the application and select
Activate Exam button on the My Products tab.

9. Click the Activate a Product button in the Activate Product Wizard.

10. Enter the unique access code found on the card in the sleeve in the back of
your book and click the Activate button.

11. Click Next and then the Finish button to download the exam data to your
application.

12. You can now start using the practice exams by selecting the product and
clicking the Open Exam button to open the exam settings screen.

Note that the offline and online versions will synch together, so saved exams and
grade results recorded on one version will be available to you on the other as
well.

Customizing Your Exams

Once you are in the exam settings screen, you can choose to take exams in one
of three modes:

p Study Mode
p Practice Exam Mode
p Flash Card Mode


http://www.pearsonitcertification.com/content/downloads/pcpt/engine.zip
http://PearsonITCertification.com/register

Study Mode allows you to fully customize your exams and review answers as
you are taking the exam. This is typically the mode you would use first to assess
your knowledge and identify information gaps. Practice Exam Mode locks
certain customization options, as it is presenting a realistic exam experience. Use
this mode when you are preparing to test your exam readiness. Flash Card Mode
strips out the answers and presents you with only the question stem. This mode
is great for late stage preparation when you really want to challenge yourself to
provide answers without the benefit of seeing multiple choice options. This
mode will not provide the detailed score reports that the other two modes will, so
it should not be used if you are trying to identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your
questions. You can choose to take exams that cover all of the chapters or you can
narrow your selection to just a single chapter or the chapters that make up
specific parts in the book. All chapters are selected by default. If you want to
narrow your focus to individual chapters, simply deselect all the chapters then
select only those on which you wish to focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes
complete with a full exam of questions that cover topics in every chapter. The
two exams printed in the book are available to you as well as two additional
exams of unique questions. You can have the test engine serve up exams from
all four banks or just from one individual bank by selecting the desired banks in
the exam bank area.

There are several other customizations you can make to your exam from the
exam settings screen, such as the time of the exam, the number of questions
served up, whether to randomize questions and answers, whether to show the
number of correct answers for multiple answer questions, or whether to serve up
only specific types of questions. You can also create custom test banks by
selecting only questions that you have marked or questions on which you have
added notes.

Updating Your Exams

If you are using the online version of the Pearson Test Prep software, you should
always have access to the latest version of the software as well as the exam data.
If you are using the Windows desktop version, every time you launch the
software, it will check to see if there are any updates to your exam data and
automatically download any changes that were made since the last time you used
the software. This requires that you are connected to the Internet at the time you
launch the software.



Sometimes, due to many factors, the exam data may not fully download when
you activate your exam. If you find that figures or exhibits are missing, you may
need to manually update your exams.

To update a particular exam you have already activated and downloaded, simply
select the Tools tab and select the Update Products button. Again, this is only
an issue with the desktop Windows application.

If you wish to check for updates to the Pearson Test Prep exam engine software,
Windows desktop version, simply select the Tools tab and select the Update
Application button. This will ensure you are running the latest version of the
software engine.

Contacting the Author

Hopefully, this book provides you with the tools you need to pass the CCNA
exam. Feedback is appreciated. You can contact the author at
compsolv(@me.com.

Thank you for selecting my book; I have worked to apply the same concepts in
this book that I have used in the hundreds of training classes I have taught.
Spend your study time wisely and you, too, can become a CCNA. Good luck for
the exam, although if you carefully work through this text, you will certainly
minimize the amount of luck required!


mailto:compsolv@me.com

Part I: Network Fundamentals

This part of the text deals with one of the seven overall sections you must master
for the CCNA exam. There are three chapters total that make up Part 1. These
three chapters taken as a whole represent 15 percent of the exam questions you
face in your exam.

Here you master networking models and designs, including cloud-based
technologies. You also master key fundamentals of networking such as transport
protocols and cabling. You dig deep into the worlds of TCP/IP version 4 and
TCP/IP version 6. Both of these protocol suites are already popular today.
Version 4 should gradually fade away from usage (although perhaps never
completely), whereas more and more installations should make IPv6
predominant. Part 1 includes the following chapters: CHAPTER 1 Network
Fundamentals: Models and Designs

CHAPTER 2 Network Fundamentals: IPv4
CHAPTER 3 Network Fundamentals: IPv6




Chapter 1. Network Fundamentals: Models and
Designs

This chapter covers the following official CCNA 200-125 exam
topics:

p Compare and contrast OSI and TCP/IP models

p Compare and contrast TCP and UDP protocols

p Describe the impact of infrastructure components in an enterprise
network

p Describe the effects of cloud resources on enterprise network
architecture

p Compare and contrast collapsed core and three-tier architectures

p Compare and contrast network topologies

p Select the appropriate cabling type based on implementation
requirements
p Apply troubleshooting methodologies to resolve problems

This chapter ensures you are ready for the above topics from the Network
Fundamentals section of the overall exam blueprint from Cisco Systems.
Remember, this is just a portion of the Network Fundamentals area. The topics
covered in Chapters Two and Three complete the Network Fundamentals
grouping. These chapters deal with IPv4 and IPv6, respectively.

Essential Terms and Components

p The OSI (Open Systems Interconnection Model) p The TCP/IP
(Transmission Control Protocol/Internet Protocol) Model p TCP
(Transmission Control Protocol)

p UDP (User Datagram Protocol)

p Firewalls

» APs (Access Points)

p WLCs (Wireless LAN Controllers)
p Cloud Resources

p Three-Tier Network Designs



p Collapsed Core Network Designs p- Network Topologies
p Star Topologies

» Mesh Topologies

» Hybrid Topologies

p Network Cabling Types

p Troubleshooting Methodologies

p Fault Isolation

p Escalation

» Resolution Monitoring

p Documentation

Topic: Compare and contrast OSI and TCP/IP models

CramSaver

If you can correctly answer these CramSaver questions, save time by
skimming the ExamAlerts in this section and then completing the
CramQuiz at the end of this section. If you are in doubt at all—read
EVERYTHING in this chapter!

1. Name the missing levels of the OSI model from top to bottom.

Application

2. Name the four layers of the TCP/IP model from top to bottom.

3. Name the PDUs of the bottom four layers of the OSI model from top



to bottom.

4. Name the protocol that maps Layer 2 to Layer 3 addresses?

5. What two layers of the OSI model are associated with the network
interface layer of the TCP/IP model?

Answers
1.

Application
Presentation
Session
Transport
Network
Data Link

Physical

N

Application

Transport

Internet

Network Interface
3.

a. Segments

b. Packets

c. Frames

d. Bits



4.

ARP (Address Resolution Protocol)
5.

Data Link

Physical

Figure 1.1 shows the classic OSI and TCP/IP models for networking. Notice
how the layers between the two compare.

0S| Model TCP/IP Model

Presentation

Session

Transport

Network Internet

Data Link

Network Interface
Physical

FIGURE 1.1 The OSI and TCP/IP Models

ExamAlert

Be ready to name all seven layers of the OSI model and their function.
Also, be ready to name the TCP/IP layers and how they might
coordinate to the OSI model. Remember the acronym All People Seem
To Need Data Processing or Please Do Not Throw Sausage Pizza Away
to help when recalling the order of the layers with the OSI model.

Here is a recap of the major functions of each of the layers of the OSI model:
p Physical: Defines the electrical and physical specifications.



p Data Link: Detects and, when possible, corrects errors found at the
physical layer; defines the Layer 2 protocols to establish and terminate a
connection between two physically connected devices.

p Network: Provides for logical network addressing; Address Resolution
Protocol (ARP) is used to resolve Layer 3 network IP addresses to Layer 2
Ethernet addresses on LANSs.

» Transport: This layer controls the reliability of communications through
flow control mechanisms; important examples of protocols used at this
layer are Transmission Control Protocol (TCP), for reliable delivery, or
User Datagram Protocol (UDP), for unreliable delivery.

ExamAlert

To establish a TCP connection before the transmission of data, TCP uses
a three-way handshake. This process is as follows:

1. SYN: The client sends a SYN to the server.
2. SYN-ACK: In response, the server replies with a SYN-ACK.
3. ACK: Finally, the client sends an ACK back to the server.

At this point, both the client and server have both received an
acknowledgment from each other regarding the connection.

p Session: This layer controls the logical connections between two systems;
it establishes, manages, and terminates the connections between the local
and remote systems.

p Presentation: This layer is sometimes called the syntax layer because it
ensures that network formats are converted in such a way that the
application layer can understand them.

» Application: This layer provides services for end user applications so that
communication with another application across the network is effective.

Note

As network engineers, we often deal with the bottom four layers
intensely. As a result, you often hear them discussed as simply Layers 1
through 4. For example, you might simply say Layer 2 instead of the
data link layer.

The data and header information (Protocol Data Units) that are built at each of



the bottom four layers of the OSI model receive special names. Figure 1.2 shows
the specific PDU names for each layer.

Segments

Bits

FIGURE 1.2 The PDUs of the Bottom Four Layers

ExamAlert

Be prepared to reference these PDU names for the bottom four layers of
the OSI model. An easy way to remember them is the acronym—Some
People Fear Birthdays. By the way, we tend to reference the
information above Layer 4 as simply data.

Another important skill is identifying the sample technologies we work with
every day and at what layer of the OSI model they exist. Table 1.1 provides
important sample information in this regard.

Layer Examples
Application FTP, HTTP, SMTP
Presentation JPEG, MPEG
Session NetBIOS, PPTP
Transport TCP, UDP
Network IP, ICMP

Data Link PPP, ATM
Physical Ethernet, USB

TABLE 1.1 Protocols at Various Layers

CramQuiz

1. What protocol is used for a host to discover the L2 address of the next
device in the path towards a remote destination?



O A. TCP
o B. UDP
0 C. DNS
O D. ARP

2. What layer of the OSI model coordinates with the Transport layer of the
TCP/IP model?

O A. Network
O B. Transport
0 C. Session

O D. Presentation

CramQuiz Answers
1. D is correct. This is the job of ARP.

2. B is correct. The Transport layer of the TCP/IP model coordinates directly
with the Transport layer of the OSI model.

Topic: Compare and contrast TCP and UDP protocols

CramSaver
1. Name at least four key characteristics of UDP.

2. Name at least four key characteristics of TCP.

Answers
1 L]

UDP is connectionless.

TTTNT 1 Te..1 1 1



UDP has very little overnead.
UDP is often used for voice and video traffic forms.

UDP can multiplex using port numbers to work with multiple
applications.

N

TCP is connection-oriented.
TCP has more overhead than UDP.

TCP uses features like flow control, sequencing and
acknowledgements to ensure reliable and ordered delivery of segments.

TCP can multiplex using port numbers to work with multiple
applications.

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are
both protocols that operate at the transport layer (Layer 4). TCP is used for
reliable, connection-oriented communications, whereas UDP is for
connectionless transport. It might seem as if you would never want to send
information in an unreliable manner using UDP, but keep in mind that TCP adds
overhead and some inefficiencies to the process. This is the reason that UDP is
often used for things like voice and video communications, where efficiency and
non-delay of packets is key at the sacrifice of reliability mechanisms. In fact,
sometimes applications use UDP and then use their own application layer
mechanisms for reliability.

ExamAlert

Remember, not all traffic relies upon TCP or UDP at the Transport
layer. A great clue for traffic forms that do not use them are those that
have their own protocol identifiers. Here is a list of examples of protocol
identifiers from the IP header: 1—ICMP

6—TCP
17—UDP
88—EIGRP
89—OSPF

What are some examples of applications that rely on TCP and UDP? Table 1.2
provides plenty of examples for you.



TCP UDP

HTTP DHCP
FTP RIP
Telnet SNMP
SSH TFTP
SMTP *‘DNS

*DNS also uses TCP in some instances, such as a DNS zone transfer, but is mainly
considered a UDP example.

TABLE 1.2 Applications That Rely on TCP versus UDP

TCP and UDP can both multiplex using port numbers to work with multiple
applications. For example, DHCP uses UDP ports 67 and 68, RIP uses UDP port
520, and HTTP uses TCP port 80. The overhead that TCP uses is a result of
reliable delivery. For example, with TCP we have: p Error recovery

p Flow control using windowing
p Connection establishment and termination p Ordered data transfer
p Data segmentation

ExamAlert

You never know when Cisco might need you to prove that you know a
TCP or UDP port number. This might even come in the clever form of
you building a firewall statement in the exam. I would encourage you to
make flash cards to learn the well-known ports shown below.



Port Number TCP or UDP? Protocol
20 TCP FTP Data
21 TCP FTP Control
22 TCP SSH
23 TCP Telnet
25 TCP SMTP
53 UDP DNS
67, 68 UDP DHCP
69 UDP TFTP
80 TCP HTTP
110 TCP POP3
161 UDP SNMP
443 TCP SSL/TLS
514 UDP Syslog
520 UDP RIP
CramQuiz
1. What Transport layer protocol does EIGRP rely upon in its operation?
O A. TCP
o B. UDP
o C. ICMP

O D. None of these answers are correct 2. What protocol and port does
RIP use? (Choose two.)

o A. TCP
o B. UDP

0 C.514
o D. 520

CramQuiz Answers



1. D is correct. EIGRP does not rely upon TCP or UDP in its operation. The
protocol encapsulates inside of IP and provides its own reliable
mechanisms for delivery from router to router. You should also note that
ICMP is not a Transport layer protocol but a Network layer protocol.

Interestingly, ICMP does not rely upon TCP or UDP to function but rather
has its own protocol number.

2. B and D are correct. RIP relies on the connectionless UDP protocol and
port number 520.

Topic: Describe the impact of infrastructure components in an
enterprise network

CramSaver

1. Name a network device that is used to manage lightweight access
points (APs).

2. Name a network device that protects certain networks from other
networks in your infrastructure.

3. Name a network device that connects users to the network using
multiple frequency bands.

Answers

1. Wireless Controllers—also known as Wireless LAN Controllers
(WLC) 2. Firewalls

3. Access point

Networks today are growing in complexity. This means new devices appear and
play critical roles in the network infrastructure and functionality. Although there
are many specialized devices, the exam blueprint calls upon three that we must
review: p- Firewalls: The firewall is implemented in a number of ways. It might
be software running as an application on your operating system; it might be built
into your operating system; or it might be a network appliance. No matter its
form, the job is always the same, protect one portion of your network or
computer system from another portion. The classic example (and most likely for



your exam), is the network firewall. This device connects to “inside” protected
networks and protects them from “outside” networks. Often, the main outside
network is the Internet. The specific shining example of a network firewall
appliance from Cisco Systems is the Adaptive Security Appliance or ASA.
There is even a virtual version (ASAvV) today that you can connect to a
virtualized (VMware) network.

p Access points: It seems like you cannot go anywhere today without being
in a wireless cell for Internet access. Some cities around the world
(including my own) provide complimentary Internet access using WiFi.
One of the key devices that make this a reality is the access point. These
are often termed dual band because they support multiple frequency bands
for various iterations of the 802.11 wireless standards. The role of the
device is simple, connect users to the network as quickly and efficiently as
possible with some level of security. This might be no security at all in the
case of an open Guest network, or it might mean the highest levels of
security available for a protected corporate network. For corporate
environments, Cisco manufactures “lightweight” access points that rely on
a wireless LAN controller for their instructions and management.

ExamAlert

Wireless networks often use an older method of allowing multiple
devices to access the infrastructure “at the same time.” They use carrier
sense multiple access with collision avoidance (CSMA/CA). With
CSMA/CA, carrier sensing is used, but nodes attempt to avoid collisions
by transmitting only when the channel is sensed to be “idle.” Contrast
this to what happened in older hub-based local-area networks (LANSs)
with Ethernet cables. They used carrier sense multiple access with
collision detection (CSMA/CD). This is a media access control method
that uses a carrier sensing scheme in which a transmitting data station
listens for other signals while transmitting a frame. If it detects that two
devices are sending at the same time, the device stops transmitting that
frame, transmits a jam signal, and then waits for a random time interval
before trying to resend the frame.

» Wireless controllers: In larger more complex environments than the
home, there might be many access points to fulfill the needs of the
organization. A wireless controller is ideal in this situation to manage the
many APs (access points) that exist. These devices often act as the brains



of the operation and control aspects like security and frequency usage and
antennae strength. As you might guess, Cisco is in the business of wireless
controllers as well. Figure 1.3 shows the Cisco 8540 wireless controller.

FIGURE 1.3 The Cisco 8540 Wireless Controller

ExamAlert

Wireless LAN controllers from Cisco are capable of many advanced
features including:

p Configuration of wireless policy, management, or security settings at
any time through centralized provisioning and management p- Faster
response to business needs by centrally managing wireless networks p-
Standardized access point configuration for software versioning p-
Wireless intrusion prevention system (wIPS) capabilities p Network-
wide quality of service (QoS) for voice and video across wired and
wireless networks p Network-wide centralized security policies across
wired and wireless networks p Mobility, security, and management for
IPv6 and dual-stack clients A clever method of testing you on these
devices is to describe what the device does and then have you select
that device from a multiple choice question. Keep in mind, you study
routers and switches in preparation for the CCNA exam as well, so
expect those devices to be in the list of options.

CramQuiz

1. Ethernet LANs, when operating in half-duplex, rely on what technology in
order to deal with collisions?

o A. CSMA/CA
o B. CSMA/CD
0 C. CSMA/CC
o D. CSMA/CQ



2. What security device tends to be implemented in many different forms,
including hardware and software?

0 A. WLC

O B. Firewall

O C. Access point
O D. Router

CramQuiz Answers
1. B is correct. Half-duplex Ethernet LANs use carrier sense multiple access
collision detection in order to guard against collisions.

2. B is correct. Firewalls protect some part of your system or network from
another part of the system or network. They come in many different
varieties. Some firewalls are hardware-based, whereas others are software-
based.

Topic: Describe the effects of cloud resources on enterprise
network architecture

CramSaver
1. Name at least three characteristics of cloud computing IT services.

2. What cloud service is often used for enterprises to develop software
applications?

3. What is a cloud computing organization called that connects to
multiple cloud providers and multiple customers and creates a private
network as a service?

Answers
1 L]

They can be requested on demand.
They can dynamically scale.

They use a pool of resources.



They offer a variety of network access options.
They can be measured and billed back to the user.
2.
PaaS
3.
Intercloud Exchange

Cloud services are the rage today! From companies relying on DropBox for
Business and Gmail, to enterprises building their own cloud services, it seems
that everyone wants to adopt some aspect of their IT as a cloud service. What
does it mean for IT services to really be considered cloud technology? Here is an
important list of criteria: p- These services can be requested on-demand from
clients.

p The services offer dynamic scaling (this is often referred to as elasticity).
p These services rely on resource pooling in the data center.
p The services provide a wide variety of network access options.

p The use of these services can be easily measured; clients can be billed for
usage per agreements with the cloud provider.

Some larger enterprises today develop their own cloud services in their own
privately controlled data centers. This has the obvious name of private cloud. In
contrast, a public cloud service is one that is external to the organization. Public
cloud providers (such as Google with Gmail), offer cloud services to many
private enterprises all over the globe.

Today, an increasing number of enterprises are using a hybrid cloud approach.
This has the organization relying on private clouds for some resources and
public clouds for other IT services.

Cloud technologies have given rise to the virtual service model. This presents
itself today with the as a service terminology. Here are some important
examples of as a service virtual services you should commit to memory: p
Infrastructure as a service (IaaS): with laaS, the cloud provider makes
available to the client the hardware, software, servers, storage and other
infrastructure components; IaaS providers can also host clients’ applications and
handle such tasks as system maintenance, backup, and resiliency planning;
Amazon Web Services (AWS) is one of the initial pioneers in this cloud space.

p Software as a service (SaaS): With SaaS, the cloud provider makes



powerful software available to clients; Gmail is a prime example of SaaS,
through which Google provides rich email services to worldwide clients.

p- Platform as a service (PaaP): With Paa$, the cloud provider makes
virtual machines (VMs) available to the clients so that they may develop
software applications in a test environment; it is typical for the PaaS
provider to also make software development tools available as part of the
platform.

p X as a service (XaaS): These days it seems like anything or everything is
being offered “as a service,” and that is exactly what XaaS (or EaaS) refers
to; any aspect of IT that is delivered through the cloud model can fall in
the XaaS category.

Just as there are many virtual service offerings, there are many ways clients can
connect. Remember, an aspect of cloud technologies is to ensure many different
network access options.

For public cloud services, most immediately think of the Internet as the
connection path. This certainly provides for ease of use, convenience, and
lowered costs. Unfortunately, it does come with disadvantages such as security
concerns as well as quality-of-service issues. Virtual private network (VPN)
technologies can address most security concerns, and this represents another
pathing option.

Some organization might so heavily rely on cloud services that they purchase
private WAN connections to these services. This permits much greater security
and control, but, of course, it tends to come with higher costs. Intercloud
exchanges have appeared to make these private WAN connections more
affordable and flexible. These companies connect to multiple public cloud
providers and make it simple for clients to switch between them while accessing
the intercloud exchange through the original private WAN connection.

Virtual network services are becoming more and more common to make cloud-
based datacenters a reality. Just as the virtual machine (VM) revolutionized the
computer industry, so has virtual networking changed traditional networking.
More and more functions of the network are moving to virtual implementations,
including: p Firewalls

p Routers
p Switches
p DNS services
Virtualization of the network services leads to more flexibility and more cloud-



like scaling possibilities for the data center. Of course, this also leads to more
programmability, as is discussed in Chapter 24, “Infrastructure Management:
Network Programmability.”

CramQuiz

1. Which is not a common characteristic of cloud services?
O A. On-demand
O B. Dynamic scaling
O C. Auto-administration
O D. Resource pooling

2. Gmalil is an example of what type of as a service model?
O A. TaaS
O B. SaaS
O C. laaS
O D. PaaS

CramQuiz Answers

1. C is correct. Auto-administration is not one of the five common
characteristics of cloud services.

2. B is correct. Gmail is a prime example of software as a service.

Topic: Compare and contrast collapsed core and three-tier
architectures

CramSaver

1. What are the three tiers of the classic hierarchical Cisco network
design?

2. What layer of the classic hierarchical Cisco network design is typically
eliminated in a collapsed design?

Ancurarec
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1.
Core
Distribution
Access

2.

Distribution

For years, Cisco has suggested that we break up our network into easy to
understand and manage layers or tiers. The classic three-layer model consists of
the following: p- Access layer: This layer provides workgroup/user access to the
network; as a result, this layer is sometimes called the workstation layer.

p Distribution layer: The layer provides policy-based connectivity and
controls the boundary between the access and core layers.

p Core layer: This layer provides fast transport between distribution
switches within the enterprise campus; this is sometimes called the
backbone layer.

ExamAlert

You should be aware of particular functions that most often occur at
different layers. Here are some examples:

The Access layer:
p Layer 2 switching
p Port security

» QoS classification and marking and trust boundaries p Address
Resolution Protocol (ARP) inspection p Virtual access control lists
(VACLs)

p Spanning tree

p Power over Ethernet (PoE) and auxiliary VLANSs for VoIP
The Distribution layer:

p Aggregation of LAN or WAN links

p Policy-based security in the form of access control lists (ACLs) and
filtering p» Routing services between LANs and VLANs and between
routing domains p Redundancy and load balancing



» A boundary for route aggregation and summarization configured on
interfaces toward the core layer p Broadcast domain control

The Core layer:
p Providing high-speed switching
p Providing reliability and fault tolerance

If you are in charge of a small, simple network right now, you might be thinking
to yourself, Really??? You expect me to buy all of this equipment to make all of
that happen in layers? This is where the collapsed core design might come in.

ExamAlert

The collapsed core design takes the functions of the distribution layer
and moves them (or collapses them) into the core layer. So you
dramatically simplify things with a Core and Access layer only. Keep in
mind this also might be done in larger networks as well, especially when
the Core/Distribution equipment is so sophisticated, it has no problem
providing incredibly fast speeds at the same time it accomplishes the
overhead of the Distribution layer functions.

CramQuiz

1. At what layer of the Cisco network model might you expect to find port
security?

O A. Distribution

O B. Internet

0 C. Access

O D. Core

2. At what layer of the Cisco network model is speed most important?

O A. Distribution

O B. Internet

O C. Access

O D. Core

CramQuiz Answers

1. C is correct. The access layer is where we find such mechanisms as port



security, QoS classification, and Power over Ethernet, to name just a few.

2. D is correct. The core layer is where speed is of critical importance. In
fact, speed is so important at this layer, it is why we often move functions
like QoS and security out of the core layer.

Topic: Compare and contrast network topologies

CramSaver

1. What topology is common today in the access layer that features a
switch for network connectivity?

2. What topology might be skipped due to cost concerns?
Answers

1. The star topology
2. The full mesh topology

The exam blueprint calls out three topologies that we should be mindful of:
p Star
p Mesh
» Hybrid
Let us actually elaborate on this list a bit more fully:
p Star
p Full Mesh
p Partial mesh
» Hybrid
I presume the exam blueprint authors were thinking of the hybrid topology as a
partial mesh, but let us stick with our elaboration for clarity.

The star refers to a network design in which one central device connects to
several others. If you locate the central device in the center of your drawing, the
devices that connect look like shining beams of light from this star, thus the
name. Figure 1.4 shows an example of a star topology.
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FIGURE 1.4 An Example of a Star Topology
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ExamAlert

Note that this star topology shows an Ethernet switch from Cisco
Systems connected to workstations. In reality, switched LANs are more
of what we call an extended star topology, but this exam fails to enter
that level of detail.

If your topology connects every single node to every other single node, it is a
full mesh topology. There is a formula for calculating the number of connections
you need in this type of topology. The formula is n(n—1)/2 where n equals the
number of nodes. So if you have 10 nodes, it is 10(10-1)/2. That is 45
connections to fully mesh the 10 nodes! This is why full mesh environments
typically have a high cost and/or an administrative overhead.

The partial mesh seeks to eliminate some of the connections in a full mesh.



Perhaps we have a certain area where a key device connects to all other devices,
but the remainder of these devices are not connected to every other device.
Consider that the star is actually a form of a partial mesh topology. In Wide Area
Networking (WAN) we term this a hub-and-spoke design, but it certainly looks
just like the star topology.

Most networks today are quite complex and as such use a wide variety of
topologies to make themselves up. If you were to have a star connected to a full
mesh, technically you could say your network topology is a hybrid topology.

CramQuiz
1. What topology consists of an n(n—1)/2 number of connections?
O A. Star
O B. Full mesh
O C. Partial mesh
O D. Hybrid

2. In a WAN environment, the hub-and-spoke design is most often termed
what type of topology?

O A. Full mesh

O B. Hybrid

O C. Bus

O D. Partial mesh

CramQuiz Answers

1. B is correct. The full mesh might be skipped due to overhead and costs of
the many connections that might be present. Notice the formula indicates
an increasing number of connections as you add nodes.

2. D is correct. The hub-and-spoke topology is an excellent example of a
partial mesh.

Topic: Select the appropriate cabling type based on
implementation requirements

CramSaver
1. Name a category of Ethernet cabling that supports speeds of 10 GB.



2. What is the speed of 1000BASE-T?

Answers
1. Cat 6 supports 10 GB Ethernet.
2. 1000BASE-T operates at a speed of 1000 Mbps or 1 Gbps.

Ethernet is king today when it comes to cabling.

Ethernet continues to evolve and get faster. Table 1.3 shows you some forms
you should be aware of:

Common Name Speed Standard Cable Type, Max. Length
Ethernet 10 Mbps 10BASE-T Copper, 100 m

Fast Ethernet 100 Mbps 100BASE-T Copper, 100 m

Gigabit Ethernet 1000 Mbps 1000BASE-LX Fiber, 5000 m

Gigabit Ethernet 1000 Mbps 1000BASE-T Copper, 100 m

10 Gig Ethernet 10 Gbps 10GBASE-T Copper, 100 m

40 Gig Ethernet 40 Gbps 40GBASE-LR4 Fiber, 10000 m

TABLE 1.3 Examples of Ethernet Technologies

ExamAlert

For the longest time we had to worry about the way in which the copper
cables inside a physical Ethernet cable were arranged. There was a
straight-through pin out for connecting unlike devices (a router and a
switch, for example). There was a crossover pin out for connecting like
devices (a switch to switch, for example). Although these pin outs still
exist, we care much less, because a modern Cisco switch supports auto-
mdix. This technology allows the switch to work correctly with
whatever cable is connected between the switch and any other device.

The most popular forms of Ethernet use unshielded twisted pair (UTP) in their
operations. There are many categories of this UTP abbreviated as follows:
CAT1, CAT2, CAT3, CAT4, CAT5, CAT5e, CAT6, CAT6a, and CAT 7. Each
of the unshielded twisted pair cable categories is technically advanced compared

to its predecessor. For example, Cat 5e is capable of 1 gigabit per second
Fthernet whereas Cat 6 is canahle nf 10 gigahit ner second Fthernet
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What about serial connections? Of course, we still find them at use in data
centers to make certain types of WAN connections. Unfortunately, things are
more complex when selecting the correct serial cable. Here are just some of the
questions you must answer: p- Is the router being connected to a data terminal
equipment (DTE) or data communications equipment (DCE) device?

p Is a male or female connector required on the cable?
» What signaling standard does the device require?

Although it is not necessary for us to review the dozens of serial cables you
might encounter in the data center, please pay attention to the next ExamAlert,
of course.

ExamAlert

Although there are many types of serial cables that you can implement
in your network, there is one critical command you use in order to check
the type and the health of such a cable. The command is show
controllers. Know this command and its sample output. Here is an

example of its output: Click here to view code image

HD unit 0, idb = ©Ox29A82C, driver structure at Ox2A1DFO buf-
fer size 1524 HD unit 0, V.35 DCE cable, clockrate 64000

CramQuiz

1. What technology eliminates the major concerns about crossover versus
straight-through cables?

O A. STP

O B. RSTP

O C. Auto-mdix
O D. FabricPath

2. What is not an example of a question you might need to ask when
provisioning your device with the correct serial cable?

O A. Is the router being connected to a data terminal equipment (DTE)
or data communications equipment (DCE) device?

O B. Is the port part of the chassis or modular?
O C. Is a male or female connector required on the cable?



O D. What signaling standard does the device require?

CramQuiz Answers

1. C is correct. Auto-mdix permits the switch to adapt to the type of cable
connected to the device.

2. B is correct. Whether the port you are connecting is part of a module or
part of the chassis is not as critical a concern as the other questions listed
here.

Topic: Apply troubleshooting methodologies to resolve problems

CramSaver

1. A technician examines the symptom reports from their junior tech in
the field and decides to start troubleshooting at the network layer. This
is an example of what troubleshooting approach?

2. What troubleshooting methodology allows others to learn from your
troubleshooting experience?

Answers
1. This is an example of the divide-and-conquer approach.

2. Documentation allows others to easily benefit from your
troubleshooting experience.

You will perform plenty of troubleshooting of specific technologies in this exam.
As such, I guide you through these topics in many of the pages that follow. Here,
I present the exam blueprint depiction of a very simple and brief troubleshooting
methodology: p Problem isolation: Determining at what layer of the OSI model
and on what devices and links the problem may exist.

p Documentation: It is critical to document the processes you use and the
information you find; it can not only help you in the current process, but
can become critical for those that troubleshoot after you.

» Resolve: This is, of course, your ultimate goal; you find the root cause of
the problem after your problem isolation process, you document what has
happened, and then you fix the root cause of the problem; fixing the



problem is what is meant by resolving the problem.

p Escalate: Should you not be able to fix the issue, there should be a written
escalation process in your organization; this might involve even
communicating to a third party that your company partners with in order to
fix the issue.

» Verify and monitor: Many times it might take time to carefully verify and
monitor your solution to ensure the issue(s) are truly resolved; this text
provides very important guidance on exact verification and monitoring
procedures for various specific technologies.

ExamAlert

The OSI model is a critical tool when carrying out your troubleshooting.
If a device is without power, you find it very quickly with a bottom-up
troubleshooting approach. This means starting at the physical layer and
moving upward. A top-down approach starts at the application layer and
works its way downward. Should you gather excellent and trustworthy
problem evidence, you might even choose a divide-and-conquer
approach. This permits you to begin at a very specific layer and then
move upward or downward as required.

CramQuiz

1. What happens should you not be able to resolve a problem that one of
your users is having regarding their e-mail?

O A. Further documentation
O B. Verification

O C. Monitoring

O D. Escalation

2. What are two steps of a troubleshooting methodology where Cisco show
commands might prove most valuable? (Choose two.) © A. Escalation

O B. Monitoring
0 C. Resolve

O D. Problem isolation

CramQuiz Answers
1. D is correct. We typically resolve the problem that an end user is having,



or we must escalate the problem to another group or even a third party.
Your enterprise should document the escalation procedure.

2. B and D are correct. Problem isolation, verification, monitoring, and
documenting most often involve show commands.

Review Questions

1. What layers of the OSI model coordinate to the Application layer of the
TCP/IP model? Choose all that apply.

O A. Transport

O B. Application

O C. Presentation

O D. Session

2. What layer of the OSI model exists just above the Network layer?

O A. Session

O B. Presentation

O C. Application

O D. Transport

3. What layer of the OSI model controls the logical connections between two
systems (local and remote), establishing, maintaining, and terminating
these connections as necessary?

O A. Transport

O B. Data Link
O C. Session

O D. Presentation

4. What are the terms for the four PDUs that exist at the bottom of the OSI
model? Name these in order from bottom to top.

O A. Segments, Frames, Packets, Bits © B. Bits, Frames, Packets,
Segments O C. Packets, Frames, Bits, Segments © D. Segments,
Packets, Frames, Bits 5. Name two Transport layer protocols.
(Choose two.)

o A. ICMP
o B. TCP
o C. UDP



O D. FTP
6. What protocol uses windowing in order to implement flow control?
O A. ICMP
o B. TCP
o C.UDP
O D. RIP

7. What is the port number and protocol used by SSH? (Choose two.) © A.
TCP

o B. UDP
0 C. 22
O D. 23

8. What command allows you to see the type of serial cable connected to
your device?

O A. show version
O B. show controllers
O C. show interface
O D. show flash
9. What topology do you find in a modern switched LAN?

O A. Star
O B. Mesh
O C. Hybrid
O D. Full mesh

10. What type of cable is used in order to connect a switch to another switch?
O A. Straight-through
O B. Crossover
O C. Null
O D. Dual band

11. What pathing option for public cloud provides the most security and
control for an organization?

O A. Private WAN

O B. Internet access



o C. Internet access with VPN
0 D. Cisco DirectConnect Cloud

Answers to Review Questions

1. B, C, and D are correct. The Application layer of the TCP/IP model
coordinates to the Application, Presentation, and Session layers for the OSI
model.

2. D is correct. The Transport layer exists just above the Network layer in the
OSI model.

3. C is correct. The Session layer controls the connections between two
systems; it establishes, manages, and terminates the connections between
the local and remote systems.

4. B is correct. From the bottom to the top, the PDUs are Bits, Frame,
Packets, and Segments.

5. B and C are correct. The Transport layer features both TCP and UDP.

6. B is correct. Transmission Control Protocol uses several mechanisms in
order to attempt to guarantee delivery of packets. Windowing is one of
these.

7. A and C are correct. SSH uses TCP and port 22 in its operations.

8. B is correct. The show controllers command allows you to see what type
of serial cable attaches to your interface.

9. A is correct. The modern switched LAN is an excellent example of a star
topology.

10. B is correct. The crossover cable is used to connect like devices, such as
two switches.

11. A is correct. The private WAN option provides the most control and
security, but it often comes with a much higher cost.

Additional Resources

Bring the OSI Model to Life—http://www.ajsnetworking.com/osi-
life

OSI Reference Model—http://www.ajsnetworking.com/ osi-
anyone-guess-layer Common Cloud Characteristics

—http://www.ajsnetworking.com/common-cloud-characteristics
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Chapter 2. Network Fundamentals: IPv4

This chapter covers the following official CCNA 200-125 exam
topics:
p Configure, verify, and troubleshoot IPv4 addressing and subnetting
p Compare and contrast IPv4 address types

p Describe the need for private IPv4 addressing

This chapter ensures you are ready for the above topics from the Network
Fundamentals section of the overall exam blueprint from Cisco Systems.
Remember, this chapter is just a portion of the Network Fundamentals area. The
topics covered in Chapters One and Three also complete the Network
Fundamentals grouping. These chapters deal with networking models and IPv6,
respectively.

Essential Terms and Components
p [Pv4 Addressing
p IPv4 Address Classes
p Subnet Masks
p [Pv4 Subnetting
p [Pv4 Address Configuration p Broadcasts
p- Unicasts
p Multicasts
p Private IPv4 Addressing p- NAT (Network Address Translation)

Topic: Configure, verify, and troubleshoot IPv4 addressing and
subnetting

CramSaver

If you can correctly answer these CramSaver questions, save time by
skimming the ExamAlerts in this chapter and then completing the
CramQuiz at the end of the chapter. If you are in doubt at all—read
EVERYTHING in this chapter!

1. What is 187 converted to binary?



2. What is 10010011 in decimal?
3. What class of address is 239.1.2.3?

4. You are using 5 mask bits in an octet. What is the decimal value in this
octet of the subnet mask?

5. How many hosts can this network support: 10.0.0.0 255.255.255.1287
6. How many subnets can you create if you borrow 6 bits?

7. What is the broadcast address for the subnet 10.15.2.0 255.255.254.0?
8. What is the usable host range for 10.15.0.224 /277?

Answers

. 10111011

. 147

.Class D

. 248

. 126

. 64

. 10.15.3.255

. 10.15.0.225-10.15.0.254

[y
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Remember, an IPv4 address is a 32-bit number that we like to represent in dotted
decimal notation. Consider using a conversion chart for the 8 bits that exist in an
octet to help you with the various subnetting exercises you might encounter in
the exam. Figure 2.1 is the simple chart I build on scratch paper before starting
the exam:



il - 25 24 23 i 2 z

128 64 32 16 8 = 2 1
FIGURE 2.1 A Conversion Chart for IPv4 Addressing and Subnetting
Questions

One task that is simple using this chart is converting a number from decimal to
binary or vice versa. For example, to convert 186 to binary, we first note that
you can successfully subtract 128 from this number, so the first bit is on (1). The
remainder is 58 after this subtraction. Note we cannot subtract 64 from this
number (without having a negative number), so we move to the next number
after setting the 64 value to off (0). We then subtract 32 from 58. This places a 1
in the 32 column and leaves us with 26. We can subtract 16 from 26 so there is a
1 in that column. Continuing with this method, we easily calculate that 186 in
binary is: 10111010

Converting from binary to decimal is even easier. Just examine what bit
positions are on (1) and add those decimal values together. So for example,
11101111 equals: 239

Early on in the development of TCP/IP, the designers created address classes to
attempt to accommodate networks of various sizes. Notice they did this by
setting the initial bit values. Table 2.1 shows these classes.

Address Class High-Order Bit Setting 1st Octet Range in Decimal

A 0 1-127
B 10 128-191
C 110 192-223
D 1110 224-239

TABLE 2.1 The TCP/IP Version 4 Address Classes

ExamAlert

It is an important skill to be able to recognize the class of address using
the decimal value in the first octet. Note that addresses beginning with
127 are reserved for local loopback purposes. Also memorize that class
D addresses are for multicasting. Multicast can be used to send a
message to multiple devices across multiple networks and subnetworks.

Another critical memorization point here is the default subnet masks for these



address classes. Remember, it is the job of the subnet mask to define what
portion of the 32-bit address represents the network portion versus the host
portion. Table 2.2 defines the default masks.

Address Class Default Mask Prefix Notation Mask Bits
A 255.0.0.0 /8

B 255.255.0.0 /16

C 255.255.255.0 /24

TABLE 2.2 Default IPv4 Subnet Masks

Note that subnet masks must use continuous on bits (1). This results in the only
possible values in a subnet mask octet, as shown in Table 2.3.

On Bits Value
255
254
252
248
240
224
192
128

0

TABLE 2.3 The Possible Values in an IPv4 Subnet Mask Octet

N w00 N @

D—l

ExamAlert

Some students will write out this table on scratch paper, as well as other
tables in this chapter before they begin their exam. I do not do so, as |
find I can pretty quickly calculate these facts on an as needed basis
during the exam.

Remember, subnetting is the process of “stealing” or “borrowing” bits from the
host portion of the [Pv4 address in order to create additional subnets. Think of
using the following IP address and subnet mask combination in your network:
10.0.0.0/8 or 10.0.0.0 255.0.0.0



This allows you to only create one giant network. Sure, this network can have

many host systems (specifically, 224 — 2), but they all must exist in the same
network. With broadcast traffic and other potential issues, this would be terrible
for efficient communications. Today, we like to divide networks into small
sections (subnetworks) of about 100 computers or less.

ExamAlert

Notice that the formula for calculating the number of hosts a subnet can
support is to take the number of bits remaining for host addressing (h)
and making this the exponent for the number 2, and then subtracting 2

from this amount. Thus, the formula is 2" — 2. We subtract two in this
formula because we cannot assign a host an IP address with all zeros in
the host bits or all ones in the host bits. These are reserved for the
identification of the network itself (all zeros), and the broadcast address
(all ones) for that subnet.

In the preceding example, we might decide to borrow 4 bits for subnetting. Now
the identifications look like this: 10.0.0.0 255.240.0.0 or 10.0.0.0/12

How many bits are left for host identification? The subnet mask now contains 12
bits, leaving 20 bits available for host identification. Note that our calculation

(220 — 2) requires a calculator. As a result, you would not see this question in
your exam. The answer is an astounding 1,048,574 hosts per subnet.

ExamAlert

But how many subnets can we create? The answer is the formula 2°
where s is the number of subnet bits we are borrowing. So in this case,
we have 24, Examining my scratch paper chart from Figure 2.1, I
quickly see the answer is 16 subnets. Note that as we borrow more and
more host bits, we can create more and more subnets, but each subnet
supports fewer and fewer hosts.

Another important skill we need is establishing the exact subnets we create given
a bit borrowing scenario. The great news is: We once again rely on Figure 2.1
for assistance!

Using the preceding scenario, we have:
10.0.0.0 255.240.0.0 or 10.0.0.0/12



To determine the subnets—we determine our block size. The block size is the
least significant bit (rightmost) decimal value that the mask extends in to. So in
our example here, we extend four bits into the second octet. The decimal value
here from Figure 2.1 is 16. We start at 0 and then each new subnet increments by
16! So we have subnets numbered 0, 16, 32, 48, 64, 80, and so on. Plugging
these values into our IP address, we have: 10.0.0.0/12

10.16.0.0/12
10.32.0.0/12
10.48.0.0/12
10.64.0.0/12
10.80.0.0/12
Etc.

What if we begin with 10.46.0.0/16 and we want to borrow 4 additional bits to
create new subnets? No problem. We have: 10.46.0.0/20

10.46.16.0/20
10.46.32.0/20
10.46.48.0/20
10.46.64.0/20
10.46.80.0/20
Etc.

What if we begin with 192.168.1.0/24 and we need to create 6 subnets?

Borrowing 3 bits does the job with some to spare (22 = 8). So we have subnets
of: 192.168.1.0/27

192.168.1.32/27
192.168.1.64/27
192.168.1.96/27
192.168.1.128/27
192.168.1.160/27

There are two more subnets of course, but we do not care here because we only
needed six.

Note

You can take unused subnets and further subnet them! This is known as
variable length subnet masking.



What about usable addresses for hosts on a subnet? Look at 192.168.1.0/27
above. That is a reserved address—it is the subnet ID itself. Add 1 to this and
you have the first usable host address on this subnet—so it would be
192.168.1.1/27. The last address before we get to the next subnet is
192.168.1.31/27. This is reserved as well. It is for the subnet broadcast.
Remember from our earlier discussion these two reserved addresses are why we
have the —2 in the hosts calculation formula. So the last usable address on the
subnet is 192.168.1.30/27. The last usable address is always the next subnet ID
minus two.

Here is one more example for you. If we have 10.10.0.0/16 and we want at least
15 new subnets, we create the scheme 10.10.0.0/20. Here are the usable host
ranges for the first four subnets: Subnet 10.10.0.0/20—First Usable 10.10.0.1—
Last Usable 10.10.15.254

Subnet 10.10.16.0/20—First Usable 10.10.16.1—Last Usable
10.10.31.254

Subnet 10.10.32.0/20—First Usable 10.10.32.1—Last Usable
10.10.47.254

Subnet 10.10.48.0/20—First Usable 10.10.48.1—Last Usable
10.10.63.254

ExamAlert

Be ready to implement all of the above skills in the exam environment.
Obviously there are a variety of ways in which questions can be asked
of you, and this chapter provides plenty of examples through
CramSavers, CramQuizzes, and Review Questions. Although initially
these questions might seem like a lot of work, you eventually crave
questions like this in the exam because math questions don’t have the
challenging gray areas some multiple-choice questions have.

CramQuiz
1. What is 203 converted to binary?
O A. 11001011
O B. 11101011
o C. 10101100
© D. 11001000



2. What is 01101111 in decimal?
O A. 112
o B. 111
o C. 120
o D. 110
3. What is the default subnet mask for a class B network?
O A. 255.255.255.0
O B. 255.0.0.0
o C. 255.255.0.0
O D. 255.255.255.255

4. If your mask uses three bits in an octet, what is the decimal value?
0 A. 192
O B. 224
0 C. 240
0 D. 252

5. If you have a mask of 255.255.255.240—how many hosts can you
support?

O A. 32
O B. 62
0 C. 14
0 D.6

6. Your network needs to support 30 subnets. How many bits should you
“borrow” in order to create the least waste in address space?

0 A. 4
o B.5
0 C.6
oD.7

7. What is the last usable host on a subnet where host has been given the
address of 172.16.7.1 255.255.254.0?

O A. 172.16.7.255
O B.172.16.6.1



0 C. 172.16.7.128
0 D. 172.16.7.254

CramQuiz Answers

1. A is correct. Using the chart in Figure 2.1, you arrive at these decimal
values 128 + 64 + 8 + 2 + 1 = 203.

2. B is correct. The bits we add here are 64 + 32 +8 +4 +2 + 1 =111.

3. C is correct. 255.255.0.0 or 16 bits is the default mask for a Class B
address.
4. B is correct. Three bits would mean 128 + 64 + 32 = 224,

5. C is correct. With this mask, there are only 4 bits left for host addressing.
Using the chart in Figure 2.1, we learn that 2 raised to the 4th power is 16.
We subtract 2 from this number to arrive at 14 hosts.

6. B is correct. Borrowing 5 bits permits the creation of 32 subnets. You
have the 30 you need, plus 2 additional subnets.

7. D is correct. The usable host range here is 172.16.6.1 through
172.16.7.254.

Topic: Compare and contrast IPv4 address types

CramSaver

1. When you send information from one system to another system in the
network without the intent of the data reaching any other system, this is
what type of traffic?

2. What type of traffic uses the address range with 224-239 in the first
octet?

3. What destination MAC address do you find in an ARP frame when it
is sent from a workstation that needs Layer 3 to Layer 2 address
resolution?

Answers
1. Unicast



2. Multicast
3. The broadcast address

Modern networking systems use three main forms of addressing in order to
communicate in the network:

p Unicast
p Broadcast
p Multicast

Unicast transmission is most likely what you think of first. For example, you are
in a home network with an IP address of 192.168.1.2 and you want to send data
to print to a printer located at 192.168.1.10. You do not intend for any other
system to receive this traffic. This is a classic example of unicast IPv4 traffic.

When you have a system that must send a frame to all members of the network,
this is termed a broadcast. At Layer 2, the destination broadcast address is
FF:FF:FF:FF:FF:FF. At Layer 3, an example of a broadcast IPv4 address is
255.255.255.255. Remember, there is another type of broadcast, however. This
is when a packet is destined for all of the members of a subnet. You and I
calculated the broadcast address for subnets in this chapter. So for example, the
broadcast address for Subnet 10.10.0.0/20 is 10.10.15.255.

Note

Because a directed broadcast to a remote subnet can introduce many
potential security issues, most routers give you the opportunity to enable
or disable directed broadcast capabilities.

What if you want your device to “tune into” traffic in much the same way we
tune into a television station in order to enjoy a broadcast of some show? The
network equivalent of this is multicasting. Remember, the multicast address
range is 224-239 in the first octet. Computers can “subscribe” to or “join” the
multicast group by participating in this address scheme (in addition to their
unicast address). Multicast is a way of sending one message (or set of packets) to
multiple hosts across multiple networks and subnetworks. Some routing
protocols use multicast addressing. When you enable RIP on your router, it starts
listening for traffic destined for its 224.0.0.9 address as this is the address used
to send traffic to all RIPv2 routers.




ExamAlert

Multicast saves bandwidth because a single traffic stream serves
multiple recipients across multiple networks. Contrast this to a traffic
stream that must be replicated for every single unicast receiver that
needs the traffic.

CramQuiz

1. Your system is sending email to the local SMTP server. What type of IPv4
traffic is this most likely given that these two systems have communicated
seconds ago?

O A. Broadcast
O B. Multicast
O C. Unicast
O D. Anycast
2. EIGRP uses 224.0.0.10 in its operation. What type of address is this?
O A. Unicast
O B. Broadcast
O C. Multicast
O D. Anycast

3. What does it mean when you see FF:FF:FF:FF:FF:FF as the destination
address in an Ethernet frame?

O A. It means the frame is a multicast © B. It means the frame is a
unicast © C. It means the frame should be dropped © D. It means
the frame is a broadcast

CramQuiz Answers

1. C is correct. Although an ARP broadcast may initially be needed, because
these systems have already communicated, the traffic can be sent unicast.

2. C is correct. 224.0.0.10 is the all EIGRP routers multicast address.

3. D is correct. The destination address of FF:FF:FF:FF:FF:FF is a reserved
MAC address to indicate a broadcast.

Topic: Describe the need for private IPv4 addressing




CramSaver

1. List the Class A private address space.

2. List the Class B private address space.

3. List the Class C private address space.

Answers
1. 10.0.0.0 to 10.255.255.255

.172.16.0.0 to 172.31.255.255

2
3. 192.168.0.0 to 192.168.255.255

The designers of IPv4 created private address space to help alleviate the
depletion of IPv4 addresses. This address space is not routable on the public
Internet. This address space can be used as needed inside corporations. This
address space would then be translated using Network Address Translation
(NAT) to allow access to and through the public Internet.

ExamAlert

Whenever we use private address space on our Internet facing device,
we must use Network Address Translation (NAT) in order to enable

proper communications with the

public Internet.

The use of private addresses and NAT is why you tend to see the same addresses
ranges used in homes today (typically in the 192.168.1.X range). Table 2.4

shows you the private address space.
Address Class

Range of Private Addresses

A 10.0.0.0 to 10.255.255.255
B 172.16.0.0 to 172.31.255.255
C 192.168.0.0 to 192.168.255.255
TABLE 2.4 The IPv4 Private Address Ranges
ExamAlert

Clearlv a <kill voin mnst nnssess i tno memaorize these ranges Althonoch
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it is normally not important to memorize Request for Comment
numbers, the RFC that defined these ranges is so famous you should
know it. The above ranges are often termed RFC 1918 addresses.

CramQuiz

1. What technology permits many private addresses to communicate on the
public Internet?

O A. SMTP
o B. POP3
o C. SNMP
O D.NAT
2. Which of the following is not a private address?
O A. 10.10.10.1
O B. 12.34.100.1
o C. 172.16.1.10
o D. 192.168.1.10
3. What famous RFC defined the private use only IP address space?
O A. RFC 2020
o B. RFC 2191
o C. RFC 2001
o D. RFC 1918

CramQuiz Answers

1. D is correct. Network Address Translation permits these private addresses
to communicate.

2. B is correct. 12.X.X.X is part of the public IP address space.
3. D is correct. RFC 1918 defined the private address space.

Review Questions
1. What is two raised to the seventh power?
O A. 64
O B. 128



0 C. 32
O D. 16
2. What is the meaning of this IP address—127.0.0.1?
O A. This is a multicast address.
O B. This is a Class A unicast address.
O C. This is a loopback address.
O D. This is an invalid IP address.

3. What is the subnet mask if you began with the default Class A mask and
then “borrowed” four bits for subnetting?

O A. 255.255.128.0
O B. 255.255.240.0

0 C. 255.240.0.0

O D. 255.255.255.240

4. If you need to create six subnets, and want to waste as little IP address
space as possible, how many bits should you “borrow”?

O A.2
0 B.3
0C.4
o D.5
5. Examine the following diagram. What is the most likely reason HostA is

unable to ping HostB?
10.10.47.254 Host B
255.255.240.0

Host A 10.10.15.254
e e, R1 R2

255.255.240.0
10.10.0.1 182.168.1.1 192.168.1.2 10.10.32.0
255.255.240.0 255.255.255.128  255.255.255.128 255.255.240.0

o A. The subnet masks are incorrect for the link between R1 and R2.
© B. HostA has an invalid IP address.
O C. HostB is attempting to use the subnet ID as an IP address.

O D. The R2 interface to R1 is attempting to use a subnet broadcast IP
address.

6. What is the Layer 3 broadcast address?



O A. 127.255.255.255

o B. 0.0.0.0

o C.1.1.11

O D. 255.255.255.255

7. What is the range of Class B private addresses?

O A. 172.16.0.0 to 172.16.255.255

O B. 172.0.0.0 to 172.255.255.255

o C. 172.16.0.0 to 172.31.255.255

O D. 172.32.0.0 to 172.36.255.255

Answers to Review Questions

1. B is correct. Two raised to the seventh power is on our quick reference
sheet shown in Figure 2.1. The value is 128.

2. C is correct. 127.0.0.1 is a loopback address.

3. C is correct. The default Class A subnet mask is 255.0.0.0. Borrowing
four bits from the next octet creates a new mask of 255.240.0.0.

4. B is correct. Borrowing three bits permits the creation of eight subnets.

5. C is correct. The HostB IP address is the subnet identifier for that subnet
and is reserved.
6. D is correct. The Layer 3 broadcast address is simply 255.255.255.255.

7. C is correct. The RFC 1918 range is 172.16.0.0 to 172.31.255.255 for
Class B.

Additional Resources

Reverse Engineering an IPv4 Host Address
—http://www.ajsnetworking.com/reverse-ipv4

Online IP Subnet Calculator—http://www.subnet-calculator.com



http://www.ajsnetworking.com/reverse-ipv4
http://www.subnet-calculator.com

Chapter 3. Network Fundamentals: IPv6

This chapter covers the following official CCNA 200-125 exam
topics:
p Identify the appropriate IPv6 addressing scheme to satisfy
addressing requirements in a LAN/WAN environment

p Configure, verify, and troubleshoot IPv6 addressing

p Configure and verify IPv6 Stateless Address Auto Configuration

p Compare and contrast IPv6 address types

This chapter ensures you are ready for the above topics from the Network
Fundamentals section of the overall exam blueprint from Cisco Systems.
Remember, this is just a portion of the Network Fundamentals area. The topics
covered Chapters One and Two also exist in the Network Fundamentals
grouping. These other chapters deal with networking models and IPv4,
respectively.

Essential Terms and Components
p [Pv6 Addressing
p IPv6 Stateless Address Auto Configuration
p Global unicast
» Unique local
p Link local
p [Pv6 Multicast
p Modified EUI 64
p [Pv6 Autoconfiguration
p [Pv6 Anycast

Topic: Identify the appropriate IPv6 addressing scheme to satisfy
addressing requirements in a LAN/WAN environment

CramSaver

If you can correctly answer these CramSaver questions, save time by
skimming the ExamAlerts in this chapter and then completing the



CramQuiz at the end of each section and the Review Questions at the
end of the chapter. If you are in doubt at all—read EVERYTHING in
this chapter!

1. How many bits are in an IPv6 IP address?

2. Re-write this IPv6 address as short as possible: 2001:0000:0011:0001:
0000:0000:0001:1AB1

3. What is the “standard” host portion for an IPv6 address?

Answers
1. 128 bits
2.2001:0:11:1::1:1AB1
3. 64 bits

IPv6 attacks the address exhaustion issues with IPv4 head on. The 32-bit address
space of IPv4 expands to 128 bits with IPv6. Because this is such an incredibly
long address, hexadecimal is used to represent the address.

The header IPv6 uses in packets is larger than [Pv4’s. Figure 3.1 shows this new
header.



Version Class Flow Label

Payload Length Next Header Hop Limit

Source Address
(16 Bytes)

Destination Address
(16 Bytes)

FIGURE 3.1 The IPv6 Header

The IPv6 address format is eight sets of four hex digits. A colon separates each
set of four digits. For example:

2001:1111:A231:0001:2341:9AB3:1001:19C3
Remember, there are two rules for shortening these IPv6 address:

» Once in the address, you can represent consecutive sections of 0000s with
a double colon (::) p- As many times as you can in the address, you can
eliminate leading 0’s; you can even take a section of all zeroes (0000) and
represent it as simply 0

Here is an example of the application of these rules to make an address more
convenient to read and type:

2001:0000:0011:0001:0000:0000:0001:1AB1

2001:0:11:1::1:1AB1

You present the subnet mask in prefix notation only. For example, an IPv6
address, that uses the first 64 bits to represent the network could be shown as:
2001:0:11:1::1:1AB1 /64

This section of your exam blueprint focuses on the global unicast address space
for IPv6. These function like the public IPv4 addresses that we are accustomed
to. Other types of IPv6 addresses are elaborated upon later in this chapter.

The management of the IPv6 address space is done by the Internet Assigned



Numbers Authority (IANA). IANA assigns blocks of address spaces to regional
registries, who then allocate address space to network service providers. Your
organization requests address space from a service provider. For example, a
company may be assigned the address space similar to 2001:DB8:6783::/48
From that network address space, they can create and use subnets.

Note

With the massive address space, you immediately have more subnet and
host capabilities than you should ever need.

To simplify subnetting in IPv6, companies often use a /64 mask. Remember, this
means a 64-bit network portion and a 64-bit host portion.

ExamAlert

Although the section sounds like it might be a “real world only” bit of
information, please understand that these facts are frequently tested in
the CCNA exam.

CramQuiz
1. What is the size of the source address field in an IPv6 header?
O A. 6 bytes
O B. 8 bytes
O C. 12 bytes
O D. 16 bytes

2. What are the two rules you can use to shorten an IPv6 address? (Choose
two).

O A. You can trim all trailing zeros in all sections.
O B. You can trim all leading zeros in all sections.
O C. You can use :: twice in an address.
O D. You can use :: once in an address.
3. What is the typical network portion of an IPv6 global unicast address?
O A. 32 bits
O B. 48 bits



0 C. 64 bits
o D. 128 bits

CramQuiz Answers

1. D is correct. The source and destination address fields are 16 bytes in
length to accommodate the IPv6 addresses.

2. B and D are correct. You can trim all leading zeroes in all sections. Once
in an address, you can use :: in order to represent a successive section of all
zeroes.

3. C is correct. The network portion is typically 64 bits and the host portion
is 64 bits as well.

Topic: Configure, verify, and troubleshoot IPv6 addressing

CramSaver

1. What is the term for running IPv4 and IPv6 on the same network
interface?

2. What command would you use to configure the IPv6 address of
2001:aaaa:bbbb::1 on an interface with a 64 bit mask?

3. Which method uses the interface hardware address as part of the IPv6
Layer 3 host address?

4. What is the equivalent command for IPv6 for the IPv4 command show
ip interface brief?

Answers

. Dual stack

2. ipv6 address 2001:aaaa:bbbb::1/64
3. Modified EUI-64

4. show ipv6 interface brief

[t

IPv6 address configuration is pleasantly simple. Examine the configuration



shown in Example 3.1. Note how this interface is now dual stack. It runs IPv4
and IPv6 simultaneously. This is a quite common configuration since IPv4 may
be around for the rest of our lifetimes and beyond. Keep in mind of course that
[Pv4 is not required for the configuration of IPv6.

EXAMPLE 3.1 A Sample IPv6 Address Configuration

Click here to view code image

R1(config)#interface fastetherneto/0
Ri(config-if)#ip address 10.10.10.1 255.255.255.0
R1(config-if)#ipv6é address 2001:aaaa:bbbb::1/64
Ri(config-if)#no shutdown

Note

A global configuration command you will often use is ipv6 unicast-
routing. This permits your router to run IPv6-related routing protocols
such as EIGRP for IPv6 or OSPF version 3. This command is not shown
in Example 3.1 because it is not required for the configuration of IPv6
addresses.

What about verification? No problem—Example 3.2 provides two different
approaches:

EXAMPLE 3.2 Two Sample IPv6 Address Verifications

Click here to view code image

Ri#show ipv6 interface brief
FastEthernet0/0 [up/up]
FE80: :C801:6FF:FE65:0
2001:AAAA:BBBB::1
Ri1#show ipv6é interface fa0/0
FastEthernet®/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::C801:6FF:FE65:0
No Virtual link-local address(es):
Global unicast address(es):
2001:AAAA:BBBB::1, subnet is 2001:AAAA:BBBB::/64
Joined group address(es):
FFO2::1
FFO2::1:FF0O:1
FFO2::1:FF65:0



MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
R1#

Many engineers will not want the extra work of manually assigning host
addresses to their systems, however. IPv6 offers an excellent feature termed
modified EUI-64. This process takes the MAC address from the device and uses
it to automatically generate a host portion! Example 3.3 show the configuration
and verification of an IPv6 address using this very groovy approach.

EXAMPLE 3.3 Modified EUI-64 Host Portion Assignment and Verification

Click here to view code image

R1(config)#interface fastEthernet 0/0
R1(config-if)#ipv6é address 2001:AAAA:BBBB::/64 eui-64
Ri(config-if)#no shutdown
R1i(config-if)#end
R1#
%SYS-5-CONFIG_I: Configured from console by console
Ri#show ipv6 interface brief
FastEthernet0/0 [up/up]
FE80: :C801:6FF:FE65:0
2001:AAAA:BBBB:0:C801:6FF:FE65:0
R1#show ipv6é interface fa 0/0
FastEthernet®/0 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::C801:6FF:FE65:0

No Virtual link-local address(es):

Global unicast address(es):
2001:AAAA:BBBB:0:C801:6FF:FE65:0, subnet is 2001:AAAA:BBBB::/64
-[EUI]

Joined group address(es):

FFO2::1
FFO2::1:FF65:0

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds (using 30000)

R1#




CramQuiz

1. What command do you need in order to enable IPv6 routing capabilities
on a Cisco router?

O A. ipv6 unicast-routing
O B. ipv6 routing

O C. ipv6 routing enable
O D. ipv6 unicast-enable

2. What command configures IPv6 on your interface and eliminates your
requirement of manually configuring a host address?

O A. ipv6 address 2001:aaaa:bbbb::/64 auto
O B. ipv6 address 2001:aaaa:bbbb::/64

O C. ipv6 address 2001:aaaa:bbbb::/64 eui-64
O D. ipv6 address 2001:aaaa:bbbb::/64 slaac

3. What two commands could you use to verify your IPv6 interface address?
(Choose two.) © A. show ipv6 interface brief

O B. show interface ipv6 details
O C. show ipv6 interface

O D. show interface ipv6 info

CramQuiz Answers

1. A is correct. The command required to enable IPv6 routing capabilities on
a Cisco router is ipv6 unicast-routing.

2. C is correct. Use the eui-64 keyword with the IPv6 address command in
order to automatically have the device generate its host portion.

3. A and C are correct. The show ipv6 interface brief and show ipv6
interface commands are the equivalents of show ip interface brief and
show ip interface commands.

Topic: Configure and verify IPv6 Stateless Address Auto
Configuration

CramSaver
1. Describe the difference between stateful and stateless address



assignment.

2. What is the command on a Cisco router to assign an IPv6 address
using SLAAC?

Answers

1. Stateful address assignment refers to a device “tracking” the automatic
assignment of addressing information. A typical example is DHCP for
IPv4. Stateless assignment refers to a lack of tracking information.

2. ipv6 address autoconfig

If you think the ability to have the IPv6 network device configure its own host
address (modified EUI) is pretty awesome, what is even more exciting is having
one network device assist another in the assignment of the entire address. This is
stateless address auto configuration (SLAAC). Stateless simply means that a
device is not keeping track of the address information. For example, in IPv4 and
IPv6 you can use a DHCP server in a “stateful” manner. A DHCP device
provides the address information that devices need, and tracks this information
in a database. Obviously, there is a fair amount of overhead involved in this
process for the DHCP server. Fortunately, in IPv6 you can use SLAAC and
stateless DHCP to provide a host with all of the information it might need. This
of course includes things like the IPv6 address, the prefix length, the default
gateway address, and the DNS server(s) address.

With SLAAGC, the IPv6 device learns its prefix information automatically over
the local link from another device (such as the router), then can randomly assign
its own host portion of the address, or use the modified EUI method discussed
earlier in this chapter.

Remember, because SLAAC cannot provide additional information such as DNS
server addresses, we often combine SLAAC with the use of stateless DHCP in
IPv6.

ExamAlert

How does the SLAAC host communicate with its neighbor if it does not
yet possess the IPv6 address information it needs? Remember, this is the
job of the link-local address in IPv6. We review this information in the
next topic.



What does the configuration look like on a Cisco router for having an interface
acquire its IPv6 address using SLAAC? Example 3.4 shows how remarkably
simple it is.

EXAMPLE 3.4 Using SLAAC for Address Assignment on a Cisco Router

Click here to view code image

Ri(config)#interface fa0/0
R1(config-if)#ipv6é address autoconfig

ExamAlert

Remember, Cisco routers that support IPv6 are ready for any of the IPv6
interface addressing methods with no special configuration. However, if
the router needs to run IPv6 routing protocols (such as OSPF or
EIGRP), you must use the ipv6 unicast-routing command, as discussed
earlier in this chapter.

CramQuiz
1. Why might a stateless DHCP server be used in addition to SLAAC?

O A. In order to conserve address space © B. In order to assign the
prefix information needed by the host © C. In order to track
address assignments O D. In order to provide DNS address
information 2. How might a device create its host portion of the
address once acquiring its prefix via SLAAC?

O A. Using stateless DHCP
O B. Using Modified EUI
O C. Using NAT

O D. Using a DNS server

3. How can a SLAAC host communicate with its neighbor that is providing
network prefix information?

O A. The Link Local address
o B. CDP
0 C. NAT



O D. The Anycast address

CramQuiz Answers

1. D is correct. SLAAC provides information such as prefix and prefix
length, but cannot assign additional information such as DNS servers.

2. B is correct. SLAAC works perfectly with Modified EUI. SLAAC
provides the prefix and length, allowing the host to use Modified EUI in
order to assign its own host portion.

3. A is correct. SLAAC is able to function thanks to Link Local addressing
used in IPv6.

Topic: Compare and contrast IPv6 address types

CramSaver
1. What type of IPv6 address is similar to an RFC 1918 address in IPv6?

2. What type of IPv6 address allows a variety of IPv6 services to
function between two devices on the same network?

3. What type of IPv6 address has you configure identical addresses on
different devices?

Answers
1. A Unique Local address
2. A Link Local address

3. An Anycast address

ExamAlert

For success in the exam regarding IPv6, it is critical that you master the
following IPv6 address types. Notice we have reviewed many of these
already, but they are covered again here in order to stay consistent with
the exam blueprint.

Global Unicast—This is the unique IPv6 address that may be used on
the public Internet



Unique Local—This is similar to the concept of private use only
addresses (RFC 1918) in IPv4. These addresses are not routable on the
Internet. In IPv6, these addresses begin with FD. For example,
fde4:8dba:82e1::1/64 is an example of a unique local address.

Link Local—As the name makes clear, these addresses only function
on the local link. IPv6 devices automatically generate them in order to
perform many automated functions between devices. The Link Local
address uses the prefix FE80::/10.

Multicast—Just like in an IPv4 environment, multicast traffic is
beneficial in IPv6. Remember, multicasting means a packet is sent to a
group of devices interested in receiving the information. In IPv6,
multicasting actually replaces completely the [Pv4 approach of
broadcasting. In IPv6, if your device wants to reach all devices, it sends
traffic to the IPv6 multicast address of FF02::1.

Modified EUI 64—This is the approach a device uses to assign itself its
host portion of the IPv6 address.

IPv6 Autoconfiguration—This refers to an IPv6 address achieved
through the stateless address auto configuration (SLAAC) process.

IPv6 Anycast—This feature allows you to configure identical IPv6
addresses on your devices. Now, when clients attempt to reach this
address, IPv6 routers can send the traffic to the nearest anycast device.
The configuration is simple for this addressing feature involving the
keyword anycast following the address.

ExamAlert

A confusing command for many students is the interface command ipv6
enable. This command is not required to enable IPv6 on an interface,
but what it does do is configure a Link Local address and prepare the
interface for processing IPv6 information.

CramQuiz
1. What does a Link Local address begin with?
O A. FD80::/10
O B. FE80::/10



o C. FF80::/10
o D. FC80::/10
2. What address does IPv6 use in order to multicast traffic to all devices?
O A. FF02::1
O B. FF02::2
O C. FF02::5
O D. FF02::6

3. When troubleshooting an IPv6 network, you notice that two devices have
identical IPv6 addresses. If the network is actually configured correctly,
why might this occur?

O A. The devices are using broadcasts for routing protocol traffic © B.
The devices are using Anycast

O C. The devices are using matching Link Local addresses for the
purpose of SLAAC

O D. The devices are using Unique Local addresses

CramQuiz Answers
1. B is correct. The FE80::/10 space is reserved for Link Local addressing.

2. A is correct. This is the all nodes IPv6 multicast address. The other
multicast addresses listed in this question are valid—but for other
purposes. For example, FF02::2 is for all routers.

3. B is correct. If the devices are properly configured and have matching
configured addresses, they must be using Anycast addresses.

ExamAlert

Be sure to commit to memory the prefixes (including mask length) used
for the different IPv6 address types shown below: Here is a list you can
create flash cards from: p- Unique Local: FD0O0::/8

p Link-I.ocal: FE80::/10
p Multicast: FF00::/8

Review Questions
1. How many more bits are used in an IPv6 address compared to an [Pv4



address?
O A. 96
O B. 128
0 C. 48
O D. 64

2. What is the significance of :: in the following IPv6 address—2001:0:11:1::
1:1AB1/64?

O A. It is used to represent a single section of 0000.
O B. It is used to represent one or more continuous sections of 0000.
O C. It is used to represent a single section of 1111.
O D. It is used to represent one or more continuous sections of 1111.

3. What command causes your router interface to configure its own host
portion of the address?

O A. ipv6 address 2001:aaaa:bbbb::1/64 auto
O B. ipv6 address 2001:aaaa:bbbb::1/64 eui-64
O C. ipv6 address 2001:aaaa:bbbb::/64 eui-64
O D. ipv6 address 2001:aaaa:bbbb::/64 auto

4. What command allows you to see the multicast addresses that an interface
has joined in IPv6?

O A. show ipv6 interface brief

O B. show ipv6 interface

O C. show ipv6 interface multicast
O D. show multicast ipv6

5. If you are using DHCP in IPv6 combined with the SLAAC feature, you
are most likely using what version of DHCP?

O A. Stateful
O B. Stateless
O C. Headless
O D. Auto

6. If you use the ipv6 enable command on an interface, what address do you
have on that interface?



O A. Global Unicast

O B. Autoconfiguration
O C. Unique Local

O D. Link Local

Answers to Review Questions
1. A is correct. An IPv4 address is 32 bits, while an IPv6 is 128 bits.

2. B is correct. The :: may be used once in an address in order to represent
one or more continuous sections of 0000.

3. C is correct. The modified EUI method is in the correct syntax in this
example.

4. B is correct. The show ipv6 interface command provides this level of
detail. It shows the multicast and link local addressing joined.

5. B is correct. The stateless DHCP feature often combines with SLAAC.

6. D is correct. The ipv6 enable command ensures a Link Local address
exists.

Additional Resources

IPv6 EUI-64 Calculation on an I0S Router
—http://www.ajsnetworking.com/eui-64

Stateless DHCP with IPv6—http://www.ajsnetworking.com/
stateless-dhcp-ipv6



http://www.ajsnetworking.com/eui-64
http://www.ajsnetworking.com/

Part II: LAN Switching Technologies

This part of the text deals with one of the seven overall sections you must master
for the CCNA exam. There are three chapters total that make up Part 2.

In this section, you begin with a high-level overview of the world of switches.
This section then quickly moves into the details of their configuration and
exciting technologies like EtherChannel and Switch Stacking. Part 2 includes the
following chapters: CHAPTER 4 LAN Switching Technologies: Switching
Concepts

CHAPTER 5 LAN Switching Technologies: VLLANs, Trunks, and STP

CHAPTER 6 LAN Switching Technologies: EtherChannel and Switch
Stacking




Chapter 4. LAN Switching Technologies: Switching
Concepts

This chapter covers the following official CCNA 200-125 exam
topics:

p Describe and verify switching concepts
p Interpret Ethernet frame format

p Troubleshoot interface and cable issues (collisions, errors, duplex,

speed)

This chapter ensures you are ready for the above topics from the LAN Switching
Technologies section of the overall exam blueprint from Cisco Systems.
Remember, this chapter is just a portion of the LAN Switching Technologies
area. Chapters Five and Six also exist in this grouping. These other chapters deal
with VLANSs and trunking configurations as well as technologies like
EtherChannel and Switch Stacking.

Essential Terms and Components
p Ethernet Switching
» MAC Learning
» MAC Aging
p Frame Switching
p Frame Flooding
p MAC Address Table
p Ethernet Frame Format
p Collisions
p Errors
» Speed and Duplex Mismatches

Topic: Describe and verify switching concepts

CramSaver

If you can correctly answer these CramSaver questions, save time by
skimming the ExamAlerts in this chapter and then completing the



CramQufz at the end of each section and the Review Qflestiofls at the
end of the chapter. If you are in doubt at all—read EVERYTHING in
this chapter!

1. What specific field of an Ethernet frame does a switch “learn” from
and then record in a database?

2. What is the process called when a MAC address that is no longer
communicating on the network is removed from the switch database?

3. What happens when a frame enters the switch and the destination
MAC address is known by the switch?

4. What happens when a frame enters the switch and the destination
MAC address is not known by the switch?

5. What command can you use to view the MAC address table on a
Cisco switch?

Answers
1. The switch “learns” and records the source MAC address.

2. This process of removing stale MAC addresses is termed aging.

3. When the destination MAC address is known by the switch, the switch
can intelligently forward the information out the correct port, filtering
the traffic from all other ports.

4. Frame flooding occurs when the destination MAC address is
unknown; this is the process where the frame is sent out all ports (for
the same VLAN) except the port on which the frame entered.

5. The command show mac address-table allows you to view the MAC
address table.

Figure 4.1 and the list that follows provide the context for the discussion of
several fundamental Ethernet switching concepts that you must review.
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FIGURE 4.1 A Simple Switch Layout

» MAC learning and MAC aging: What is one of the responsibilities of the
switch? It is to learn MAC addresses. The switch transparently observes
incoming frames. It records the source MAC address of these frames in its
MAC address table. It also records the specific port for the source MAC
address. Based on this information, it can make intelligent frame
forwarding (switching) decisions. Notice that a network machine could be
turned off or moved at any point. As a result, the switch must also age
MAC addresses and remove them from the table after they have not been
seen for some duration.

p In Figure 4.1, it will not take long before all four systems send some
traffic. Keep in mind that many protocols broadcast information
periodically. When these frames enter the switch, it records the source
MAC address and port information in its MAC address table.

ExamAlert

You can manipulate the aging of MAC addresses on your Cisco switch.
Depending on the model of switch, the range of time you can set is from
0 to 1,000,000 seconds. The default is 300 seconds. You can even
disable MAC address aging on some switches.

p Frame switching: Along with building a MAC address table (learning
MAC address to port mappings), the switch also forwards (switches)
frames intelligently from port to port. Think about this as the opposite of
how a Layer 1 hub works. The device hub takes in a frame and always
forwards this frame out all other ports. In a hub based network, every port
is part of the same collision domain. The switch is too smart for that. If its



MAC address table is fully populated for all ports, then it “filters” the
frame from being forwarded out ports unnecessarily. It forwards the frame
to the correct port based on the destination MAC address. Using Figure 4.1
as an example, if D1 sends a unicast frame destined for D4, the switch
examines the MAC address table, finds the destination MAC address in
this table, and forwards the frame out only the port connecting to D4.

ExamAlert

Remember, the switch learns based on source MAC information, but
then switches frames from port to port based on the destination MAC
information. Switches typically use one of three overall approaches to
forwarding frames: p- Store-and-forward: This means that the LAN
switch copies each complete frame into the switch memory buffers and
computes a cyclic redundancy check (CRC) for errors before forwarding
the frame.

p Cut-through: As soon as the LAN switch copies into its memory just
the destination MAC address, which is located in the first six bytes of
the frame following the preamble, the switch looks up the destination
MAC address in its switching table, determines the outgoing interface
port, and forwards the frame on to its destination through the
designated switch port.

» Fragment-free: Works like cut-through switching with the exception
that a switch in fragment-free mode stores the first 64 bytes of the
frame before forwarding. Fragment-free switching can be viewed as a
compromise between store-and-forward switching and cut-through
switching. Note that many errors can be detected in the first 64 bytes of
the frame.

Port LEDs on a switch indicate the health status of ports. Blinking green
indicates the port is sending and receiving data. Alternating green-amber
indicates errors on the link. Amber can indicate a port is blocked by
spanning-tree protocol (STP).

p Frame flooding: What happens when a frame has a destination address that
is not in the MAC address table? The frame is flooded out all ports (other
than the port on which the frame was received). This also happens when
the destination MAC address in the frame is the broadcast address.

p MAC address table: Obviously the MAC address table is a critical



component in the modern switch. It really is the brains of the operation. It
contains the MAC address to port mappings so the switch can work its
network magic. Example 4.1 shows how easy it is to examine the MAC
address table of a Cisco switch.

EXAMPLE 4.1 Examining a Real MAC Address Table

Click here to view code image

Switch#show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
1 €213.5864.ab8f DYNAMIC Gie/0
1 fal6.3ee3.7d71 DYNAMIC Gil/0
ExamAlert

Note that the switch dynamically learns MAC address entries by default.
You can also program the switch with static MAC address entries.

CramQuiz

1. What is the default aging time for MAC address entries on a typical Cisco
switch?

O A. 60 seconds
O B. 120 seconds
O C. 300 seconds
O D. 1200 seconds

2. If a MAC address of fal6.3ee3.7d71 exists in the MAC address table of a
switch and is associated with the port gi0/1, which statement is true?

O A. Traffic with a source MAC address of fal6.3ee3.7d71 entering
the switch is forwarded out port gi0/1.

O B. Traffic with a source MAC address of fal6.3ee3.7d71 entering
the switch resets the aging timer.

O C. Traffic with a destination MAC address of fa16.3ee3.7d72
entering the switch is forwarded out port gi0/1.



o D. Traffic with a destination MAC address of fal6.3ee3.7d71
entering the switch is flooded.

3. What happens to a frame with a destination MAC address of ffff.ffff.ffff?
O A. The frame is dropped.
O B. The frame is forwarded out the gi0/0 port only.
O C. The frame is buffered.

O D. The frame is flooded out all ports except for the port the frame
entered the switch on.

4. Which statement about a transparent Ethernet switch is true?
O A. The switch must use dynamic learning only.

O B. The switch records the destination MAC address from received
frames.

O C. The switch drops broadcast frames by default.
O D. The switch aging process can be disabled.

CramQuiz Answers

1. C is correct. The default aging time on most Cisco switches is 300
seconds.

2. B is correct. The aging timer is reset when traffic enters the switch with a
known source MAC address.

3. D is correct. Notice the MAC address shown is the broadcast MAC
address. This triggers switch flooding behavior.

4. D is correct. The switch aging process can be disabled. This is done by
setting the aging time to 0.

Topic: Interpret Ethernet frame format

CramSaver

1. What is the first field of a common Ethernet frame format today?
2. What is the last field of a common Ethernet frame format today?

3. What is the job of the SFD in an Ethernet frame?



Answers

1. The Preamble.
2. The Frame Check Sequence (FCS).

3. The SFD is the Start Frame Delimiter. This is one byte in length. It
also has a simple job. It marks the end of the Preamble and indicates
the beginning of the Ethernet frame.

Figure 4.2 shows the most common Ethernet frame format.

Preamble | SFD | Dest. MAC | Source MAC | Type | Data and Pad | FCS

FIGURE 4.2 The Ethernet Frame Format

Here is information you should know regarding this format:

p The fields before the Data and Pad are collectively termed the header.
p The field after the Data and Pad is known as the trailer.

p The Preamble is seven bytes in length. It is simply a pattern of alternating
1 and 0 bits, allowing devices on the network to easily synchronize their
receiver clocks.

p The SFD is the Start Frame Delimiter. This is one byte in length. It also
has a simple job. It marks the end of the Preamble and indicates the
beginning of the Ethernet frame.

p The Destination MAC address field is six bytes in length to store the
appropriate destination MAC address for the frame.

p The Source MAC address field is also six bytes in length. It stores the
appropriate source MAC.

p The Type field is two bytes in length and identifies the protocol in the
frame. For example, this field might indicate IPv4 or IPv6 in a network
today.

p The Data and Pad section ranges from 46 to 1500 bytes. The padding
might exist so that the section can meet the minimum length requirement
for this field of 46 bytes. Of course the data portion represents the actual
data being sent from a higher layer of the OSI model. Some Cisco switches
have the capability to support larger than default frames. These frame sizes
include baby giants (up to 1600 bytes), and jumbo frames (up to 9216



bytes), depending on the switch model.

p The FCS field is the Frame Check Sequence. It is four bytes in length.
The purpose of this field is to determine whether the frame experienced
transmission errors in its journey through the network.

CramQuiz

1. What field of the Ethernet frame ensures the frame was not damaged in
transit?

O A. SFD
O B. Type
o C.FCS
O D. Preamble

2. What field of the Ethernet frame indicates whether IPv4 or IPv6 is the
protocol?

O A. SFD
O B. Type
o C.FCS
O D. Preamble

3. What is the default MTU of the Data and Pad section of the Ethernet
frame?

o A. 1200
O B. 900

o C. 1500
o D. 1600

CramQuiz Answers

1. C is correct. The Frame Check Sequence field determines whether there
was an error in the transmission of the frame.

2. B is correct. The Type field indicates the protocol being carried.

3. C is correct. The MTU for Ethernet is 1500 bytes in size. See the next
section for much more information on this question.

Topic: Troubleshoot interface and cable issues (collisions, errors,



duplex, speed)

CramSaver

1. What command allows you to quickly see the various errors that might
have occurred on Gi0/1 on a Cisco switch?

2. What is the typical size of a Giant frame in a Gigabit Ethernet data
center?

3. What is the typical size of a Baby Giant frame in a modern network?
4. Runts are frames that are beneath what size?
5. Name the two types of duplex options?

Answers
1. show interface gi0/1
2. Approximately 9216 bytes
3. 1600 bytes

. 64 bytes

. Full duplex and half duplex

(S2 BENF N

There are many things that can go wrong when you are dealing with a
technology as complex as local area networking! Here are many issues you
should be aware of. Note that many of these were not explicitly listed in the
Cisco exam blueprint, but are very likely to be tested.

p The show interface command on a switch displays a ton of potential errors
and problems that might happen due to interface and cable issues. Notice
these is the last section of the output shown in Example 4.2.

EXAMPLE 4.2 The show interface Output on a Cisco Switch

Click here to view code image




Switch#show interface gi6/1
GigabitEthernet®/1 is up, line protocol is up (connected)
Hardware is iGbE, address is fal6.3eb4.b62b (bia fal6.3eb4.b62b)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Unknown, Unknown, link type is auto, media type is unknown media
type
output flow-control is unsupported, input flow-control is
unsupported
Auto-duplex, Auto-speed, link type is auto, media type is unknown
input flow-control is off, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
32562
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
6783 packets input, 0 bytes, © no buffer
Received 14 broadcasts (0 multicasts)
0 runts, 0 giants, 0 throttles
@ input errors, O CRC, ©@ frame, O overrun, O ignored
0 watchdog, © multicast, O pause input
108456 packets output, 7107939 bytes, 0 underruns
output errors, 0 collisions, 2 interface resets
® unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 pause output
0]
h

(o]

output buffer failures, 0 output buffers swapped out
#

p Collisions should not occur in your properly designed switched network.
Today, we have the ability to design full-duplex networks using switches
that intelligently filter frames from being sent out all interfaces. This leads
to what is termed microsegmentation. This is the construction of your
network so that all hosts exist as the only device in a collision domain.
Each port on a switch is a separate collision domain.

p Errors might occur in your network for a wide a variety of reasons. For
example, there could be electrical interference somewhere or a bad
Network Interface Card that is not able to frame things correctly for the
network. Remember, the Frame Check Sequence often is the source for
catching these errors. Each time a router forwards a packet on an Ethernet



network, it replaces and rewrites the Layer 2 Ethernet header information,
along with a new FCS.

p Duplex used to be a big concern in Ethernet LANs. Because you might be
using half-duplex due to having hubs in your network, you needed to
ensure that duplex mismatches did not occur between full-duplex
(switched) areas and half-duplex areas. Today, autonegotiation to full-
duplex between devices is common. For the exam, just understand that if
an older device is hard coded to half-duplex and you code the LAN device
connected to full duplex, a duplex mismatch can still result. These can be
difficult to track down because some packets typically make it through the
connection fine, whereas others are dropped. In networks that operate in
half duplex, the technology of Carrier Sense Multiple Access with
Collision Detection (CSMA/CD) is used to allow devices to operate on a
half-duplex network.

p Speed is another area where conflict can occur, but this is also becoming a
less common problem as technologies advance. For example, 1 Gigabit per
second interfaces are quite common now and operate with each other
seamlessly at 1 Gbps. The issue again becomes older equipment that might
default to a slower speed causing a speed mismatch.

» Runts are Ethernet frames that are less than 64 bytes and may be caused by
excessive collisions. Of course, these frames have become more rare as
networks have become nearly collision free.

p Jumbo Frames (Giants): Today many technologies are enhancing networks
by adding information to Ethernet frames. This results in Jumbo Frames
(Giants). This often indicates frames of 9216 bytes for Gigabit Ethernet,
but technically can refer to anything over the standard IP MTU (Maximum
Transmission Unit) of 1500 bytes.

p Baby Giant Frames: What if your Ethernet frame is just a little larger than
the standard MTU of 1500 bytes? Specifically, what if your frame is 1600
bytes in size? You have what networkers term a Baby Giant.

ExamAlert

Although the indicators in the preceding list are by far the most likely to
appear in your exam, here is a list of a few other conditions often
included in show interface outputs: p- Output Hang: The number of
hours, minutes, and seconds since the interface was last reset because of
a transmission that took too long.



» Input Drops: The number of frames dropped on the input interface.
Typically, this is a result of congestion on the interface.

p Output Drops: The number of frames dropped on the output interface.

p No Buffer: The number of input packets dropped because of no
available buffers.

p Broadcasts: The number of broadcasts received on the interface.

p Throttles: The number of times the local interface requested another
local interface within the switch to slow down.

p Input Errors: The total of no buffer, runts, giants, CRCs, frame,
overrun, ignored, and aborts errors.

» CRC: The Cyclic Redundancy Check failed on an input packet. This is
made possible to detect thanks to the Frame Check Sequence on frame
formats.

p Frame: The number of frames received that did not end on an eight-bit
byte boundary.

p Overrun: The number of times the receiver hardware was unable to
transfer received data to a hardware buffer because the input rate
exceeded the receiver’s ability to process the data.

p Ignored: The frames dropped because the interface hardware buffers
ran low on internal buffers.

p Abort: An illegal sequence of 1 bits was detected in a frame received.

p Dribble Condition Detected: A dribble bit error indicates that a frame
is slightly too long. The frame is still accepted in this case.

» Underruns: The number of times the sender has been running faster
than the switch can handle.

p Interface Resets: The number of times the interface had a reset. This is
normally the result of missed keepalives from a neighboring device.

p Alignment errors: Misaligned reads and writes.

p Babbles: The number of frames transmitted greater than 1518 bytes in
size.

p Late Collision: A collision that occurs after the interface has started
transmitting the frame.

p Deferred: The number of frames that were transmitted successfully
after waiting because the media was busy.



p Lost Carrier: The number of times the carrier was lost during
transmission.

p No Carrier: The number of times the carrier was not present during the
transmission.

p Output Buffer Failures: The number of times a frame was not output
from the output hold queue because of a shortage of shared memory.

p Output Buffers Swapped Out: The number of frames stored in main
memory when the output queue is full.

If counters in the output related to FCS, CRC, alignment, or runts are
incrementing, check for a duplex mismatch on your device. Duplex
mismatch is a situation where the switch is operating at full-duplex and
the connected device is operating at half-duplex, or vice versa. The
result of a duplex mismatch is extremely slow performance, intermittent
connectivity, and loss of connection. Duplex mismatches can be tough
to track down because there are a variety of symptoms possible. Note
that something such as slow performance could also be caused by other
issues.

ExamAlert

Although this section focuses on switches, remember that many of these
same conditions appear in show interface output from routers as well.

CramQuiz

1. Which of the following is not a valid error typically seen in a show
interface output?

O A. Babble
O B. Late Collision
O C. Ignored
O D. Trickle

2. What counter increments if the number of frames transmitted is greater
than 1518 bytes in size?

O A. Babble
o B. Late Collision



O C. Runt
O D. Ignored

3. What process on a Cisco device attempts to dynamically resolve speed and
duplex between two devices?

O A. Negotiation

O B. Autonegotiation
o C. CDP

O D. LLDP

CramQuiz Answers

1. D is correct. There is no Trickle reported in the output as this is not a valid
counter.

2. A is correct. A Babble increments when the number of frames over 1518
bytes increases.

3. B is correct. Autonegotiation attempts to resolve a common duplex and
speed between two Cisco devices.

Review Questions

1. When a frame enters a Cisco switch, what field does the switch “learn”
from?

O A. Preamble

O B. FCS

O C. Source MAC

O D. Destination MAC

2. What is the name of the database that stores address information in a
Cisco switch?

O A. The MAC address table
O B. The routing table

0O C. The interface table

O D. The buffer table

3. What command allows you to view the addresses learned by a Cisco
switch?

0 A. show mac-address-table



O B. show mac address-table
o C. show addresses
o D. show mac addresses

4. Why might padding be used in an Ethernet frame?

O A. To bring the entire length of the frame to 1500 bytes © B. To
bring the length of the data field to 46 bytes © C. To bring the
length of the FCS field to 64 bytes © D. To bring the length of
the SFD field to 1 byte

5. If a switch has 5 workstations attached, how many collision domains are
created?

OA. 1
0 B.0
0 C.5
O D.6

Answers to Review Questions

1. C is correct. The switch examines and learns the source MAC addresses of
incoming frames.

2. A is correct. The database is termed the MAC address table.
3. B is correct. The command is show mac address-table.

4. B is correct. Padding might be used in the Data and Pad field in order to
bring it to the required minimum length of 46 bytes.

5. C is correct. Five workstations connected to a switch are each in their own
collision domain.

Additional Resources

Using Layer 2 Virtual Switches Inside of GNS3
—http://www.ajsnetworking.com/12-gns3

Bridging and Switching Basics—http://bit.ly/2cBGaGu



http://www.ajsnetworking.com/l2-gns3
http://bit.ly/2cBGaGu

Chapter 5. LAN Switching Technologies: VL ANSs,
Trunks, and STP

This chapter covers the following official CCNA 200-125 exam
topics:
p Configure, verify, and troubleshoot VILANs (normal/extended range)

spanning multiple switches
p Configure, verify, and troubleshoot interswitch connectivity

p Configure, verify, and troubleshoot STP protocols

p Configure, verify, and troubleshoot STP-related optional features
p Configure and verify Layer 2 protocols

This chapter ensures you are ready for the above topics from the LAN Switching
Technologies section of the overall exam blueprint from Cisco Systems.
Remember, this chapter is just a portion of the LAN Switching Technologies
area. Chapters Four and Six also exist in this grouping. These other chapters deal
with switching fundamentals, EtherChannel, and Switch Stacking.

Essential Terms and Compo