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IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway Switch Port

R1 Fa0/1 192.168.1.1 | 255.255.255.0 N/A S1 Fa0/5
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A N/A

R3 Fa0/1 192.168.3.1 | 255.255.255.0 N/A S3 Fa0/5
S0/0/1 10.2.21 255.255.255.252 | N/A N/A

PC-A NIC 192.168.1.3 | 255.255.255.0 192.168.1.1 S1 Fa0/6

PC-C NIC 192.168.3.3 | 255.255.255.0 192.168.3.1 S3 Fa0/18
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Objectives

Part 1: Basic Network Device Configuration

e Cable the network as shown in the topology.
e Configure basic IP addressing for routers and PCs.
e Configure routing.

e Verify connectivity between hosts and routers.

Part 2: Configure CCP Access for Routers
e Enable HTTP/HTTPS server.
e Create a user account with privilege level 15.

e Configure SSH and Telnet access for local login.

Part 3: Basic CCP Configuration
e Install CCP.

¢ Manage communities.

e Discover router devices.

Background/Scenario

Cisco Configuration Professional (CCP) is a Windows-based device management tool for Integrated Service
Routers. CCP simplifies router configurations through easy-to-use wizards. The objective of this lab is to
verify that the routers and PC are configured properly for use with CCP.

Note: Ensure that the routers and the switches have been erased and have no startup configurations.

Required Resources

e 3routers (Cisco 1841 with Cisco I0S software, release 12.4(20)T1 or comparable)
e 2 switches (Cisco 2960 or comparable)
e PC-A: Windows XP, Vista, or Windows 7

e PC-C: Windows XP, Vista, or Windows 7 with CCP 2.5, Java version 1.6.0_11 up to 1.6.0_21,
Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later

e Serial and Ethernet cables as shown in the topology

e Rollover cables to configure the routers via the console port

Note: If the PC is running Windows 7, it may be necessary to right-click on the Cisco CP icon or menu item,
and choose Run as administrator.

In order to run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls. Make
sure that all pop-up blockers are turned off in the browser.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 8
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Part 1: Basic Router Configuration

In Part 1 of this lab, set up the network topology and configure basic settings such as interface IP addresses
and routing.

Step 1: Cable the network.

Attach the devices that are shown in the topology diagram, and cable as necessary.

Step 2: Configure basic settings for each router.

a.

b.

Configure host names as shown in the topology.
Configure interface IP addresses as shown in the IP Addressing Table.
Configure a clock rate for routers with a DCE serial cable attached to their serial interface. Router R1

is shown here as an example.

Rl (config)# interface S0/0/0
Rl (config-if) # clock rate 64000

To prevent the router from attempting to translate incorrectly entered commands as though they were
host names, disable DNS lookup. Router R1 is shown here as an example.

Rl (config)# no ip domain-lookup

Step 3: Configure Routing Protocol on R1, R2, and R3.

Static and dynamic routing protocols are used in different chapter labs. Please refer to the chapter
instructions to determine which routing protocol is used in a chapter lab.

Step 4: Configure static default routes on R1, R2, and R3.

a.

Configure a static default route from R1 to R2 and from R3 to R2.

Rl (config)# ip route 0.0.0.0 0.0.0.0 10.1.1.2
R3 (config)# ip route 0.0.0.0 0.0.0.0 10.2.2.2

Configure static routes from R2 to the R1 LAN.
R2 (config)# ip route 192.168.1.0 255.255.255.0 10.1.1.1
Configure static routes from R2 to the R3 LAN.
R2 (config)# ip route 192.168.3.0 255.255.255.0 10.2.2.1

Step 5: Configure the EIGRP routing protocol on R1, R2, and R3.

a.

On R1, use the following commands.

Rl (config) # router eigrp 101

Rl (config-router)# network 192.168.1.0 0.0.0.255
Rl (config-router)# network 10.1.1.0 0.0.0.3

Rl (config-router)# no auto-summary

On R2, use the following commands.

R2 (config)# router eigrp 101
R2 (config-router)# network 10.1.

1.0 0.0.0.3
R2 (config-router)# network 10.2.2.0 0.0.0.3
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R2 (config-router)# no auto-summary

c. On R3, use the following commands.

R3
R3
R3
R3

config)# router eigrp 101

config-router)# network 192.168.3.0 0.0.0.255
config-router)# network 10.2.2.0 0.0.0.3
config-router)# no auto-summary

—~ e~~~

Step 6: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for PC-A and PC-C as shown in the IP
Addressing Table.

Step 7: Verify connectivity between PC and Routers.
a. Ping from R1 to R3.

Were the ping results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
b. Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.

Were the ping results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
Note: If you can ping from PC-A to PC-C you have demonstrated that routing is configured and

functioning correctly. If you cannot ping but the device interfaces are up and IP addresses are correct,
use the show run and show ip route commands to help identify routing protocol related problems.

Part 2: Router Access for CCP

In Part 2 of this lab, you setup a router for use with CCP by enabling HTTP/HTTPS server, creating a
privileged user account, and configuring a SSH and Telnet access.

Step 1: Connect to your router through Telnet or SSH or the console.

Enter the global configuration mode using the command:

Router> enable
Router# configure terminal

Step 2: Enable the router HTTP or HTTPS server.

Use the following Cisco I0S Software commands.

Router (config)# ip http server
Router (config) # ip http secure-server
Router (config) # ip http authentication local

Note: HTTPS is enabled only for cryptography-enabled Cisco IOS Software images.

Step 3: Create a user with privilege level 15.

Router (config) # username admin privilege 15 password ciscol2345
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Step 4: Configure SSH and Telnet for local login.

Router (config) # line vty 0 4

Router (config-line) # login local

Router (config-line) # transport input telnet
Router (config-line) # transport input telnet ssh
Router (config-line) # exit

Part 3: CCP Installation and Initial Setup

Step 1: Install CCP
Note: This section can be skipped if CCP is already installed on your PC.
a. Download CCP 2.5 from Cisco’s website:

http://www.cisco.com/cisco/software/release.html?mdfid=281795035&softwareid=282159854&release=2.5&rellif
ecycle=&relind=AVAILABLE&reltype=all

b. Choose the file cisco-config-pro-k9-pkg-2_5-en.zip.

Note: Be sure to select the correct CCP file and not CCP Express. If there is a more current release of
CCP, you may choose to download it. However, the labs in this course are based on CCP 2.5.

c. Agree to the terms and conditions and download and save the file to the desired location.
d. Open the zip file and run the CCP executable.
e. Follow the on-screen instructions to install CCP 2.5 on your PC.

Note: If Cisco CP is installed on a PC that uses the Microsoft Windows Vista operating system or the
Microsoft Windows 7 operating system, Cisco CP may fail to launch.

Possible solutions:
1. Compatibility settings:

a. Right click on the Cisco CP icon or menu item and select Properties.

b. While in the Properties dialog box, select the Compatibility tab. In this tab, select the
checkbox for Run this program in compatibility mode for. Then in the drop down menu
below, choose Windows XP (Service Pack 3) for example, if it is appropriate for your
system.

c. Click OK.

2. Run as Administrator settings:

a. Right click on the Cisco CCP icon or menu item and select Properties.

b. While in the Properties dialog box, select the Compatibility tab. In this tab, select the
checkbox for Run this program as administrator in Privilege Level section.

c. Click OK.

3. Run as Administrator for each launch:

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 5 of 8
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a. Right click on the Cisco CP icon or menu item and select Run as Administrator.

b. For more information, please refer to the Cisco CP Quick Start Guide or search for “run as
administrator” for your operating system on the internet.

Note: It may be necessary to temporarily disable antivirus programs and O/S firewalls in order to run
CCP.

Step 2: Create / Manage Communities
CCP 2.5 can discover up to 10 devices in a community. If desired, the information for both R1 and R3 can be
included in one community if the PC has network connectivity to the routers. Only R3 is discovered on PC-C
in this section as an example.

a. On PC-C, start CCP: Start > Cisco Configuration Professional.

b. Inthe Select / Manage Community window, input into the appropriate fields the R3 IP address
192.168.3.1, the Username admin, and the Password cisco12345.

c. Click OK to continue.

Select / Manage Community (2 %

n.en
g8
New Community

Enter information for up to 10 devices for the selected community

IP Address/Hostname Username Password Connect Securely
1. 192.168.3.1 admin {***7*7*5**“ | v @
2. []®
3. []®
B L] e
5 L @
6 L@
7 L] @
8. []®
9 L @
10. L @
|__| Discover all devices L OK J | Cancel |

Step 3: Discovery Router Devices

a. Click Discover on the Dashboard to discover and connect to R3. If discovery fails, click the
Discovery Details button to determine the problem so that you can resolve the issue.
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b. Once the router has been discovered by CCP, you are ready to configure your Select Community
Member. In this example, the Select Community Member is 192.168.3.1.

¥ Cisco Configuration Professional EI@
Application  Help
. § | o2 = (‘\ - - . ; .Ill-lll-
iy U fiogites év ¥H | O Cisco Configuration Professional
— Cisco
Select Community Member: Home > Community View .j‘:
«
192.168.3.1 | ¥

E tisco configurat fessional News : i due to connaction failure with www.cisco.com ¥
] ©ammunity Yiew

Community Information

Selected Community; New Community . Select = device from the table below, Use the buttons st the bottorn to cantinue,

| 1 rows retrizuad |
IP address / Hostname Router Hostname Connection Type Discovery Status
192,168,321 LX) Mon secure Discovered
Utilities
#Flazh File Managemant =
/B Configuration Editor K | Manage Devices | | Delete | | piscover | | Discovery Details | Router Status
T eo)n ~orfiouratinn fo DO &4
&
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Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface

Ethernet Interface

Serial Interface

Serial Interface

#1 #2 #1 #2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Chapter 1 Lab A: Researching Network Attacks and Security
Audit Tools

Objectives

Part 1: Researching Network Attacks

e Research network attacks that have occurred.

e Select a network attack and develop a report for presentation to the class.
Part 2: Researching Security Audit Tools

¢ Research network security audit tools.

e Select atool and develop a report for presentation to the class.

Background/Scenario

Network attacks have resulted in the loss of sensitive data and significant network downtime. When a network
or the resources within it are inaccessible, worker productivity can suffer, and business income may be lost.

Attackers have developed many tools over the years to attack and compromise the networks of organizations.
These attacks take many forms, but in most cases, they seek to obtain sensitive information, destroy
resources, or deny legitimate users access to resources.

To understand how to defend a network against attacks, an administrator must first identify network
vulnerabilities. Specialized security audit software developed by equipment and software manufacturers can
be used to help identify potential weaknesses. In addition, the same tools used by attackers can be used to
test the ability of a network to mitigate an attack. After the vulnerabilities are known, steps can be taken to
help mitigate the network attacks.

This lab provides a structured research project that is divided into two parts: Researching Network Attacks
and Researching Security Audit Tools. You can elect to perform Part 1, Part 2, or both. Let your instructor
know what you plan to do so to ensure that a variety of network attacks and vulnerability tools are reported on
by the members of the class.

In Part 1, you research various network attacks that have actually occurred. You select one of these and
describe how the attack was perpetrated and how extensive the network outage or damage was. You also
investigate how the attack could have been mitigated or what mitigation techniques might have been
implemented to prevent future attacks. You prepare a report based on a predefined form included in the lab.

In Part 2, you research network security audit tools and investigate one that can be used to identify host or
network device vulnerabilities. You create a one-page summary of the tool based on a predefined form
included in the lab. You prepare a short (5—10 minute) presentation to present to the class.

You may work in teams of two with one person reporting on the network attack and the other reporting on the

security audit tools. All team members deliver a short overview of their findings. You can use live
demonstrations or PowerPoint to summarize your findings.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 4
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Required Resources

e Computer with Internet access for research.
e Presentation computer with PowerPoint or other presentation software installed.

¢ Video projector and screen for demonstrations and presentations.

Part 1. Researching Network Attacks

In Part 1 of this lab, you research various network attacks that have actually occurred and select one on
which to report. Fill in the form below based on your findings.

Step 1: Research various network attacks.

List some of the attacks you identified in your search.

Step 2: Fill in the following form for the network attack selected.

Name of attack:

Type of attack:

Dates of attacks:

Computers / Organizations affected:

How it works and what it did:

Mitigation options:

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 4
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References and info links:

Presentation support graphics (include PowerPoint filename or web links):

Part 2. Researching Security Audit Tools

In Part 2 of this lab, you research network security audit tools and attacker tools and investigate one that can
be used to identify host or network device vulnerabilities. Fill in the report below based on your findings.

Step 1: Research various security audit and network attack tools.

List some of the tools that you identified in your search.

Step 2: Fill in the following form for the security audit or network attack tool selected.

Name of tool:

Developer:

Type of tool (character-based or GUI):

Used on (network device or computer host):

Cost:

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 4
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Description of key features and capabilities of product or tool:

References and info links:

Step 3: Reflection

a. What is the prevalence of network attacks and what is their impact on the operation of an
organization? What are some key steps organizations can take to help protect their networks and
resources?

b. Have you actually worked for an organization or know of one where the network was compromised? If
so, what was the impact to the organization and what did it do about it?

c. What steps can you take to protect your own PC or laptop computer?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 4 of 4
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Chapter 2 Lab A: Securing the Router for Administrative Access

Topology

Fa0/6 Fa0/18

192.168.1.0/24 192.168.3.0/24

PC-A
=]

Note: ISR G2 devices use GigabitEthernet interfaces instead of FastEthernet Interfaces.
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IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway | Switch Port

R1 Fa0/1 192.168.1.1 | 255.255.255.0 N/A S1 Fa0/5
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A N/A

R3 Fa0/1 192.168.3.1 | 255.255.255.0 N/A S3 Fa0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

PC-A NIC 192.168.1.3 | 255.255.255.0 192.168.1.1 S1 Fa0/6

PC-C NIC 192.168.3.3 | 255.255.255.0 192.168.3.1 S3 Fa0/18

Objectives

Part 1. Basic Network Device Configuration

e Cable the network as shown in the topology.

e Configure basic IP addressing for routers and PCs.

e Configure static routing, including default routes.

o Verify connectivity between hosts and routers.

Part 2: Control Administrative Access for Routers

e Configure and encrypt all passwords.

e Configure a login warning banner.

e Configure enhanced username password security.

e Configure enhanced virtual login security.

e Configure an SSH server on a router.

e Configure an SSH client and verify connectivity.

Part 3: Configure Administrative Roles

e Create multiple role views and grant varying privileges.

e Verify and contrast views.

Part 4: Configure Cisco 10S Resilience and Management Reporting

e Secure the Cisco I0S image and configuration files.

e Configure a router as a synchronized time source for other devices using NTP.

e Configure Syslog support on a router.

e Install a Syslog server on a PC and enable it.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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e Configure trap reporting on a router using SNMP.

¢ Make changes to the router and monitor syslog results on the PC.

Part 5: Configure Automated Security Features
e Lock down a router using AutoSecure and verify the configuration.
e Use the CCP Security Audit tool to identify vulnerabilities and to lock down services.

e Contrast the AutoSecure configuration with CCP.

Background/Scenario

The router is a key component that controls the movement of data into and out of the network and between
devices within the network. It is particularly important to protect network routers because the failure of a
routing device could make sections of the network or the entire network inaccessible. Controlling access to
routers and enabling reporting on routers are critical to network security and should be part of a
comprehensive security policy.

In this lab, you build a multi-router network and configure the routers and hosts. You use various CLI and
CCP tools to secure local and remote access to the routers, analyze potential vulnerabilities, and take steps
to mitigate them. You also enable management reporting to monitor router configuration changes.

The router commands and output in this lab are from Cisco 1841s using Cisco I0S software, release
12.4(20)T (advanced IP image). Other routers and Cisco I0S versions can be used. See the Router Interface
Summary table at the end of the lab to determine which interface identifiers to use based on the equipment in
the lab. Depending on the model of the router, the commands available and output produced may vary from
what is shown in this lab.

Note: Make sure that the routers and the switches have been erased and have no startup configurations.

Required Resources

e 3 routers (Cisco 1841 with Cisco IOS software, release 12.4(20)T1 or comparable)

e 2 switches (Cisco 2960 or comparable)

e PC-A: Windows XP, Vista, or Windows 7 with CCP 2.5, PuTTy SSH Client (no ACS required)

e PC-C: Windows XP, Vista or Windows 7 with PuTTy SSH Client and Kiwi or Tftpd32 Syslog server
e Serial and Ethernet cables as shown in the topology

¢ Rollover cables to configure the routers via the console port

CCP Notes:

o Referto Chp 00 Lab A for instructions on how to install and run CCP. Hardware/software
recommendations for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up
to 1.6.0_21, Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.

e |f the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e Inorderto run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 43
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Part 1: Basic Router Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings such as interface IP
addresses and static routing.

Step 1: Cable the network.

Attach the devices shown in the topology diagram and cable as necessary.

Step 2: Configure basic settings for each router.
a. Configure host names as shown in the topology.
b. Configure interface IP addresses as shown in the IP Addressing Table.

c. Configure a clock rate for routers with a DCE serial cable attached to their serial interface. Router R1
is shown here as an example.

Rl (config)# interface S0/0/0
Rl (config-if) # clock rate 64000

d. To prevent the router from attempting to translate incorrectly entered commands as though they were
host names, disable DNS lookup. Router R1 is shown here as an example.

Rl (config)# no ip domain-lookup

Step 3: Configure static routing on the routers.
a. Configure a static default route from R1 to R2 and from R3 to R2.
b. Configure a static route from R2 to the R1 LAN and from R2 to the R3 LAN.

Step 4: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for PC-A and PC-C as shown in the IP
Addressing Table.

Step 5: Verify connectivity between PC-A and R3.
a. Ping from R1 to R3.

Were the ping results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
b. Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.

Were the ping results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
Note: If you can ping from PC-A to PC-C you have demonstrated that static routing is configured and

functioning correctly. If you cannot ping but the device interfaces are up and IP addresses are correct,
use the show run and show ip route commands to help identify routing protocol related problems.
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Step 6: Save the basic running configuration for each router.

Use the Transfer > Capture text option in HyperTerminal or some other method to capture the running
configs for each router. Save the three files so that they can be used to restore configs later in the lab.

Part 2: Control Administrative Access for Routers
In Part 2 of this lab, you will:
¢ Configure and encrypt passwords.
e Configure a login warning banner.
e Configure enhanced username password security.
e Configure enhanced virtual login security.
e Configure an SSH server on router R1 using the CLI.

o Research terminal emulation client software and configure the SSH client.

Note: Perform all tasks, on both R1 and R3. The procedures and output for R1 are shown here.

Task 1: Configure and Encrypt Passwords on Routers R1 and R3

Step 1: Configure a minimum password length for all router passwords.

Use the security passwords command to set a minimum password length of 10 characters.

Rl (config)# security passwords min-length 10
Step 2: Configure the enable secret password.

Configure the enable secret encrypted password on both routers.

Rl (config) # enable secret ciscol2345

How does configuring an enable secret password help protect a router from being compromised by an
attack?

Step 3: Configure basic console, auxiliary port, and virtual access lines.

Note: Passwords in this task are set to a minimum of 10 characters but are relatively simple for the
benefit of performing the lab. More complex passwords are recommended in a production network.

a. Configure a console password and enable login for routers. For additional security, the exec-
timeout command causes the line to log out after 5 minutes of inactivity. The logging
synchronous command prevents console messages from interrupting command entry.

Note: To avoid repetitive logins during this lab, the exec-timeout command can be setto 0 0,
which prevents it from expiring. However, this is not considered a good security practice.

Rl (config)# line console 0
Rl (config-line) # password ciscocon
Rl (config-line)# exec-timeout 5 0
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Rl (config-line)# login
Rl (config-line)# logging synchronous

When you configured the password for the console line, what message was displayed?

b. Configure a new password of ciscoconpass for the console.

c. Configure a password for the AUX port for router R1.

Rl (config)# line aux 0

Rl (config-line)# password ciscoauxpass
Rl (config-line)# exec-timeout 5 0

Rl (config-line)# login

d. Telnet from R2 to R1.
R2> telnet 10.1.1.1

Were you able to login? Why or why not?

What messages were displayed?

e. Configure the password on the vty lines for router R1.

Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

f. Telnet from R2 to R1 again. Were you able to login this time?

g. Enter privileged EXEC mode and issue the show run command. Can you read the enable secret
password? Why or why not?

Can you read the console, aux, and vty passwords? Why or why not?

h. Repeat the configuration portion of steps 3a through 3g on router R3.

Step 4: Encrypt clear text passwords.

a. Usethe service password-encryption command to encrypt the console, aux, and vty
passwords.

Rl (config) # service password-encryption

b. Issue the show run command. Can you read the console, aux, and vty passwords? Why or why
not?

c. Atwhat level (number) is the enable secret password encrypted?
d. Atwhat level (number) are the other passwords encrypted?

e. Which level of encryption is harder to crack and why?
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Task 2: Configure a Login Warning Banner on Routers R1 and R3

Step 1: Configure a warning message to display prior to login.

a. Configure a warning to unauthorized users with a message-of-the-day (MOTD) banner using the
banner motd command. When a user connects to one of the routers, the MOTD banner appears
before the login prompt. In this example, the dollar sign ($) is used to start and end the message.

Rl (config) # banner motd $Unauthorized access strictly prohibited and
prosecuted to the full extent of the law$
Rl (config) # exit

b. Issue the show run command. What does the $ convert to in the output?

c. Exit privileged EXEC mode using the disable or exit command and press Enter to get started.
Does the MOTD banner look like what you created with the banner motd command?

Note: If the MOTD banner is not as you wanted it, recreate it using the banner motd command.

Task 3: Configure Enhanced Username Password Security on Routers R1 and
R3.

Step 1: Investigate the options for the username command.

In global configuration mode, enter the following command:

Rl (config) # username user0l password ?

What options are available?

Step 2: Create a new user account using the username command.

a. Create the user01 account, specifying the password with no encryption.

Rl (config) # username user0l password 0 userOlpass

b. Use the show run command to display the running configuration and check the password that is
enabled.

Even though unencrypted (0) was specified, you still cannot read the password for the new user account,
because the service password-encryption command is in effect.

Step 3: Create a new user account with a secret password.

a. Create a new user account with MD5 hashing to encrypt the password.

Rl (config) # username user(02 secret user02pass

b. Exit global configuration mode and save your configuration.

c. Display the running configuration. Which hashing method is used for the password?
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Step 4: Test the new account by logging in to the console.

a. Setthe console line to use the locally defined login accounts.

Rl (config)# line console 0
Rl (config-line)# login local
Rl (config-line) # end

R1# exit

b. Exit to the initial router screen which displays: R1 con0 is now available, Press RETURN
to get started.

c. Log in using the user01 account and password previously defined.

What is the difference between logging in at the console now and previously?

d. After logging in, issue the show run command. Were you able to issue the command? Why or why
not?

e. Enter privileged EXEC mode using the enable command. Were you prompted for a password? Why
or why not?

Step 5: Test the new account by logging in from a Telnet session.

a. From PC-A, establish a Telnet session with R1.
PC-A> telnet 192.168.1.1

Were you prompted for a user account? Why or why not?

b. Setthe vty lines to use the locally defined login accounts.

Rl (config)# line vty 0 4
Rl (config-line)# login local

c. From PC-A, telnet to R1 again.
PC-A> telnet 192.168.1.1

Were you prompted for a user account? Why or why not?

d. Login as user01 with a password of userOl1pass.
e. While Telnetted to R1, access privileged EXEC mode with the enable command.

What password did you use?

f. For added security, set the AUX port to use the locally defined login accounts.

Rl (config)# line aux O
Rl (config-line)# login local

g. End the Telnet session with the exit command.
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Task 4: Configure Enhanced Virtual Login Security on Routers R1 and R3

Step 1: Configure the router to protect against login attacks.

Use the 1login block-£for command to help prevent brute-force login attempts from a virtual connection,
such as Telnet, SSH, or HTTP. This can help slow down dictionary attacks and help protect the router from a
possible DoS attack.

a.

From the user EXEC or privileged EXEC prompt, issue the show login command to see the current
router login attack settings.

R1# show login
No login delay has been applied.
No Quiet-Mode access list has been configured.
Router NOT enabled to watch for login Attacks

Use the 1login block-for command to configure a 60 second login shutdown (quiet mode timer) if
two failed login attempts are made within 30 seconds.

Rl (config)# login block-for 60 attempts 2 within 30
Exit global configuration mode and issue the show login command.
R1# show login

Is the router enabled to watch for login attacks? What is the default login delay?

Step 2: Configure the router to log login activity.

a.

Configure the router to generate system logging messages for both successful and failed login
attempts. The following commands log every successful login and log failed login attempts after every
second failed login.

Rl (config)# login on-success log
Rl (config)# login on-failure log every 2
Rl (config) # exit

Issue the show login command. What additional information is displayed?

Step 3: Test the enhanced login security login configuration.

a.

From PC-A, establish a Telnet session with R1.
PC-A> telnet 10.1.1.1

Attempt to log in with the wrong user ID or password two times. What message was displayed on PC-
A after the second failed attempt?

What message was displayed on the router R1 console after the second failed login attempt?

From PC-A, attempt to establish another Telnet session to R1 within 60 seconds. What message was
displayed on PC-A after the attempted Telnet connection?
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What message was displayed on router R1 after the attempted Telnet connection?

d. Issue the show login command within 60 seconds. What additional information is displayed?

Task 5: Configure the SSH Server on Router R1 and R3 Using the CLI

In this task, you use the CLI to configure the router to be managed securely using SSH instead of Telnet.
Secure Shell (SSH) is a network protocol that establishes a secure terminal emulation connection to a router
or other networking device. SSH encrypts all information that passes over the network link and provides
authentication of the remote computer. SSH is rapidly replacing Telnet as the remote login tool of choice for
network professionals.

Note: For a router to support SSH, it must be configured with local authentication, (AAA services, or
username) or password authentication. In this task, you configure an SSH username and local authentication.

Step 1: Configure a domain name.

Enter global configuration mode and set the domain name.

R1# conf t
Rl (config)# ip domain-name ccnasecurity.com

Step 2: Configure a privileged user for login from the SSH client.
a. Use the username command to create the user ID with the highest possible privilege level and a

secret password.

Rl (config)# username admin privilege 15 secret ciscol2345

b. Exit to the initial router login screen, and log in with this username. What was the router prompt after
you entered the password?

Step 3: Configure the incoming vty lines.

Specify a privilege level of 15 so that a user with the highest privilege level (15) will default to privileged
EXEC mode when accessing the vty lines. Other users will default to user EXEC mode. Use the local
user accounts for mandatory login and validation, and accept only SSH connections.

Rl (config)# line vty 0 4

Rl (config-line)# privilege level 15
Rl (config-line)# login local

Rl (config-line)# transport input ssh
Rl (config-line)# exit

Note: The 1login local command should already be configured in a previous step. It is included here
to provide all commands if you were doing this for the first time.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 10 of 43



CCNA Security

Note: If you add the keyword telnet to the transport input command, users can log in using Telnet
as well as SSH, however, the router will be less secure. If only SSH is specified, the connecting host must
have an SSH client installed.

Step 4: Erase existing key pairs on the router.

Rl (config) # crypto key zeroize rsa

Note: If no keys exist, you might receive this message: $ No Signature RSA Keys found in
configuration.

Step 5: Generate the RSA encryption key pair for the router.
The router uses the RSA key pair for authentication and encryption of transmitted SSH data.

Configure the RSA keys with 1024 for the number of modulus bits. The default is 512, and the range is
from 360 to 2048.

R3(config)# crypto key generate rsa general-keys modulus 1024
The name for the keys will be: R3.ccnasecurity.com

o

The key modulus size is 1024 bits
Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

o

R3 (config) #
*Dec 16 21:24:16.175: %SSH-5-ENABLED: SSH 1.99 has been enabled
R3(config) # exit

Note: The details of encryption methods are covered in Chapter 7.

Step 6: Verify the SSH configuration.

a. Usethe show ip ssh command to see the current settings.
R1# show ip ssh
b. Fill in the following information based on the output of the show ip ssh command.

SSH version enabled:
Authentication timeout:
Authentication retries:

Step 7: Configure SSH timeouts and authentication parameters.

The default SSH timeouts and authentication parameters can be altered to be more restrictive using the
following commands.
Rl (config) # ip ssh time-out 90
Rl (config)# ip ssh authentication-retries 2
Step 8: Save the running-config to the startup-config.

R1# copy running-config startup-config
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Task 6: Research Terminal Emulation Client Software and Configure the SSH
Client

Step 1: Research terminal emulation client software.

Conduct a web search for freeware terminal emulation client software, such as TeraTerm or PuTTy. What are
some capabilities of each?

Step 2: Install an SSH client on PC-A and PC-C.
a. If the SSH client is not already installed, download either TeraTerm or PuTTY.
b. Save the application to the desktop.

Note: The procedure described here is for PUTTY and pertains to PC-A.

Step 3: Verify SSH connectivity to R1 from PC-A.
a. Launch PuTTY by double-clicking the putty.exe icon.
b. Input the R1 Fa0/1 IP address 192.168.1.1 in the Host Name or IP address field.

c. Verify that the SSH radio button is selected.
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22 PuTTY Configuration

Cateqony:
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Bell 192.168.1.1 22
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Drefault Settings
= Connection 184110
Data Bere
bt [ Save |
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Serial Cloze window on exit:
i dhwap: (O Mever (%) Only on clean exit
oo [ oo

d. Click Open.
e. Inthe PUTTY Security Alert window, click Yes.

f.  Enter the admin username and password cisc012345 in the PUTTY window.

_|_.f" 19216811 - Pul T
login : drin
adminfdilioz. 1 1.1's pa: ord:

Tnauthorized access st tly prohibited and prosecuted to the full

g. Atthe R1 privileged EXEC prompt, enter the show users command.
R1# show users

What users are connected to router R1 at this time?

h. Close the PUTTY SSH session window.
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i. Tryto open a Telnet session to your router from PC-A. Were you able to open the Telnet session?
Why or why not?

j-  OpenaPuTTY SSH session to the router from PC-A. Enter the userO1 username and password
userOlpass in the PUTTY window to try connecting for user who does not have privilege level of 15.
Were you able to login? What was the prompt?

k. Use the enable command to enter privilege EXEC mode and enter the enable secret password
cisc012345.

I. Disable the generation of system logging messages for successful login attempts.

Rl (config)# no login on-success log
Step 4: Save the configuration.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config

Note: Complete steps 3 and 4 between PC-C and router R3.

Part 3: Configure Administrative Roles
In Part 3 of this lab, you will:

e Create multiple administrative roles or views on routers R1 and R3.
e Grant each view varying privileges.

e Verify and contrast the views.

The role-based CLI access feature allows the network administrator to define views, which are a set of
operational commands and configuration capabilities that provide selective or partial access to Cisco 10S
EXEC and configuration (config) mode commands. Views restrict user access to the Cisco IOS CLI and

configuration information. A view can define which commands are accepted and what configuration
information is visible.

Note: Perform all tasks on both R1 and R3. The procedures and output for R1 are shown here.

Task 1: Enable Root View on R1 and R3

If an administrator wants to configure another view to the system, the system must be in root view. When a
system is in root view, the user has the same access privileges as a user who has level-15 privileges, but the
root view user can also configure a new view and add or remove commands from the view. When you are in a
CLI view, you have access only to the commands that have been added to that view by the root view user.

Step 1: Enable AAA on router R1.

To define views, AAA must be enabled.

R1# config t
Rl (config) # aaa new-model
Rl (config) # exit

Note: AAA is covered in Chapter 3.
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Step 2: Enable the root view.

Use the command enable view to enable the root view. Use the enable secret password cisc012345.
If the router does not have an enable secret password, create one now.

R1# enable view

Password: ciscol2345

*Dec 16 22:41:17.483: %PARSER-6-VIEW SWITCH: successfully set to view
'root'.

Task 2: Create New Views for the Adminl, Admin2, and Tech Roles on R1 and R3

Step 1: Create the adminl view, establish a password, and assign privileges.

a. The adminl user is the top-level user below root that is allowed to access this router. It has the most
authority. The adminl user can use all show, config, and debug commands. Use the following
command to create the adminl view while in the root view.

Rl (config) # parser view adminl

Rl (config-view) #

*Dec 16 22:45:27.587: %PARSER—6—VIEW_CREATED: view 'adminl’
successfully created.

Rl (config-view) #

Note: To delete a view, use the command no parser view viewname.

b. Associate the adminl view with an encrypted password.

Rl (config-view) # secret adminlpass
Rl (config-view) #

c. Review the commands that can be configured in the adminl view. Use the commands ? command to
see available commands. The following is a partial listing of the available commands.

Rl (config-view) # commands ?

RITE-profile Router IP traffic export profile command mode
RMI Node Config Resource Policy Node Config mode

RMI Resource Group Resource Group Config mode

RMI Resource Manager Resource Manager Config mode

RMI Resource Policy Resource Policy Config mode

SASL-profile SASL profile configuration mode
aaa-attr-list AAA attribute list config mode

aaa-user AAA user definition

accept-dialin VPDN group accept dialin configuration mode
accept-dialout VPDN group accept dialout configuration mode
address-family Address Family configuration mode

<output omitted>

d. Add all config, show, and debug commands to the adminl view and then exit from view
configuration mode.

Rl (config-view)# commands exec include all show

Rl (config-view) # commands exec include all config terminal
Rl (config-view) # commands exec include all debug

Rl (config-view) # end

e. Verify the adminl view.

R1# enable view adminl
Password:adminlpass
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*Dec 16 22:56:46.971: %PARSER-6-VIEW SWITCH: successfully set to view
'adminl'

R1# show parser view
R1# Current view is ‘adminl’

f. Examine the commands available in the adminl view.

R1# 2
Exec commands:
configure Enter configuration mode

debug Debugging functions (see also 'undebug')
enable Turn on privileged commands

exit Exit from the EXEC

show Show running system information

g. Examine the show commands available in the adminl view.

R1# show ?

aaa Show AAA values

accounting Accounting data for active sessions

adjacency Adjacent nodes

alignment Show alignment information

appfw Application Firewall information

archive Archive of the running configuration information
arp ARP table

<output omitted>

Step 2: Create the admin2 view, establish a password, and assign privileges.

The admin2 user is a junior administrator in training who is allowed to view all configurations but is
not allowed to configure the routers or use debug commands.

a. Usethe enable view command to enable the root view, and enter the enable secret password
cisc012345.

R1# enable view
Password:ciscol2345

b. Use the following command to create the admin2 view.

Rl (config) # parser view admin2

Rl (config-view) #

*Dec 16 23:02:27.587: %PARSER-6-VIEW CREATED: view 'admin2’
successfully created.

Rl (config-view) #

c. Associate the admin2 view with a password.

Rl (config-view) # secret admin2pass
Rl (config-view) #

d. Add all show commands to the view and then exit from view configuration mode.

Rl (config-view) # commands exec include all show
Rl (config-view) # end

e. Verify the admin2 view.

R1# enable view admin2

Password: admin2pass

*Dec 16 23:05:46.971: %PARSER-6-VIEW SWITCH: successfully set to view
'admin2'
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R1# show parser view
R1# Current view is ‘admin2’

f. Examine the commands available in the admin2 view.

R1# ?

Exec commands:
enable Turn on privileged commands
exit Exit from the EXEC
show Show running system information

What is missing from the list of admin2 commands that is present in the adminl commands?

Step 3: Create the tech view, establish a password, and assign privileges.

a. The tech user typically installs end-user devices and cabling. Tech users are only allowed to use

selected show commands.

b. Use the enable view command to enable the root view, and enter the enable secret password

cisco012345.

R1# enable view
Password:ciscol2345

c. Use the following command to create the tech

Rl (config) # parser view tech
Rl (config-view) #

view.

*Dec 16 23:10:27.587: %PARSER-6-VIEW CREATED: view 'tech’ successfully

created.

d. Associate the tech view with a password.

Rl (config-view) # secret techpas
Rl (config-view) #

swd

e. Add the following show commands to the view and then exit from view configuration mode.

Rl (config-view) # commands exec
Rl (config-view) # commands exec
Rl (config-view) # commands exec
Rl (config-view) # commands exec
Rl (config-view) # end

f.  Verify the tech view.

R1# enable view tech
Password: techpasswd

*Dec 16 23:13:46.971: %PARSER-6-VIEW SWITCH:

'tech'
R1# show parser view
R1# Current view 1is ‘tech’

include
include
include
include

g. Examine the commands available in the tech view.

R1# ?

Exec commands:
enable Turn on privileged commands
exit Exit from the EXEC
show Show running system information

h. Examine the show commands available in the tech view.

show
show
show
show

version

interfaces

ip interface brief
parser view

successfully set to view
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R1# show ?

flash: display information about flash: file system
interfaces Interface status and configuration

ip IP information

parser Show parser commands

version System hardware and software status

i. Issuethe show ip interface brief command. Were you able to do it as the tech user? Why or
why not?

j- Issue the show ip route command. Were you able to do it as the tech user?

k. Return to root view with the enable view command.

R1# enable view
Password: ciscol2345

I. Issue the show run command to see the views you created. For tech view, why are the show and
show ip commands listed as well as show ip interface and show ip interface brief?

Step 4: Save the configuration on routers R1 and R3.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

Part 4: Configure IOS Resilience and Management Reporting
In Part 4 of this lab, you will:

e Secure the Cisco IOS image and configuration files.

e Using NTP, configure a router as a synchronized time source for other devices.
e Configure syslog support on a router.

¢ Install a syslog server on a PC and enable it.

e Configure the logging trap level on a router.

¢ Make changes to the router and monitor syslog results on the PC.

Note: Perform all tasks on both R1 and R3. The procedure and output for R1 is shown here.

Task 1: Secure Cisco I0S Image and Configuration Files on R1 and R3

The Cisco I0S Resilient Configuration feature enables a router to secure the running image and maintain a
working copy of the configuration so that those files can withstand malicious attempts to erase the contents of
persistent storage (NVRAM and flash). The feature secures the smallest working set of files to preserve
persistent storage space. No extra space is required to secure the primary Cisco 10S image file. In this task,
you configure the Cisco IOS Resilient Configuration feature.

Step 1: Display the files in flash memory for R1.
R1# show flash

-# - --length-- ----- date/time------ path
1 37081324 Dec 16 2008 21:57:10 cl84l-advipservicesk9-mz.124-20.T1.bin
2 6389760 Dec 16 2008 22:06:56 sdm.tar
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1505280 Dec 16 2008 22:08:52 common.tar

527849 Dec 16 2008 17:13:40 128MB.sdf
1821 Dec 16 2008 00:11:30 sdmconfig-18xx.cfqg

931840 Dec 16 2008 17:14:42 es.tar

112640 Dec 16 2008 17:15:06 home.tar
1038 Dec 16 2008 17:15:22 home.shtml

1697952 Dec 16 2008 17:17:54 securedesktop-ios-3.1.1.45-k9.pkg

0 415956 Dec 16 2008 17:21:16 sslclient-win-1.1.4.176.pkg

= O 00 J o O W

14815232 bytes available (49197056 bytes used)
Step 2: Secure the Cisco 10S image and archive a copy of the running configuration.

a. The secure boot-image command enables Cisco IOS image resilience, which hides the file from
dir and show commands. The file cannot be viewed, copied, modified, or removed using EXEC
mode commands. (It can be viewed in ROMMON mode.) When turned on for the first time, the
running image is secured.

Rl (config)# secure boot-image
.Dec 17 25:40:13.170: %IOS RESILIENCE-5-IMAGE RESIL ACTIVE: Successfully
secured running image

b. The secure boot-config command takes a snapshot of the router running configuration and
securely archives it in persistent storage (flash).

Rl (config) # secure boot-config
.Dec 17 25:42:18.691: %IOS RESILIENCE-5-CONFIG RESIL ACTIVE:
Successfully secured config archive [flash:.runcfg-20081219-224218.ar]

Step 3: Verify that your image and configuration are secured.

a. You can use only the show secure bootset command to display the archived filename. Display
the status of configuration resilience and the primary bootset flename.

R1# show secure bootset
IOS resilience router id FTX1111WOQF

IOS image resilience version 12.4 activated at 25:40:13 UTC Wed Dec 17
2008
Secure archive flash:cl84l-advipservicesk9-mz.124-20.Tl.bin type is
image (elf)
[]

file size is 37081324 bytes, run size is 37247008 bytes

Runnable image, entry point 0x8000F000, run from ram

I0S configuration resilience version 12.4 activated at 25:42:18 UTC Wed
Dec 17 2008

Secure archive flash:.runcfg-20081219-224218.ar type is config
configuration archive size 1986 bytes

b. What is the name of the archived running config file and on what is the name based?

Step 4: Display the files in flash memory for R1.

a. Display the contents of flash using the show f£lash command.

R1# show flash
-# - --length-- ----- date/time------ path
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6389760
1505280
527849
1821
512000
931840
112640
1038
1697952
415956

P P 00 J0 Urd WN R

= O

14807040 bytes

b. Isthe Cisco IOS image or the archived running config file listed?

Dec 16
Dec 16
Dec 16
Dec 16
Dec 16
Dec 16
Dec 16
Dec 16
Dec 16
Dec 16

available

2008
2008
2008
2008
2008
2008
2008
2008
2008
2008

22:
22:
17:
00:
17:
17:
17:

17

17

06:
08:
13:
:30
: 24
14:
15:
:15:
17:

11
14

17

56
52
40

42
06
22

:54
:21:

16

sdm. tar

common. tar

128MB. sdf

sdmconfig-18xx.cfg

dg sdm.tar

es.tar

home.tar

home.shtml
securedesktop-ios-3.1.1.45-k9.pkg
sslclient-win-1.1.4.176.pkg

(49205248 bytes used)

c. How can you tell that the Cisco I0S image is still there?

Step 5: Disable the IOS Resilient Configuration feature.

a. Disable the Resilient Configuration feature for the Cisco I0OS image.

R1# config t

Rl (config) # no secure boot-image
%IOS_RESILIENCE—5—IMAGE_RESIL_INACTIVE: Disabled

.Dec 17 25:48:2

3.009:

secure image archival

b. Disable the Resilient Configuration feature for the running config file.

Rl (config) # no secure boot-config

.Dec 17 25:48:47.972: %I0S RESILIENCE-5-CONFIG RESIL INACTIVE: Disabled

secure config archival

[removed flash:.runcfg-20081219-224218.ar]

Step 6: Verify that the Cisco IOS image is now visible in flash.

R1# show flash
-# - --length-- ---—-
37081324 Dec 16
6389760 Dec 16
1505280 Dec 16
527849 Dec 16
1821 Dec 16
931840 Dec 16
112640 Dec 16
1038 Dec 16
1697952 Dec 16
0 415956 Dec 16

O o Joy U d WD K

14815232 bytes available

2008
2008
2008
2008
2008
2008
2008
2008
2008
2008

21:57:
22:006:
22:08:
17:13:
00:11:
17:14:
17:15:
17:15:
17:17:
17:21:

Step 7: Save the configuration on both routers.

path
cl84l-advipservicesk9-mz.124-20.T1l.bin
sdm. tar

common. tar

128MB.sdf

sdmconfig-18xx.cfg

es.tar

home.tar

home.shtml
securedesktop-ios-3.1.1.45-k9.pkg
sslclient-win-1.1.4.176.pkg

(49197056 bytes used)

Save the running configuration to the startup configuration from the privileged EXEC prompt.

Task 2: Configure a Synchronized Time Source Using NTP

Router R2 will be the master NTP clock source for routers R1 and R3.
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Note: R2 could also be the master clock source for switches S1 and S3, but it is not necessary to configure
them for this lab.

Step 1: Set Up the NTP Master using Cisco IOS commands.

R2 is the master NTP server in this lab. All other routers and switches learn the time from it, either directly or
indirectly. For this reason, you must ensure that R2 has the correct Coordinated Universal Time set.

Note: If you are using CCP to configure R2 to support NTP, skip this step and go to Step 2.

a. Use the show clock command to display the current time set on the router.

R2# show clock
*01:19:02.331 UTC Mon Dec 15 2008

b. To set the time on the router, use the clock set time command.

R2# clock set 20:12:00 Dec 17 2008

R2#

*Dec 17 20:12:18.000: %SYS-6-CLOCKUPDATE: System clock has been updated
from 01:20:26 UTC Mon Dec 15 2008 to 20:12:00 UTC Wed Dec 17 2008,
configured from console by admin on console.

c. Configure R2 as the NTP master using the ntp master stratum-number command in global
configuration mode. The stratum number indicates the distance from the original source. For this lab,
use a stratum number of 3 on R2. When a device learns the time from an NTP source, its stratum
number becomes one greater than the stratum number of its source.

R2 (config) # ntp master 3
Step 2: Configure R1 and R3 as NTP clients using the CLI.

a. R1 and R3 will become NTP clients of R2. To configure R1, use the global configuration command
ntp server hostname. The host name can also be an IP address. The command ntp update-
calendar periodically updates the calendar with the NTP time.

Rl (config)# ntp server 10.1.1.2
Rl (config) # ntp update-calendar

b. Verify that R1 has made an association with R2 with the show ntp associations command. You
can also use the more verbose version of the command by adding the detail argument. It might
take some time for the NTP association to form.

R1# show ntp associations

address ref clock st when poll reach delay offset disp
~10.1.1.2 127.127.1.1 3 14 64 3 0.000 -280073 3939.7
*sys.peer, # selected, +candidate, -outlyer, x falseticker, ~ configured

c. Issuethe debug ntp all command to see NTP activity on R1 as it synchronizes with R2.

R1# debug ntp all

NTP events debugging is on

NTP core messages debugging is on

NTP clock adjustments debugging is on
NTP reference clocks debugging is on
NTP packets debugging is on

Dec 17 20.12:18.554: NTP message sent to 10.1.1.2, from interface
'Serial0/0/0" (10.1.1.1).

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 21 of 43



CCNA Security

Dec 17 20.12:18.574: NTP
'Serial0/0/0" (10.1.1.1).
Dec 17 20:12:18.574: NTP
Dec 17 20:12:18.574: NTP
next action is 1.
Dec 17 20:12:18.574:
process packet

NTP

Dec 17 20:12:18.578: NTP
(0x04)
status 'sync alarm, sync_
Dec 17 20:12:18.578: NTP
Dec 17 20:12:18.578: NTP
(0x03) status

'leap none, sync ntp, 6

Dec 17 20:12:18.578: NTP

Dec 17 20:12:18.578: NTP
(0x04)
status 'leap none,

Dec 17 20:12:23.554: NTP:
d.

R1# undebug all
e.

R1# show clock

sync_ntp,

message received from 10.1.1.2 on interface

Core (DEBUG) : ntp receive: message received

Core (DEBUG) : ntp receive: peer is 0x645A3120,
Core (DEBUG) : receive: packet given to

Core (INFO) : system event 'event peer/strat chg'
ntp, 5 events, event clock reset' (0xC655)

Core (INFO) : synchronized to 10.1.1.2, stratum 3
Core (INFO) : system event 'event sync chg'
events, event peer/strat chg' (0x664)

Core (NOTICE) : Clock is synchronized.

Core (INFO) : system event 'event peer/strat chg'
7 events, event sync chg' (0x673)
Calendar updated.

Issue the undebug all or the no debug ntp all command to turn off debugging.

Verify the time on R1 after it has made an association with R2.

*20:12:24.859 UTC Wed Dec 17 2008

Step 3: (Optional) Configure R1 and R3 as

You can also use CCP to configure the router

NTP clients using CCP.

to support NTP. If you configured R1 as an NTP client using

Cisco I0S commands in Step 2, you can skip this step. However, read through it to become familiar with the

process. If you configured R1 and R3 as NTP

clients using Cisco I0S commands in Step 2, you can still

perform this step but you need to issue the following commands first on each router.

Rl (config)# no ntp server 10.1.1.2
Rl (config)# no ntp update-calendar

a. From the CLI, enable the http server on R1.
Rl (config)# ip http server
Rl (config)# username admin privilege 15 secret ciscol2345
Rl (config) # ip http authentication local

b.

Start CCP on PC-A. In the Mange Devices window, add the R1 IP address 192.168.1.1 in the first IP

address field. Enter admin in the Username field, and cisco12345 in the Password field. Click the

OK button.
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Enter information for up to 10 devices for the selected community

IP Address/Hostname Usermname Password Connect Securely

192.168.1.1 admin [roasrnsninn | v ™

L®
L@
L®
L@
L®
L@
L®
L@
L@

I:] Discover all devices 0K j l Cancel J

c. Atthe CCP Dashboard, click the Discover button to discover and connect to R1. If discovery fails,
use the Discovery Details button to determine what the problem is. Resolve it.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 23 of 43



CCNA Security

"/’ Cisco Configuration Professional

Application Help |

aw ° ~ I 4
2 Gl i efo ) A : A A el
() tome. || 08 contigure || [ vonior | & () cisco Configuration Professional
% - CISCO
Select Community Member: Home > Dashboard @
«
| 7]
fl tisco Configuration Professi I News : U ilable due to connection failure with www .cisco.com &2
|_] Cornmunity Wiew
Community Information
Selected Cormmunity: New Community . Select a device from the table below, Use the buttons at the bottam to continue,
F[Fiter | 1 rows retrieved |
IP address / Hostname Router Hostname Connection Type Discovery Status
||| 192.168.1.1 Non zecure Mot discoveraed
Utilities E%
& Manage Devices J l Delate J l Discover

d. To configure an NTP server, click the Configure button and choose Router > Time > NTP and
SNTP. Click Add.

"% Cisco Configuration Professional

Application Help |

A - 2 = = R - . R
| ) wome |[ T} confioure || @l voneor | | ¥ ¥ 0 O Cisco Configuration Professional bl

e cisco

Select Community Mamber:

. « tonfigure > Router > Time > NTP and SNTP
-
nal Tasks
» (3 Intarface Management =
NTP Add.. Edit... | Deleta...
¥ B Router Add NTP Server Details
] Router &ptions Serv umber | KeyWalue |
X | Enter the NTP Server address and Source Interface
¥ ETime

[ bate and Time
u NTF and SMTP

b [ Router Access *MTP Source Interface w

> 33 DHCP

[NTP Server P address | [10.1.1.2 I Prefer

» [ DHS [~ Authertication Key

|} static and Dynamic Routing

i L —
> I3 A
| maT Confirm Key Value I:I

[ qos

— *) Optional Field

B WAL Funpass

utilities Ok | Cancel | Help |

/7 Flash File Management

7 Canfiguration Editor
/7 Bave Configuration ta PC
7 wirite to Startup Configuration

s Telnst

Freload Device

%1
e. Inthe NTP Server IP Address field, enter the IP address of the R2 master NTP router (10.1.1.2) and
click OK.
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f. In the Deliver Configuration to Router window, make sure that the Save running config to router’s
startup config check box is checked and click Deliver.

g. Click OK in the Commands Delivery Status window.

h. Open a console connection to the router, and verify the associations and time on R1 after it has made
an association with R2. It might take some time for the NTP association to form.

R1# show ntp associations
address ref clock st when ©poll reach delay offset disp

~10.1.1.2 127.127.1.1 3 14 64 3 0.000 -280073 3939.7
*sys.peer, # selected, +candidate, -outlyer, x falseticker, ~ configured

R1# show clock
*20:12:24.859 UTC Wed Dec 17 2008

Task 3: Configure syslog Support on R1 and PC-A

Step 1: Install the syslog server.

The Kiwi Syslog Daemon is a dedicated syslog server. Another application is Tftpd32, which includes a TFTP
server, TFTP client, and a syslog server and viewer. You can use either with this lab. Both are available as a
free version and run with Microsoft Windows.

If a syslog server is not currently installed on the host, download the latest version of Kiwi from
http://www.kiwisyslog.com or Tftpd32 from http://tftpd32.jounin.net and install it on your desktop. If it is already
installed, go to Step 2.

Note: This lab uses the Kiwi syslog server.

Step 2: Configure R1to log messages to the syslog server using the CLI.

a. Verify that you have connectivity between R1 and the host by pinging the R1 Fa0/1 interface IP
address 192.168.1.1. If it is not successful, troubleshoot as necessary before continuing.

b. NTP was configured in Task 2 to synchronize the time on the network. Displaying the correct time
and date in syslog messages is vital when using syslog to monitor a network. If the correct time and
date of a message is not known, it can be difficult to determine what network event caused the
message.

Verify that the timestamp service for logging is enabled on the router using the show run command.
Use the following command if the timestamp service is not enabled.

Rl (config)# service timestamps log datetime msec
c. Configure the syslog service on the router to send syslog messages to the syslog server.
Rl (config)# logging host 192.168.1.3

Step 3: Configure the logging severity level on R1.

Logging traps can be set to support the logging function. A trap is a threshold that when reached triggers a
log message. The level of logging messages can be adjusted to allow the administrator to determine what
kinds of messages are sent to the syslog server. Routers support different levels of logging. The eight levels
range from O (emergencies), indicating that the system is unstable, to 7 (debugging), which sends messages
that include router information.
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Note: The default level for syslog is 6, informational logging. The default for console and monitor logging is 7,
debugging.

a. Usethe logging trap command to determine the options for the command and the various trap
levels available.

Rl (config)# logging trap ?

severity=6
severity=5
severity=4

informational Informational messages
notifications Normal but significant conditions
warnings Warning conditions

<cr>

<0-7> Logging severity level

alerts Immediate action needed (severity=1)

critical Critical conditions (severity=2)

debugging Debugging messages (severity=7)

emergencies System is unusable (severity=0)

errors Error conditions (severity=3)
( )
( )
( )

b. Define the level of severity for messages sent to the syslog server. To configure the severity levels,
use either the keyword or the severity level number (0-7).

Severity level Keyword Meaning

0 emergencies System unusable

1 alerts Immediate action required

2 critical Critical conditions

3 errors Error conditions

4 warnings Warning conditions

5 notifications Normal but significant condition
6 informational Informational messages

7 debugging Debugging messages

Note: The severity level includes the level specified and anything with a lower severity number. If you
set the level to 4 or use the keyword warnings, you capture messages with severity level 4, 3, 2, 1,
and 0.
c. Usethe logging trap command to set the severity level for R1.
Rl (config) # logging trap warnings

d. What is the problem with setting the level of severity too high or too low?

e. Ifthe command logging trap critical were issued, which severity levels of messages would
be logged?

Step 4: Display the current status of logging for R1.

a. Use the show logging command to see the type and level of logging enabled.

R1# show logging

Syslog logging: enabled (0 messages dropped, 1 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering

disabled)

No Active Message Discriminator.
No Inactive Message Discriminator.
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Console logging: level debugging, 271 messages logged, xml
disabled,

filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: disabled, xml disabled,
filtering disabled

Logging Exception size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.
ESM: 0 messages dropped

Trap logging: level warnings, 0 message lines logged
Logging to 192.168.1.3 (udp port 514, audit disabled,

authentication disabled, encryption disabled, link up),
0 message lines logged,
0 message lines rate-limited,
0 message lines dropped-by-MD,
xml disabled, sequence number disabled
filtering disabled

b. Atwhat level is console logging enabled?

c. Atwhat level is trap logging enabled?

d. What is the IP address of the syslog server?

e. What port is syslog using?

Step 5: (Optional) Use CCP to configure R1 to log messages to the syslog server.

You can also use CCP to configure the router for syslog support. If you previously configured R1 for syslog
and trap levels, you can skip this step. If you used Cisco I0OS commands in Step 4 to configure R1 syslog and
trap levels you can still perform this step but you need to issue the following commands first on the router:

Rl (config)# no logging 192.168.1.3
Rl (config) # no logging trap warnings

a. Open CCP and discovery R1 by entering the R1 IP address 192.168.1.1 in the Address field. Use
admin for the username and cisco12345 for the password.

b. Choose Configure > Router > Logging, and double-click Syslog.

c. Inthe Logging window, click Add and enter the IP address of the syslog server, PC-A (192.168.1.3).
Click OK.

d. From the Logging Level drop-down menu, select the logging level of Warnings (4).

e. Deselect Logging Buffer, and then click OK.
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—— Logging Hostname

[w Enable Logaing Lewel

Loaging Level: warnings (4) ﬂ

IP AddressiHosthame:
192.168.1.3

Add...

i

[ Logging Buffer

| [ |
O

(0]34 | Cancel | Help |

f. Click Yes in the CCP Warning dialog box.

g. Inthe Deliver Configuration to Router window, click Deliver. Click OK in the Commands Delivery
Status window.

h. Click Save on the toolbar. Click Yes in the CCP Write to Startup Config Warning window.

Step 6: Start the Kiwi Syslog Server.

Open the Kiki Syslog Daemon application on your desktop or click the Start button and choose Programs >
Kiwi Enterprises > Kiwi Syslog Daemon.

>t Kiwi Syslog Daemon [Yersion 8.3.48] EIE®E

File Edit Yiew Help
4 Y @ A B ) Display 00 Default) v
Date  Time Prority Hostname Message [
s
100% 0 MPH 15:56 12-19-2008

Step 7: Verify that logging to the syslog server is occurring.

On the syslog server host PC-A, observe messages as they are sent from R1 to the syslog server.
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a. Send atest log message to the kiwi syslog server by choosing File > Send test message to local
host.

b. Generate a logging message by shutting down the Serial0/0/0 interface on R1 or R2 and then re-
enabling it.

Rl (config)# interface S0/0/0
Rl (config-if) # shutdown
Rl (config-if) # no shutdown

The Kiwi syslog screen should look similar to the one below.

7 - o))
|£| i A ¢ | Dizplay 00 [Default) 4
Date Time Priority Hostname  Messzage L
12-19-2008 16:38:53 Local7_Ermor 19216811 213: Dec 19 16:37:28.065: ZLINK-3-UPDOWN: Interface Seriald/0/0. changed
state to up

12-19-2008 16:38:43 Local? Emor 192.168.1.1 212: Dec 19 16:37:17.564: ZLINK-3-UPDOWHN: Interface Senal0/0/0. changed
state to down

12-19-2008 16:38:33 Local?7.Debug 127.0.0.1 Kiwi Syzlog Daemon - Test message number 0001

100%  3MPH 16:39 12-13-2008

c. What would happen if you shut down the Fa0/1 interface on R1 (do not actually perform this action)?

d. From the R1 global configuration mode, enable the logging of user info when enabling privileged
mode and reset the trap level to informational.

Rl (config) # logging userinfo
Rl (config) # logging trap informational

e. On the Kiwi Syslog Daemon, choose View > Clear Display to clear the log display.
f.  Exit to the login screen, and enable the adminl view that you created in Part 3 of this lab. Enter the
password adminlpass.

R1> enable view adminl
Password:

Note: You can enable the desired view from the user EXEC prompt. This allows different users to login
without having to know the privileged EXEC mode enable secret password.

g. Exitto the login screen again, and enable the adminl view again. This time enter the password
incorrectly. What message was displayed on the syslog server?

Your screen should look similar to the one below:
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52 5] |
M @ A | |Display 00 [Defaul) |+
Date Time Priority Hostname  Message e
12-19-2008 16:41:10 Local? Hotice 19216811 217 Dec 19 16:39:44 998: X5Y5-5-VIEW_AUTH_FAIL: Authentication to View
admin1 failed by unknown on console
12-19-2008 16:40:32 Local? Hotice 19216811 216: Dec 19 16:39:07_406: Z5Y5-5-VIEW_AUTH_PASS: View set to adminl by
unknown on console
12-19-2008 16:40:31 Local?.Info 192.168.1.1 215 .Dec 19 16:39:07_406: ZPARSER-6-VIEW_SWITCH: successfully zet to
view ‘adminl’.
w
100% 7 MPH 16:41  12-19-2003

Part 5: Configure Automated Security Features
In Part 5 of this lab, you will do as follows:

¢ Restore routers R1 and R3 to their basic configuration.

e Use AutoSecure to secure R3.

e Use the CCP Security Audit tool on router R1 to identify security risks.
e Fix security problems on R1 using the Security Audit tool.

e Review router security configurations with CCP and the CLI.

Task 1: Restore Router R3 to Its Basic Configuration

To avoid confusion as to what was already entered and what AutoSecure provides for the router
configuration, start by restoring router R3 to its basic configuration.

Step 1: Erase and reload the router.
a. Connect to the R3 console and log in as admin.
b. Enter privileged EXEC mode.

c. Erase the startup config and then reload the router.

Step 2: Restore the basic configuration.

a. When the router restarts, restore the basic configuration for R3 that was created and saved in Part 1
of this lab.

b. Issue the show run command to view the current running configuration. Are there any security
related commands?

c. Test connectivity by pinging from host PC-A on the R1 LAN to PC-C on the R3 LAN. If the pings are
not successful, troubleshoot the router and PC configurations until they are.
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d.

Save the running config to the startup config using the copy run start command.

Task 2: Use AutoSecure to Secure R3

By using a single command in CLI mode, the AutoSecure feature allows you to disable common IP services
that can be exploited for network attacks and enable IP services and features that can aid in the defense of a
network when under attack. AutoSecure simplifies the security configuration of a router and hardens the
router configuration.

Step 1: Use the AutoSecure Cisco I0OS feature.

a.

b.

Enter privileged EXEC mode using the enable command.

Issue the auto secure command on R3 to lock down the router. Router R2 represents an ISP
router, so assume that R3 S0/0/1 is connected to the Internet when prompted by the AutoSecure
questions. Respond to the AutoSecure questions as shown in the following output. The responses
are bolded.

R3# auto secure

--- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of the router, but it will
not make it absolutely resistant to all security attacks ***

AutoSecure will modify the configuration of your device. All configuration
changes will be shown. For a detailed explanation of how the configuration
changes enhance security and any possible side effects, please refer to
Cisco.com for

Autosecure documentation.

At any prompt you may enter '?' for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

Is this router connected to internet? [nol]: yes

Enter the number of interfaces facing the internet [l1]: Press ENTER to
accept the default of 1 in square brackets.

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 unassigned YES NVRAM administratively down down

FastEthernet0/1 192.168.3.1 YES NVRAM up up
Serial0/0/0 unassigned YES NVRAM administratively down down
Serial0/0/1 10.2.2.1 YES NVRAM up up

Enter the interface name that is facing the internet: serial0/0/1

Securing Management plane services...
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Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing
Disabling gratuitous arp

Here is a sample Security Banner to be shown
at every access to device. Modify it to suit your
enterprise requirements.

Authorized Access only
This system is the property of So-&-So-Enterprise.
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.
You must have explicit permission to access this
device. All activities performed on this device
are logged. Any violations of access policy will result
in disciplinary action.

Enter the security banner {Put the banner between
k and k, where k is any character}:

# Unauthorized Access Prohibited #

Enable secret is either not configured or
is the same as enable password

Enter the new enable secret: ciscol2345

Confirm the enable secret : ciscol2345

Enter the new enable password: cisco67890

Confirm the enable password: cisco67890

Configuration of local user database

Enter the username: admin

Enter the password: ciscol2345

Confirm the password: ciscol2345

Configuring AAA local authentication

Configuring Console, Aux and VTY lines for

local authentication, exec-timeout, and transport
Securing device against Login Attacks

Configure the following parameters

Blocking Period when Login Attack detected: 60

Maximum Login failures with the device: 2

Maximum time period for crossing the failed login attempts: 30
Configure SSH server? [yes]: Press ENTER to accept the default of yes

Enter the domain-name: ccnasecurity.com
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Configuring interface specific AutoSecure services
Disabling the following ip services on all interfaces:

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

Disabling mop on Ethernet interfaces

Securing Forwarding plane services...

Enabling CEF (This might impact the memory requirements for your platform)
Enabling unicast rpf on all interfaces connected
to internet

Configure CBAC Firewall feature? [yes/no]l: no

Tcp intercept feature is used prevent tcp syn attack

on the servers in the network. Create autosec tcp intercept list
to form the list of servers to which the tcp traffic is to

be observed

Enable tcp intercept feature? [yes/no]: yes
This is the configuration generated:

no service finger
no service pad
no service udp-small-servers
no service tcp-small-servers
service password-encryption
service tcp-keepalives-in
service tcp-keepalives-out
no cdp run
no ip bootp server
no ip http server
no ip finger
no ip source-route
no ip gratuitous-arps
no ip identd
banner motd ~C Unauthorized Access Prohibited ~C
security passwords min-length 6
security authentication failure rate 10 log
enable secret 5 $1S$FmV1S$.xZUegnNYFJwJv/oFwwvGl
enable password 7 045802150C2E181B5F
username admin password 7 01100F175804575D72
aaa new-model
aaa authentication login local auth local
line con 0
login authentication local auth
exec-timeout 5 0
transport output telnet
line aux 0
login authentication local auth
exec-timeout 10 O
transport output telnet
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line vty 0 4

login authentication local auth

transport input telnet

line tty 1

login authentication local auth
exec—-timeout 15 0

login block-for 60 attempts 2 within 30

ip domain-name ccnasecurity.com

crypto key generate rsa general-keys modulus 1024
ip ssh time-out 60

ip ssh authentication-retries 2

line vty 0 4

transport input ssh telnet

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
logging facility local?2

logging trap debugging

service sequence-numbers

logging console critical

logging buffered

interface FastEthernet0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface FastEthernet0/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface Serial0/0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface Serial0/0/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface Vlanl

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled
ip cef
access-list 100 permit udp any any eq bootpc
interface Serial0/0/1

ip verify unicast source reachable-via rx allow-default 100
ip tcp intercept list autosec_tcp intercept list
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ip tcp intercept drop-mode random

ip tcp intercept watch-timeout 15

ip tcp intercept connection-timeout 3600
ip tcp intercept max-incomplete low 450
ip tcp intercept max-incomplete high 550
|

end
Apply this configuration to running-config? [yes]: <ENTER>

Applying the config generated to running-config
The name for the keys will be: R3.ccnasecurity.com

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
R3#

000037: *Dec 19 21:18:52.495 UTC: SAUTOSEC-1-MODIFIED: AutoSecure
configuration

has been Modified on this device

Step 2: Establish an SSH connection from PC-C to R3.

a.

Start PuTTy or another SSH client, and log in with the admin account and password cisc012345
created when AutoSecure was run. Enter the IP address of the R3 Fa0/1 interface 192.168.3.1.

Because AutoSecure configured SSH on R3, you will receive a PUTTY security warning. Click Yes to
connect anyway.

Enter privileged EXEC mode, and verify the R3 configuration using the show run command.

Issue the show f£lash command. Is there a file that might be related to AutoSecure, and if so what
is its name and when was it created?

Issue the command more flash:pre autosec.cfg. What are the contents of this file, and what
is its purpose?

How would you restore this file if AutoSecure did not produce the desired results?

Step 3: Contrast the AutoSecure-generated configuration of R3 with the manual configuration of

R1.

a.

What security-related configuration changes were performed on R3 by AutoSecure that were not
performed in previous sections of the lab on R1?
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b. What security-related configuration changes were performed in previous sections of the lab that were
not performed by AutoSecure?

c. lIdentify at least five unneeded services that were locked down by AutoSecure and at least three
security measures applied to each interface.

Note: Some of the services listed as being disabled in the AutoSecure output above might not appear
in the show running-config output because they are already disabled by default for this router
and Cisco I0S version.

Services disabled include:

For each interface, the following were disabled:

Step 4: Test connectivity.
Ping from PC-A on the R1 LAN to PC-C on the router R3 LAN. Were the pings successful?

If pings from PC-A to PC-C are not successful, troubleshoot before continuing.

Task 3: Restore R1 to Its Basic Configuration

To avoid confusion as to what was previously configured and what CCP Security Audit tool provides for the
router configuration, start by restoring router R1 to its basic configuration.

Step 1: Erase and reload the router.
a. Connect to the R1 console and log in as admin.
b. Enter privileged EXEC mode.

c. Erase the startup config and then reload the router.

Step 2: Restore the basic config.

a. When the router restarts, cut and paste the basic startup config for R1 that was created and saved in
Part 1 of this lab.

b. Test connectivity by pinging from host PC-A to R1. If the pings are not successful, troubleshoot the
router and PC configurations to verify connectivity before continuing.

c. Save the running config to the startup config using the copy run start command.
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Task 4: Use the CCP Security Audit Tool on R1 to ldentify Security Risks

In this task, you use the CCP graphical user interface to analyze security vulnerabilities on router R1. CCP is
faster than typing each command and provides greater control than the AutoSecure feature.

Step 1: Verify that CCP is installed on Host PC.

Note: CCP can only be run from a host PC. If CCP is not installed on the PC, consult your instructor for
directions.

Step 2: Create a CCP user and enable the HTTP secure server on R1.

a. Create a privilege-level 15 username and password on R1.
Rl (config) # username admin privilege 15 secret 0 ciscol2345
b. Enable the HTTP secure server on R1.

Rl (config)# ip http secure-server

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
Rl (config) #

*Dec 19 17:01:07.763: %SSH-5-ENABLED: SSH 1.99 has been enabled
*Dec 19 17:01:08.731: %PKI-4-NOAUTOSAVE: Configuration was modified.
Issue

"write memory" to save new certificate

c. Enable local HTTP authentication on R1.

Rl (config)# ip http authentication local
Rl (config) # end

d. Save the running config to the startup config.

R1# copy run start

Step 3: Start CCP.
a. From PC-A, run the CCP application.

Note: Make sure that all pop-up blockers are turned off in the browser, and make sure that Java is
installed and updated.

b. Inthe Manage Devices window, add R1 IP address 192.168.1.1 in the first IP address field. Enter
admin in the username field, and cisco12345 in the password field. Click the Connect Securely
check box to use secure-server for your connection. Check the Discover All Devices check box then
click on the OK button.

c. When the Security Certification Alert is displayed, click Yes.

d. If the Discovery fails, use the Discovery Details button to determine the problem and resolve it.

Step 4: Back up the current router configuration using CCP.
a. Back up the router configuration from within CCP by choosing Utilities > Save Configuration to PC.

b. Save the configuration on the desktop using the default name of RunningConfig_192.168.1.1.txt.
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Step 5: Begin the security audit.

a. Choose Configure > Security > Security Audit.

*Y" Cisco Configuration Professional

Application  Help

{@"ﬂme | éﬁsﬁmﬁgm I\;ﬂ"ﬂ"“ﬂ* J | ‘s°§ %ﬁ-?% = U Cisco Configuration Professional "':II"'I"
k

Select Community Member:

192.168.1.1 | v

«

b [ Interface Management
b [ Router
v B security
b (23 Firewall
b 23 PN
[ Public Key Infrastructure
b [C3 MAC
] web Filter Corfiguration
[ Intrusian Prevention
[} s0z.1%
|| Port to Application Mappings
» [ CaPL
] security Audit

utilities B
7 Flash File Manzgement
7 configuration Editor
' gaue Configuration to PC
o Wirite to Startup Configuration
' Telnet
' Reload Devicz

5Co j
Configure > Security > Security Audit @
i)
£ security audit
Security Audit

Use Case Scenario

Cisco CP will run a series of predefined checklist to assess
your router's security configuration. Once finished, Cisca CP
will present you with a list of recarmmended actions, which
you may choose to apply. Or, you may directly perform one
step router lock-down by using the below option.

Perform security audit

One-step lockdown

One-step lockdown configures the router with set of defined
security features with recommended settings. Clicking the
below button will deliver the configurations to the router.

One-step lockdown

£3

b. Click the Perform security audit button to start the Security Audit wizard, which analyzes potential
vulnerabilities. This helps you become familiar with the types of vulnerabilities that Security Audit
can identify. You will be given an opportunity to fix all or selected security problems after the audit

finishes.

Note: The Security Audit tool also provides a One-step lockdown option that performs a function
similar to AutoSecure but does not prompt the user for input.

c. After you have familiarized yourself with the wizard instructions, click Next.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 38 of 43



CCNA Security

Security Audit Wizard ®

wﬂw Mt Welcome to the security audit wizard

Security audit is a feature that examines your existing router configuration and then provides
a list of recommended configuration changes in order to make your router and network maore
Secure.

For a complete list of functions security audit checks for, see the On-line help
topics.

| Security audit will

» Checkthe router's running config. against a list of predefined security
configuration settings.

= Listidentified problems then provide recommendations for fixing them.

Allow the user to choose which identified problem(s) to fix then display the
" appropriate user interface far fixing them.

B Configures the router with user chosen security configuration

To continue click next.

|NE){1=| | Cancel| Help |

d. On the Security Audit Interface Configuration window, indicate which of the interfaces that are shown
are inside (trusted) and which are outside (untrusted). For interface Fa0/1, select Inside (trusted).
For interface S0/0/0, select Outside (untrusted).

e. Click Next to check security configurations. You can watch the security audit progress.

Step 6: Review Security Audit unneeded services list and recommended configurations.

a. Scroll through the Security Audit results screen. What are some of the major vulnerabilities listed as
Not Passed?

b. After reviewing the Security Audit report, click Save Report. Save the report to the desktop using the
default name CPSecurityAuditReportCard.html.
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E &)
Flease wait while Security Audit checks ifthe recommended security settings are
canfigured on the router.

ND| ltern Mame | Status -
1 Disahle Finger Service v’ Passed

2 Disahle PAD Service X Mot Passed

3 Disable TCP small servers Service W' Passed

4 Disable UDF srmall servers Service v’ Passed

5 Disahle IP hootp server Service X Mot Passed

B Disable IP ident Service v’ Passed

7 Dizable CDP X Mot Passed

8  Disahle IP source route 24 Mot Passed

9 Enahle Password encryption Service 2% Mot Passed

10 Enahle TCP Keepalives for inhaund telnet sessions > Mot Passed

11 Enahle TCF Keepalives for outhound telnet sessions 2 Mot Passed

12 Enahle Seguence Mumbers and Time Stamps on Dehugs 2 Mot Passed

13 Enahle P CEF w' Passed

14 Disable IP Gratuitous Arps v’ Passed

16 Setminimum Passwaord length to less than B characters > Mot Passed -|
Click "Close" to cantinue fiking the identified security problems or undaing the canfigured
security configurations in the router.

Close Save Repart

c. Open the report card HTML document you saved on the desktop to view the contents and then close
it.

Task 5: Fix Security Problems on R1 Using the Security Audit Tool

In this task, you will use the Security Audit wizard to make the necessary changes to the router configuration.

Step 1: Review the Security Problems Identified window for potential items to fix.
a. Inthe Security Audit window, click Close.

b. A window appears listing the items that did not pass the security audit. Click Next without choosing
any items. What message did you get?

c. Click OK to remove the message.

Step 2: Fix security problems.
With the Security Audit tool, you can fix selected problems or all security problems identified.
a. Click Fix All and then click Next to fix all security problems.
b. When prompted, enter an enable secret password of cisco12345 and confirm it.
c. Enter the text for the login banner: Unauthorized Access Prohibited. Click Next.
d. Add the logging host IP address 192.168.1.3, and accept the logging defaults. Click Next.

Note: The Advanced Firewall Configuration Wizard window appears, click Next.
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e. Accept the default security settings for inside and outside interfaces and click Next.
Note: Click OK to accept the warning.

f.  For the security level, select Low Security and click Next.

g. Atthe Firewall Configuration Summary, review the configuration and click Finish.

h. Scroll through the Summary screen. This screen shows what Security Audit will configure for the
router.

i. Click Finish to see the actual commands that are delivered to the router. Scroll to review the
commands.

j- Make sure that Save running config to router’s startup config is selected, and click Deliver.

k. Click OK in the Commands Delivery Status window to exit the Security Audit tool. How many
commands were delivered to the router?

Task 6: Review Router Security Configurations with CCP and the CLI

In this task, you will use Cisco CCP to review changes made by Security Audit on router R1 and compare
them to those made by AutoSecure on R3.

Step 1: View the running configs for R1 and R3.

a. From the PC-A CCP session with R1, in the utilities area at the bottom left corner, click the View >
Running Configuration.

b. Using PuTTY, open an SSH connection to router R3, and log in as admin.

c. Enter privileged EXEC mode, and issue the show run command.

Step 2: Contrast AutoSecure with CCP Security Audit.

a. Compare the function and ease of use between AutoSecure and CCP Security Audit. What are some
similarities and differences?

b. Refer to the AutoSecure configuration on R3 and the CCP Security Audit configuration on R1. What

are some similarities and differences between the configurations that are generated by AutoSecure
and Security Audit?
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Step 3: Test connectivity.

a. Ping from router R1 to the router R3 S0/0/1 interface (10.2.2.1). Were the pings successful? Why or
why not?

Note: Firewalls are covered in detail in Chapter 4.

b. Ping from PC-A on the R1 LAN to PC-C on the router R3 LAN. Were the pings successful? Why or
why not?

c. Ping from router R3 to the router R2 S0/0/0 interface (10.1.1.2). Were the pings successful? Why or
why not?

d. Ping from router R3 to the router R1 S0/0/0 interface (10.1.1.1). Were the pings successful? Why or
why not?

e. Ping from PC-C on the R3 LAN to PC-A on the router R1 LAN. Were the pings successful? Why or
why not?

Reflection

1. How important is securing router access and monitoring network devices to ensure responsibility and
accountability and for thwarting potentially malicious activity.

2. What advantages does SSH have over Telnet?

3. What advantages does Telnet have over SSH?

4. How scalable is setting up usernames and using the local database for authentication?

5. Why it is better to have centralized logging servers rather than only have the routers log locally?

6. What are some advantages to using automated security mechanisms like AutoSecure and CCP Security
Audit?

Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface #
1

Ethernet Interface #
2

Serial Interface
#1

Serial Interface #
2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
1900 GigabitEthernet 0/0 | GigabitEthernet /1 | Serial 0/0/0 Serial 0/0/1
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Router Interface Summary

(G0/0) (G0/1) (S0/0/0) (S0/0/1)
2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1

(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
2900 GigabitEthernet 0/0 | GigabitEtherne 0/1 Serial 0/0/0 Serial 0/0/1

(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco I0OS commands to
represent the interface.
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Chapter 3 Lab A: Securing Administrative Access Using AAA and
RADIUS

Topology

Fa0/6 Fa0/18
192.168.1.0/24 192.168.3.0/24
Fea PC-C
=] -

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
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IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway | Switch Port

R1 FAO/1 192.168.1.1 | 255.255.255.0 N/A S1 FA0/5
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A N/A

R3 FAO/1 192.168.3.1 | 255.255.255.0 N/A S3 FA0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

PC-A NIC 192.168.1.3 | 255.255.255.0 192.168.1.1 S1 FA0/6

PC-C NIC 192.168.3.3 | 255.255.255.0 192.168.3.1 S3 FA0/18

Objectives

Part 1. Basic Network Device Configuration

e Configure basic settings such as host name, interface IP addresses, and access passwords.
¢ Configure static routing.

Part 2: Configure Local Authentication

e Configure a local database user and local access for the console, vty, and aux lines.
e Test the configuration.

Part 3: Configure Local Authentication Using AAA

e Configure the local user database using Cisco IOS.
¢ Configure AAA local authentication using Cisco |OS.
¢ Configure AAA local authentication using CCP.

e Test the configuration.

Part 4: Configure Centralized Authentication Using AAA and RADIUS

e Install a RADIUS server on a computer.

e Configure users on the RADIUS server.

e Use Cisco IOS to configure AAA services on a router to access the RADIUS server for authentication.
e Use CCP to configure AAA services on a router to access the RADIUS server for authentication.

e Test the AAA RADIUS configuration.

Background

The most basic form of router access security is to create passwords for the console, vty, and aux lines. A
user is prompted for only a password when accessing the router. Configuring a privileged EXEC mode enable
secret password further improves security, but still only a basic password is required for each mode of
access.

In addition to basic passwords, specific usernames or accounts with varying privilege levels can be defined in
the local router database that can apply to the router as a whole. When the console, vty, or aux lines are
configured to refer to this local database, the user is prompted for a username and a password when using
any of these lines to access the router.
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Additional control over the login process can be achieved using authentication, authorization, and accounting
(AAA). For basic authentication, AAA can be configured to access the local database for user logins, and
fallback procedures can also be defined. However, this approach is not very scalable because it must be
configured on every router. To take full advantage of AAA and achieve maximum scalability, AAA is used in
conjunction with an external TACACS+ or RADIUS server database. When a user attempts to log in, the
router references the external server database to verify that the user is logging in with a valid username and
password.

In this lab, you build a multi-router network and configure the routers and hosts. You will then use CLI
commands and CCP tools to configure routers with basic local authentication by means of AAA. You will
install RADIUS software on an external computer and use AAA to authenticate users with the RADIUS server.

Note: The router commands and output in this lab are from a Cisco 1841 with Cisco I0S Release 12.4(20)T
(Advance IP image). Other routers and Cisco 10S versions can be used. See the Router Interface Summary
table at the end of the lab to determine which interface identifiers to use based on the equipment in the lab.
Depending on the router model and Cisco I0S version, the commands available and output produced might
vary from what is shown in this lab.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 3routers (Cisco 1841 with Cisco I0S Release 12.4(20)T1 or comparable)

e 2 switches (Cisco 2960 or comparable)

e PC-A: Windows XP, Vista or Windows 7 with CCP 2.5 & RADIUS server software available
e PC-C: Windows XP, Vista or Windows 7 with CCP 2.5

e Serial and Ethernet cables as shown in the topology

¢ Rollover cables to configure the routers via the console

CCP Notes:

o Refer to Chp 00 Lab A for instructions on how to install and run CCP. Hardware/software
recommendations for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up
to 1.6.0_21, Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.

e If the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e |norderto run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.

Part 1: Basic Network Device Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings, such as the interface IP
addresses, static routing, device access, and passwords.

All steps should be performed on routers R1 and R3. Only steps 1, 2, 3 and 6 need to be performed on R2.
The procedure for R1 is shown here as an example.
Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram, and cable as necessary.

Step 2: Configure basic settings for each router.
Configure host names as shown in the topology.

Configure the interface IP addresses as shown in the IP addressing table.
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Configure a clock rate for the routers with a DCE serial cable attached to their serial interface.

Rl (config) # interface S0/0/0
Rl (config-if) # clock rate 64000

To prevent the router from attempting to translate incorrectly entered commands as though they were host
names, disable DNS lookup.

Rl (config)# no ip domain-lookup

Step 3: Configure static routing on the routers.
a. Configure a static default route from R1 to R2 and from R3 to R2.
Configure a static route from R2 to the R1 LAN and from R2 to the R3 LAN.

Step 4: Configure PC host IP settings.
Configure a static IP address, subnet mask, and default gateway for PC-A and PC-C, as shown in the IP
addressing table.
Step 5: Verify connectivity between PC-A and R3.
a. Pingfrom R1to R3.
Were the ping results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.
b. Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.
Were the ping results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-A to PC-C, you have demonstrated that static routing is configured and
functioning correctly. If you cannot ping but the device interfaces are up and IP addresses are correct,
use the show run and show ip route commands to help identify routing protocol-related problems.

Step 6: Save the basic running configuration for each router.
Use the Transfer > Capture text option in HyperTerminal or some other method to capture the running
configs for each router. Save the three files so that they can be used to restore configs later in the lab.
Step 7: Configure and encrypt passwords on R1 and R3.

Note: Passwords in this task are set to a minimum of 10 characters but are relatively simple for the
benefit of performing the lab. More complex passwords are recommended in a production network.

For this step, configure the same settings for R1 and R3. Router R1 is shown here as an example.
a. Configure a minimum password length.
Use the security passwords command to set a minimum password length of 10 characters.
Rl (config)# security passwords min-length 10
b. Configure the enable secret password on both routers.
Rl (config) # enable secret ciscol2345
c. Configure the basic console, auxiliary port, and vty lines.

d. Configure a console password and enable login for router R1. For additional security, the exec-
timeout command causes the line to log out after 5 minutes of inactivity. The 1ogging
synchronous command prevents console messages from interrupting command entry.
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Note: To avoid repetitive logins during this lab, the exec timeout can be set to 0 0, which prevents it
from expiring. However, this is not considered a good security practice.

Rl (config)# line console 0

Rl (config-line) # password ciscoconpass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

Rl (config-line)# logging synchronous

e. Configure a password for the aux port for router R1.

Rl (config)# line aux O

Rl (config-line) # password ciscoauxpass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

f.  Configure the password on the vty lines for router R1.

Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass
Rl (config-line) # exec-timeout 5 0

Rl (config-line) # login

g. Encrypt the console, aux, and vty passwords.
Rl (config) # service password-encryption

h. Issue the show run command. Can you read the console, aux, and vty passwords? Why or why
not?

Step 8: Configure alogin warning banner on routers R1 and R3.

a. Configure a warning to unauthorized users using a message-of-the-day (MOTD) banner with the
banner motd command. When a user connects to the router, the MOTD banner appears before the
login prompt. In this example, the dollar sign ($) is used to start and end the message.

Rl (config) # banner motd $Unauthorized access strictly prohibited and
prosecuted to the full extent of the law$
Rl (config) # exit

b. Issue the show run command. What does the $ convert to in the output?

c. Exit privileged EXEC mode by using the disable or exit command and press Enter to get started.
Does the MOTD banner look like what you expected?

Note: If it does not, just re-create it using the banner motd command.

Step 9: Save the basic configurations.
Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config

Part 2: Configure Local Authentication

In Part 2 of this lab, you configure a local username and password and change the access for the console, aux,
and vty lines to reference the router’s local database for valid usernames and passwords. Perform all steps on R1
and R3. The procedure for R1 is shown here.

Step 1: Configure the local user database.

a. Create a local user account with MD5 hashing to encrypt the password.
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Rl (config) # username user(0l secret userOlpass

b. Exit global configuration mode and display the running configuration. Can you read the user’s
password?

Step 2: Configure local authentication for the console line and login.

a. Setthe console line to use the locally defined login usernames and passwords.

Rl (config)# line console 0
Rl (config-line)# login local

b. Exit to the initial router screen that displays:
Rl con0 is now available. Press RETURN to get started.
c. Log in using the user01 account and password previously defined.

d. What is the difference between logging in at the console now and previously?

e. After logging in, issue the show run command. Were you able to issue the command? Why or why

not?

f.  Enter privileged EXEC mode using the enable command. Were you prompted for a password? Why

or why not?

Step 3: Test the new account by logging in from a Telnet session.
a. From PC-A, establish a Telnet session with R1.
PC-A> telnet 192.168.1.1

b. Were you prompted for a user account? Why or why not?

¢. What password did you use to login?

d. Setthe vty lines to use the locally defined login accounts.

Rl (config)# line vty 0 4
Rl (config-line)# login local

e. From PC-A, telnet R1 to R1 again.
PC-A> telnet 192.168.1.1

—h

Were you prompted for a user account? Why or why not?

Log in as user01 with a password of userOlpass.

° Q@

While connected to R1 via Telnet, access privileged EXEC mode with the enable command.

What password did you use?

j- For added security, set the aux port to use the locally defined login accounts.

Rl (config)# line aux O
Rl (config-line)# login local

k. End the Telnet session with the exit command.

Step 4: Save the configuration on R1.

a. Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config
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b. Use HyperTerminal or another means to save the R1 running configuration from Parts 1 and 2 of this
lab and edit it so that it can be used to restore the R1 config later in the lab.

Note: Remove all occurrences of “- - More - -.” Remove any commands that are not related to the items
you configured in Parts 1 and 2 of the lab, such as the Cisco IOS version number, no service pad, and so
on. Many commands are entered automatically by the Cisco IOS software. Also replace the encrypted
passwords with the correct ones specified previously.

Step 5: Perform steps 1 through 4 on R3 and save the configuration.
a. Save the running configuration to the startup configuration from the privileged EXEC prompt.

R3# copy running-config startup-config

b. Use HyperTerminal or another means to save the R3 running configuration from Parts 1 and 2 of this
lab and edit it so that it can be used to restore the R3 config later in the lab.

Part 3: Configure Local Authentication Using AAA on R3

Task 1. Configure the Local User Database Using Cisco 10S
Note: To configure AAA using CCP, skip to Task 3.

Step 1: Configure the local user database.
a. Create a local user account with MD5 hashing to encrypt the password.

R3 (config) # username Admin0Ol privilege 15 secret AdminOlpass

b. Exit global configuration mode and display the running configuration. Can you read the user’s
password?

Task 2: Configure AAA Local Authentication Using Cisco 10S

Step 1: Enable AAA services.

a. On R3, enable services with the global configuration command aaa new-model. Because you are
implementing local authentication, use local authentication as the first method, and no authentication
as the secondary method.

If you were using an authentication method with a remote server, such as TACACS+ or RADIUS, you
would configure a secondary authentication method for fallback if the server is unreachable.
Normally, the secondary method is the local database. In this case, if no usernames are configured in
the local database, the router allows all users login access to the device.

b. Enable AAA services.

R3 (config)# aaa new-model

Step 2: Implement AAA services for console access using the local database.

a. Create the default login authentication list by issuing the aaa authentication login default
methodl [method2] [method3] command with a method list using the 1local and none keywords.

R3(config)# aaa authentication login default local none

Note: If you do not set up a default login authentication list, you could get locked out of the router and
be forced to use the password recovery procedure for your specific router.
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b. Exit to the initial router screen that displays: R3 con0 is now available, Press RETURN to get
started.

c. Log into the console as Admin01 with a password of AdminOlpass. Remember that passwords are
case-sensitive. Were you able to log in? Why or why not?

Note: If your session with the console port of the router times out, you might have to log in using the
default authentication list.

d. Exitto the initial router screen that displays: R3 con0 is now available, Press RETURN to
get started.

e. Attempt to log in to the console as baduser with any password. Were you able to log in? Why or why
not?

f. If no user accounts are configured in the local database, which users are permitted to access the
device?

Step 3: Create a AAA authentication profile for Telnet using the local database.

a. Create a unique authentication list for Telnet access to the router. This does not have the fallback of
no authentication, so if there are no usernames in the local database, Telnet access is disabled. To
create an authentication profile that is not the default, specify a list name of TELNET_LINES and
apply it to the vty lines.

R3(config) # aaa authentication login TELNET LINES local
R3(config)# line vty 0 4
R3 (config-line)# login authentication TELNET LINES

b. Verify that this authentication profile is used by opening a Telnet session from PC-C to R3.

PC-C> telnet 192.168.3.1
Trying 192.168.3.1 ... Open

c. Loginas Admin01 with a password of AdminOlpass. Were you able to login? Why or why not?

d. Exit the Telnet session with the exit command, and Telnet to R3 again.

e. Attempt to log in as baduser with any password. Were you able to login? Why or why not?

Task 3: (Optional) Configure AAA Local Authentication Using Cisco CCP
You can also use CCP to configure the router to support AAA.

Note: If you configured R3 AAA authentication using Cisco IOS commands in Tasks 1 and 2, you can skip
this task. If you performed Tasks 1 and 2 and you want to perform this task, you should restore R3 to its basic
configuration. See Part 4, Step 1 for the procedure to restore R3 to its basic configuration.

Even if you do not perform this task, read through the steps to become familiar with the CCP process.

Step 1: Implement AAA services and HTTP router access prior to starting CCP.
a. From the CLI global config mode, enable a new AAA model.

R3(config) # aaa new-model
b. Enable the HTTP server on R3 for CCP access.
R3(config)# ip http server
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Note: For maximum security, enable secure http server by using the ip http secure-server
command.

c. Add a user named admin to the local database.
R3(config)# username admin privilege 15 secret ciscol2345
d. Have CCP use the local database to authenticate web sessions.

R3(config)# ip http authentication local

Step 2: Access CCP and discover R3.
a. Start CCP on PC-C. In the Manage Devices window, add R3 IP address 192.168.3.1 in the first IP
address field. Enter admin in the Username field, and cisc012345 in the Password field.

b. Atthe CCP Dashboard, click the Discover button to discover and connect to R3. If discovery fails,
click the Discovery Details button to determine the problem.
Step 3: Use CCP to create an administrative user.
Click the Configure button at the top of the screen.
Choose Router > Router Access > User Accounts/View.
In the User Accounts/View window, click Add.

In the Add an Account window, enter Admin01 in the Username field.

® 2 0o T 9o

Enter the password AdminOlpass in the New Password and Confirm New Password fields.
(Remember, passwords are case-sensitive.)

f. Confirm that the Encrypt password using MD5 hash algorithm check box is checked.
g. Select 15 from the Privilege Level drop-down list and click OK.
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h. In the Deliver Configuration to Router window, make sure that the Save Running Config to Router’'s
Startup Config check box is checked, and click Deliver.

i. Inthe Commands Delivery Status window, click OK.

Step 4: Create AAA method list for login.
Click the Configure button at the top of the screen.
Choose Router > AAA > Authentication Policies > Login.

In the Authentication Login window, click Add.

o o o w

In the Add a Method List for Authentication Login window, verify that Default is in the Name field.
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e. Click Add in the Methods section.

f. Inthe Select Method List(s) for Authentication Login window, choose local and click OK. Take note of
the other methods listed, which include RADIUS (group radius) and TACACS+ (group tacacs+).
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Select Method List{z] for Authentication Login

Select method(s) from the followwing list:

Method Usage Description

group radius Ise list of all Radius hosts.

group tacacs+ Ize list of all TACACZS+ hosts.

enahle Ise enahle password for authenticatio

line se line password for authentication.

local-case Ilze case-sensitive local username auy

none MO guthentication.

krba se kKerberos 5 guthentication.

krha-telnet Allowy logins only if already authenticatg
Ok Cancel

Click OK to close the window.

Repeat steps 4f and 4g. Choose none as a second authentication method and click the OK button
when done.

In the Deliver Configuration to Router window, make sure that the Save Running Config to Router's
Startup Config checkbox is checked, and click Deliver. In the Commands Delivery Status window,
click OK.

What command was delivered to the router?

Step 5: Verify the AAA username and profile for console login.

a.

Exit to the initial router screen that displays:
R3 con0 is now available, Press RETURN to get started.

Log in to the console as Admin01 with a password of AdminOlpass. Were you able to login? Why or
why not?

Exit to the initial router screen that displays:
R3 con0 is now available, Press RETURN to get started.

Attempt to log in to the console as baduser. Were you able to login? Why or why not?

If no user accounts are configured in the local database, which users are permitted to access the
device?

Log in to the console as Admin01 with a password of AdminOlpass. Access privileged EXEC mode
using the enable secret password cisc012345 and then show the running config. What commands
are associated with the CCP session?
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Task 4: Observe AAA Authentication Using Cisco IOS Debug

In this task, you use the debug command to observe successful and unsuccessful authentication attempts.

Step 1: Verify that the system clock and debug time stamps are configured correctly.

a. From the R3 user or privileged EXEC mode prompt, use the show clock command to determine
what the current time is for the router. If the time and date are incorrect, set the time from privileged
EXEC mode with the command clock set HH:MM:SS DD month YYYY. An example is provided
here for R3.

R3# clock set 14:15:00 26 December 2008

b. Verify that detailed time-stamp information is available for your debug output using the show run
command. This command displays all lines in the running config that include the text “timestamps”.

R3# show run | include timestamps

service timestamps debug datetime msec
service timestamps log datetime msec

c. Ifthe service timestamps debug command is not present, enter it in global config mode.

R3 (config)# service timestamps debug datetime msec
R3(config) # exit

d. Save the running configuration to the startup configuration from the privileged EXEC prompt.

R3# copy running-config startup-config

Step 2: Use debug to verify user access.
a. Activate debugging for AAA authentication.

R3# debug aaa authentication
AAA Authentication debugging is on

b. Start a Telnet session from PC-C to R3.

c. Log in with username Admin01 and password AdminOlpass. Observe the AAA authentication
events in the console session window. Debug messages similar to the following should be displayed.

R3#

Dec 26 14:36:42.323: AAA/BIND(000000A5): Bind 1i/f

Dec 26 14:36:42.323: AAA/AUTHEN/LOGIN (000000A5): Pick method list
'default'

d. From the Telnet window, enter privileged EXEC mode. Use the enable secret password of
cisc012345. Debug messages similar to the following should be displayed. In the third entry, note the
username (Admin01), virtual port number (tty194), and remote Telnet client address (192.168.3.3).
Also note that the last status entry is “PASS.”

R3#

Dec 26 14:40:54.431: AAA: parse name=ttyl94 idb type=-1 tty=-1

Dec 26 14:40:54.431: AAA: name=ttyl94 flags=0x1ll type=5 shelf=0 slot=0
adapter=0 port=194 channel=0

Dec 26 14:40:54.431: AAA/MEMORY: create user (0x64BB5510)
user='Admin0l' ruser=' NULL' ds0=0 port='ttyl94' rem addr='192.168.3.3'
authen type=ASCII service=ENABLE priv=15 initial task id='0', vrf=

(1id=0)
Dec 26 14:40:54.431: AAA/AUTHEN/START (2467624222): port='ttyl94'
list='"' action=LOGIN service=ENABLE

Dec 26 14:40:54.431: AAA/AUTHEN/START (2467624222): non-console enable
- default to enable password
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Dec 26 14:40:54.431: AAA/AUTHEN/START (2467624222): Method=ENABLE

R3#

Dec 26 14:40:54.435: AAA/AUTHEN (2467624222) : Status=GETPASS

R3#

Dec 26 14:40:59.275: AAA/AUTHEN/CONT (2467624222): continue login
(user="' (undef) ")

Dec 26 14:40:59.275: AAA/AUTHEN (2467624222) : Status=GETPASS

Dec 26 14:40:59.275: AAA/AUTHEN/CONT (2467624222): Method=ENABLE
Dec 26 14:40:59.287: AAA/AUTHEN (2467624222) : Status=PASS

Dec 26 14:40:59.287: AAA/MEMORY: free user (0x64BB5510) user='NULL'
ruser="NULL' port='ttyl94' rem addr='192.168.3.3"' authen type=ASCII
service=ENABLE priv=15 v

rf= (id=0)

e. From the Telnet window, exit privileged EXEC mode using the disable command. Try to enter
privileged EXEC mode again, but use a bad password this time. Observe the debug output on
R3, noting that the status is “FAIL” this time.

Dec 26 15:46:54.027: AAA/AUTHEN (2175919868): Status=GETPASS

Dec 26 15:46:54.027: AAA/AUTHEN/CONT (2175919868): Method=ENABLE

Dec 26 15:46:54.039: AAA/AUTHEN(2175919868) : password incorrect

Dec 26 15:46:54.039: AAA/AUTHEN (2175919868) : Status=FAIL

Dec 26 15:46:54.039: AAA/MEMORY: free user (0x6615BFE4) user='NULL'
ruser="NULL'

port="ttyl94' rem addr='192.168.3.3"' authen type=ASCII service=ENABLE
priv=15 v

rf= (id=0)

f.  From the Telnet window, exit the Telnet session to the router. Then try to open a Telnet session
to the router again, but this time try to log in with the username Admin01 and a bad password.
From the console window, the debug output should look similar to the following.

Dec 26 15:49:32.339: AAA/AUTHEN/LOGIN (000O0O0OAA): Pick method list
'default'

What message was displayed on the Telnet client screen?

Turn off all debugging using the undebug all command at the privileged EXEC prompt.

Part 4. Configure Centralized Authentication Using AAA and RADIUS.

In Part 4 of the lab, you install RADIUS server software on PC-A. You then configure router R1 to access the
external RADIUS server for user authentication. The freeware server WinRadius is used for this section of the
lab.

Task 1: Restore Router R1 to Its Basic Settings
To avoid confusion as to what was already entered and the AAA RADIUS configuration, start by restoring
router R1 to its basic configuration as performed in Parts 1 and 2 of this lab.
Step 1: Erase and reload the router.
a. Connect to the R1 console, and log in with the username Admin01 and password AdminOlpass.

b. Enter privileged EXEC mode with the password cisco12345.

c. Erase the startup config and then issue the reload command to restart the router.

Step 2: Restore the basic configuration.

a. When the router restarts, enter privileged EXEC mode with the enable command, and then enter
global config mode. Use the HyperTerminal Transfer > Send File function, cut and paste or use
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another method to load the basic startup config for R1 that was created and saved in Part 2 of this
lab.

b. Test connectivity by pinging from host PC-A to PC-C. If the pings are not successful, troubleshoot the
router and PC configurations until they are.

c. If you are logged out of the console, log in again as user01 with password userOlpass, and access
privileged EXEC mode with the password cisc012345.

d. Save the running config to the startup config using the copy run start command.

Task 2: Download and Install a RADIUS Server on PC-A

There are a number of RADIUS servers available, both freeware and for cost. This lab uses WinRadius, a
freeware standards-based RADIUS server that runs on Windows XP and most other Windows operating
systems. The free version of the software can support only five usernames.
Step 1: Download the WinRadius software.
a. Create a folder named WinRadius on your desktop or other location in which to store the files.

Download the latest version from http://www.suggestsoft.com/soft/itconsult2000/winradius/,
http://winradius.soft32.com, http://www.brothersoft.com/winradius-20914.html.

c. Save the downloaded zip file in the folder you created in Step 1a, and extract the zipped files to the
same folder. There is no installation setup. The extracted WinRadius.exe file is executable.

d. You may create a shortcut on your desktop for WinRadius.exe.

Note: If WinRadius is used on a PC that uses the Microsoft Windows Vista operating system or the
Microsoft Windows 7 operating system, ODBC may fail to create successfully because it cannot write to
the registry.

Possible solutions:
1. Compatibility settings:
a. Right click on the WinRadius.exe icon and select Properties.

b. While in the Properties dialog box, select the Compatibility tab. In this tab, select the
checkbox for Run this program in compatibility mode for. Then in the drop down menu
below, choose Windows XP (Service Pack 3) for example, if it is appropriate for your
system.

c. Click OK.
2. Run as Administrator settings:
a. Right click on the WinRadius.exe icon and select Properties.

b. While in the Properties dialog box, select the Compatibility tab. In this tab, select the
checkbox for Run this program as administrator in the Privilege Level section.

c. Click OK.
3. Run as Administration for each launch:
a. Right click on the WinRadius.exe icon and select Run as Administrator.

b. When WinRadius launches, click Yes in the User Account Control dialog box.
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Step 2: Configure the WinRadius server database.

a. Start the WinRadius.exe application. WinRadius uses a local database in which it stores user
information. When the application is started for the first time, the following messages are displayed:

Please go to “Settings/Database and create the ODBC for your RADIUS
database.

Launch ODBC failed.

b. Choose Settings > Database from the main menu. The following screen is displayed. Click the
Configure ODBC Automatically button and then click OK. You should see a message that the
ODBC was created successfully. Exit WinRadius and restart the application for the changes to take

effect.
I BlEE]
o s @ x + -5 s+ I
1D | Tirme | Message
1 2008y 2m27d 17h55m3s Pleaze gato "Settings/D atabase..." and create the ODBC for vour BADILS databaze.
2 200891 2m27d 17h55m3s Launch ODBC service failed.

DDBIE settings E]

Please use 'Control panelfODBC' to set your RADIUS
database. Default database is "WinRadius.mdb'. ¥ou
can also add this database to your ODBC system by
clicking the following button.

Configure ODBC automatically

0DBC name: ‘WinHadius

Note: Please input "wourOdbcName;
Uid=yourUsername;Pwd=yourPassword" if
usernamefpassword is needed.

User table name: ‘thUsgrs

Billing table name: ‘thLugs

VolP table name: ‘thVnIP

Refresh user information every 0 minutes

This database supports |dynaset j

0K | Cancel ‘

c. When WinRadius starts again, you should see messages similar to the following displayed.
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S5 WinRadius - 222

Operation LOG Advanced Settings View Help
s e @ x+ -5 8¢ I
1D | Tirme | heszage
1 20081 2m27d 18h7mads 0 uzerz were loaded,
2 20081 2m27d 18h7mads WinF adius iz running OF., [buth port=1812, Acct port=1813, Secret=inR adiuz).
3 2008y12m27d 18h7m3ds winF adiuz is waiting for HAS' request packets. IF no request packet reached, please check your MAS' configuration.
fox

d. On which ports is WinRadius listening for authentication and accounting?

Step 3: Configure users and passwords on the WinRadius server.

Note: The free version of WinRadius can support only five usernames. The usernames are lost if you exit
the application and restart it. Any usernames created in previous sessions must be re-created. Note that
the first message in the previous screen shows that zero users were loaded. No users had been created
prior to this, but this message is displayed each time WinRadius is started, regardless of whether users
were created or not.

a. From the main menu, select Operation > Add User.
b. Enter the username RadUser with a password of RadUserpass. Remember that passwords are
case-sensitive.

Add user ®

User name: |FladU5f:r

Password: |FladU5&rpass

Group: |

Address: |

Cash prepaid: | o Cents

Expiry date: |

Mote: yyyy/mm{dd means expiry date; digit means
walid days since first login; empty means never

expired.
Others: |
" Prepaid user + Postpaid user
Accounting method: |Basﬂd on Time j
oK Cancel ‘

c. Click OK. You should see a message on the log screen that the user was added successfully.

Step 4: Clear the log display.

From the main menu, choose Log > Clear.
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Step 5: Test the new user added using the WinRadius test utility.

a. A WinRadius testing utility is included in the downloaded zip file. Navigate to the folder where you
unzipped the WinRadius.zip file and locate the file named RadiusTest.exe.

b. Start the RadiusTest application, and enter the IP address of this RADIUS server (192.168.1.3),
username RadUser, and password RadUserpass as shown. Do not change the default RADIUS port
number of 1813 and the RADIUS password of WinRadius.

c. Click Send and you should see a Send Access_Request message indicating the server at
192.168.1.3, port number 1813, received 44 hexadecimal characters. On the WinRadius log display,
you should also see a message indicating that user RadUser was authenticated successfully.

i aEE)
Radius IP: | 192.168.1.3 Radius Port: | 1813
Message: |Accf:ss_Flequest j Secret: | WinRadius
User name: | RadUser Password: [ RadUserpass

Send | Performance test | Clear

Send Access Hequest

Process 1 circle need 2 millisec.

From IP=192.168.1.3, Port=1813, Size=44.

Received 02 01 00 2c 37 be 19 a8 24 eb d6 4b 92 b6 03 b2 a8 06 77 bd
Th 06 009896 7f5012 06 7f 1d ed 3b 65 35 &f 49 ec ad b9
4d 5d ad ha

d. Close the RadiusTest application.

Task 3: Configure R1 AAA Services and Access the RADIUS Server Using Cisco
I0S

Note: To configure AAA using CCP, proceed to Task 5.
Step 1: Enable AAA on R1.
Use the aaa new-model command in global configuration mode to enable AAA.

Rl (config)# aaa new-model
Step 2: Configure the default login authentication list.

a. Configure the list to first use RADIUS for the authentication service, and then none. If no RADIUS
server can be reached and authentication cannot be performed, the router globally allows access
without authentication. This is a safeguard measure in case the router starts up without connectivity
to an active RADIUS server.

Rl (config)# aaa authentication login default group radius none
b. You could alternatively configure local authentication as the backup authentication method instead.

Note: If you do not set up a default login authentication list, you could get locked out of the router and need to
use the password recovery procedure for your specific router.
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Step 3: Specify a RADIUS server.

Use the radius-server host hostname key key command to point to the RADIUS server. The
hostname argument accepts either a host name or an IP address. Use the IP address of the RADIUS
server, PC-A (192.168.1.3). The key is a secret password shared between the RADIUS server and the
RADIUS client (R1 in this case) and used to authenticate the connection between the router and the
server before the user authentication process takes place. The RADIUS client may be a Network Access
Server (NAS), but router R1 plays that role in this lab. Use the default NAS secret password of WinRadius
specified on the RADIUS server (see Task 2, Step 5). Remember that passwords are case-sensitive.

Rl (config) # radius-server host 192.168.1.3 key WinRadius

Task 4: Test the AAA RADIUS Configuration

Step 1: Verify connectivity between R1 and the computer running the RADIUS server.
Ping from R1 to PC-A.
R1# ping 192.168.1.3

If the pings were not successful, troubleshoot the PC and router configuration before continuing.

Step 2: Test your configuration.

a. If you restarted the WinRadius server, you must re-create the user RadUser with a password of
RadUserpass by choosing Operation > Add User.

b. Clear the log on the WinRadius server by choosing Log > Clear from the main menu.
c. OnR1, exit to the initial router screen that displays:
Rl con0 is now available, Press RETURN to get started.

d. Test your configuration by logging in to the console on R1 using the username RadUser and the
password of RadUserpass. Were you able to gain access to the user EXEC prompt and, if so, was
there any delay?

e. Exitto the initial router screen that displays:
Rl con0 is now available, Press RETURN to get started.
f.  Test your configuration again by logging in to the console on R1 using the nonexistent username of

Userxxx and the password of Userxxxpass. Were you able to gain access to the user EXEC
prompt? Why or why not?

Were any messages displayed on the RADIUS server log for either login?

h. Why was a nonexistent username able to access the router and no messages are displayed on the
RADIUS server log screen?

i. When the RADIUS server is unavailable, messages similar to the following are typically displayed
after attempted logins.

*Dec 26 16:46:54.039: %RADIUS-4-RADIUS DEAD: RADIUS server
192.168.1.3:1645,1646 is not responding.

*Dec 26 15:46:54.039: %RADIUS—4—RADIU87ALIVE: RADIUS server
192.168.1.3:1645,1646 is being marked alive.

Step 3: Troubleshoot router-to-RADIUS server communication.

a. Check the default Cisco IOS RADIUS UDP port numbers used on R1 with the radius-server
host command and the Cisco IOS Help function.

Rl (config)# radius-server host 192.168.1.3 ?
acct-port UDP port for RADIUS accounting server (default is 1646)
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alias 1-8 aliases for this server (max. 8)
auth-port UDP port for RADIUS authentication server (default is 1645)

< Output omitted >

b. Check the R1 running configuration for lines containing the command radius. The following
command displays all running config lines that include the text “radius”.

R1# show run | incl radius
aaa authentication login default group radius none

radius-server host 192.168.1.3 auth-port 1645 acct-port 1646 key 7
097B47072B04131BlELF

< Output omitted >

c. What are the default R1 Cisco I0S UDP port numbers for the RADIUS server?

Step 4: Check the default port numbers on the WinRadius server on PC-A.

a. From the WinRadius main menu choose Settings > System.

System zettings ®

NAS Secret. | WinRadius

Authorization port: (1812

Accounting port: |1813

[ Launch when system startups

[ Minimize the application when startups

Ok Cancel

b. What are the default WinRadius UDP port numbers?

Note: The early deployment of RADIUS was done using UDP port number 1645 for authentication and 1646
for accounting, which conflicts with the datametrics service. Because of this conflict, RFC 2865 officially
assigned port numbers 1812 and 1813 for RADIUS.

Step 5: Change the RADIUS port numbers on R1 to match the WinRadius server.

Unless specified otherwise, the Cisco I0S RADIUS configuration defaults to UDP port numbers 1645 and
1646. Either the router Cisco 10S port numbers must be changed to match the port number of the RADIUS
server or the RADIUS server port numbers must be changed to match the port numbers of the Cisco 10S

router. In this step, you modify the 10S port numbers to those of the RADIUS server, which are specified in
RFC 2865.

a. Remove the previous configuration using the following command.

Rl (config)# no radius-server host 192.168.1.3 auth-port 1645 acct-port
1646

b. Issue the radius-server host command again and this time specify port numbers 1812 and
1813, along with the IP address and secret key for the RADIUS server.

Rl (config)# radius-server host 192.168.1.3 auth-port 1812 acct-port
1813 key WinRadius
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Step 6: Test your configuration by logging into the console on R1.

a. Exitto the initial router screen that displays: R1 con0 is now available, Press RETURN to
get started.

b. Log in again with the username of RadUser and password of RadUserpass. Were you able to login?
Was there any delay this time?

c. The following message should display on the RADIUS server log.
User (RadUser) authenticate OK.

d. Exit to the initial router screen that displays: R1 con0 is now available, Press RETURN to
get started.

e. Log in again using an invalid username of Userxxx and the password of Userxxxpass. Were you
able to login?

What message was displayed on the router?

The following messages should display on the RADIUS server log.
Reason: Unknown username

User (Userxxx) authenticate failed

28 WinRadius - 222

Operation LOG  Adwanced  Settings Wiew  Help
s e a x+ -5 el
1D | Time | Message
1 2008p1 2m28d 18h39m1 7= Jzer [FRadlzer] authenticate QK.
2 2008u12m28d 18hd1mb5s Reazon: Unknown uzemame
3 2008u12m28d 18hd1mb5s |dzer [Uzermam] authenticate failed,
fox

Step 7: Create an authentication method list for Telnet and test it.

a. Create a unique authentication method list for Telnet access to the router. This does not have the
fallback of no authentication, so if there is no access to the RADIUS server, Telnet access is
disabled. Name the authentication method list TELNET_LINES.

Rl (config) # aaa authentication login TELNET LINES group radius
Apply the list to the vty lines on the router using the login authentication command.

Rl (config)# line vty 0 4
Rl (config-line)# login authentication TELNET_ LINES

Telnet from PC-A to R1, and log in with the username RadUser and the password of RadUserpass.
Were you able to gain access to log in?

Exit the Telnet session, and telnet from PC-A to R1 again. Log in with the username Userxxx and the
password of Userxxxpass. Were you able to log in?

Task 5: (Optional) Configure R1 AAA Services and Access the RADIUS Server
Using CCP

You can also use CCP to configure the router to access the external RADIUS server.
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Note: If you configured R1 to access the external RADIUS server using Cisco 10S in Task 3, you can skip
this task. If you performed Task 3 and you want to perform this task, restore the router to its basic
configuration as described Task 1 of this part, except log in initially as RadUser with the password
RadUserpass. If the RADIUS server is unavailable at this time, you will still be able to log in to the console.

If you do not perform this task, read through the steps to become familiar with the CCP process.

Step 1: Implement AAA services and HTTP router access prior to starting CCP.

a.

From the CLI global config mode, enable a new AAA model.
Rl (config) # aaa new-model
Enable the HTTP server on R1.
Rl (config)# ip http server
Add a user named admin to the local database.
Rl (config)# username admin privilege 15 secret ciscol2345
Have CCP use the local database to authenticate web sessions.

Rl (config)# ip http authentication local

Step 2: Access CCP and discover R1.

a.

Start CCP on PC-C. In the Manage Devices window, add R1 IP address 192.168.1.1 in the first IP
address field. Enter admin in the Username field, and cisco12345 in the Password field.

At the CCP Dashboard, click the Discover button to discover and connect to R3. If discovery fails,
click the Discovery Details button to determine the problem.

Step 3: Configure R1 AAA to access the WinRADIUS server.

a
b
c.
d
e
f.

Click the Configure button at the top of the screen.

Choose Router > AAA > AAA Servers and Groups > Servers.

In the AAA Servers window, click Add.

In the Add AAA Server window, verify that RADIUS is in the Server Type field.
In the Server IP or Host field, enter the IP address of PC-A, 192.168.1.3.

Change the Authorization Port from 1645 to 1812, and change the Accounting Port from 1646 to
1813 to match the RADIUS server port number settings.

Check the Configure Key check box.
Enter WinRadius in both the New Key and Confirm Key fields.
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In the Deliver Configuration to Router window, click Deliver, and in the Commands Delivery Status

window, click OK.

What command was delivered to the router?

Step 4: Configure the R1 AAA login method list for RADIUS.

Click the Configure button at the top of the screen.

® 2 0o T o

Choose Router > AAA > Authentication Policies > Login.

In the Authentication Login window, click Add.

In the Select Method List(s) for Authentication Login window, choose group radius and click OK.

In the Select Method List(s) for Authentication Login window, choose local as a second method and

click OK.
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f. In the Deliver Configuration to Router window, click Deliver and in the Commands Delivery Status

window, click OK.

g. What command(s) were delivered to the router?

Step 5: Test your configuration.

a. If you restarted the RADIUS server, you must re-create the user RadUser with a password of
RadUserpass by choosing Operation > Add User.

b. Clear the log on the WinRadius server by choosing Log > Clear.

c. Test your configuration by opening a Telnet session from PC-A to R1.

C:> telnet 192.168.1.1

d. Atthe login prompt, enter the username RadUser defined on the RADIUS server and a password of

RadUserpass.

Were you able to login to R1?

Reflection

1. Why would an organization want to use a centralized authentication server rather than configuring
users and passwords on each individual router?
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2. Contrast local authentication and local authentication with AAA.

3. Based on the Academy online course content, web research, and the use of RADIUS in this lab,
compare and contrast RADIUS with TACACS+.

Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface

Ethernet Interface

Serial Interface

Serial Interface

#1 #2 #1 #2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)
2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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Cisco | Networking Academy®

Mind Wide Open

Chapter 4 Lab A: Configuring CBAC and Zone-Based Firewalls

Topology

Fa06

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.

IP Addressing Table

192.168.1.0/24

PC-A
=]

10.2.2.0/30

S0/0/1

Fa0/18

192.168.3.0/24

PC-C

Device Interface IP Address Subnet Mask Default Gateway Switch Port

R1 Fa0/1 192.168.1.1 | 255.255.255.0 N/A S1 Fa0/5
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A N/A

R3 Fa0/1 192.168.3.1 | 255.255.255.0 N/A S3 Fa0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

PC-A NIC 192.168.1.3 | 255.255.255.0 192.168.1.1 S1 Fa0/6

PC-C NIC 192.168.3.3 | 255.255.255.0 192.168.3.1 S3 Fa0/18

Objectives

Part 1: Basic Router Configuration

e Configure host names, interface IP addresses, and access passwords.
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e Configure the EIGRP dynamic routing protocol.
e Use the Nmap port scanner to test for router vulnerabilities

Part 2: Configuring a Context-Based Access Control (CBAC) Firewall

e Configure CBAC using AutoSecure.
¢ Examine the resulting CBAC configuration.
o Verify the firewall functionality.

Part 3: Configuring a Zone-Based Policy Firewall (ZBF, ZPF or ZFW)

e Use CCP to configure a zone-based policy firewall.
¢ Examine the resulting CBAC configuration.
e Use CCP Monitor to verify configuration.

Background

The most basic form of a Cisco 10S firewall uses access control lists (ACLs) with filtering IP traffic and
monitoring established traffic patterns. This is referred to as a traditional Cisco 10S firewall. In more recent
Cisco IOS versions, this approach has evolved into a method called context-based access control (CBAC) or
Inspect/CBAC, which is based on Stateful Packet Inspection (SPI). CBAC makes creating firewalls easier and
gives the administrator greater control over various types of application traffic originating from inside and
outside of the protected network. When Cisco I0S AutoSecure is run, it prompts to create a CBAC firewall
and generates a basic configuration. For simple networks with a single inside and outside interface, CBAC is
easier to configure than traditional Cisco I0S firewalls. Configurations with multiple interfaces and DMZ
requirements can become complex and difficult to manage using CBAC.

The current method used with CCP for securing routers is called a zone-based policy firewall (may be
abbreviated as ZBF, ZPF or ZFW). A zone-based policy firewall provides the same type of functionality as
CBAC, but is better suited for multiple interfaces that have similar or varying security requirements. While
AutoSecure generates a CBAC firewall, CCP generates a ZBF firewall by default.

In this lab, you build a multi-router network and configure the routers and hosts. You use AutoSecure to
configure a CBAC firewall and CCP to configure a zone-based policy firewall.

Note: The router commands and output in this lab are from a Cisco 1841 with Cisco 10S Release 12.4(20)T
(Advanced IP image). Other routers and Cisco I0S versions can be used. See the Router Interface Summary
table at the end of the lab to determine which interface identifiers to use based on the equipment in the lab.
Depending on the router model and Cisco IOS version, the commands available and output produced might
vary from what is shown in this lab.

Note: Make sure that the routers and the switches have been erased and have no startup configurations.

Required Resources
e 3 routers (Cisco 1841 with Cisco IOS Release 12.4(20)T1 or comparable)
e 2 switches (Cisco 2960 or comparable)
e PC-A: Windows XP, Vista or Windows 7
e PC-C: Windows XP, Vista or Windows 7 with CCP 2.5
e Serial and Ethernet cables as shown in the topology

e Rollover cables to configure the routers via the console

CCP Notes:

o Referto Chp 00 Lab A for instructions on how to install CCP. Hardware/software recommendations
for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up to 1.6.0_21,
Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.
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e |f the PC on which CCP is installed is running Windows Vista or 7, it may be necessary to right-click
on the CCP icon or menu item, and choose Run as administrator.

e Inorderto run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.

Part 1. Basic Router Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings, such as the interface IP
addresses, dynamic routing, device access, and passwords.

Note: All tasks should be performed on routers R1, R2 and R3. The procedure for R1 is shown here as an
example.

Task 1: Configure Basic Router Settings

Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram, and cable as necessary.

Step 2: Configure basic settings for each router.
a. Configure host names as shown in the topology.
Configure the interface IP addresses as shown in the IP addressing table.
c. Configure a clock rate for the serial router interfaces with a DCE serial cable attached.

Rl (config) # interface S0/0/0
Rl (config-if)# clock rate 64000

Step 3: Disable DNS lookup.
To prevent the router from attempting to translate incorrectly entered commands, disable DNS lookup.

Rl (config)# no ip domain-lookup

Step 4: Configure the EIGRP routing protocol on R1, R2, and R3.
a. On R1, use the following commands.

Rl (config)# router eigrp 101

Rl (config-router)# network 192.168.1.0 0.0.0.255
Rl (config-router)# network 10.1.1.0 0.0.0.3

Rl (config-router)# no auto-summary

b. On R2, use the following commands.

R2
R2
R2
R2

config)# router eigrp 101

config-router)# network 10.1.1.0
config-router)# network 10.2.2.0
config-router)# no auto-summary

0.0.0.3
0.0.0.3

—~ e~~~

c. On R3, use the following commands.

R3(config)# router eigrp 101

R3 (config-router)# network 192.168.3.0 0.0.0.255
R3 (config-router)# network 10.2.2.0 0.0.0.3

R3 (config-router)# no auto-summary
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Step 5: Configure PC host IP settings.

a. Configure a static IP address, subnet mask, and default gateway for PC-A, as shown in the IP
addressing table.

b. Configure a static IP address, subnet mask, and default gateway for PC-C, as shown in the IP
addressing table.
Step 6: Verify basic network connectivity.
a. Ping from R1 to R3.
Were the results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.
b. Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.
Were the results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-A to PC-C, you have demonstrated that the EIGRP routing protocol is
configured and functioning correctly. If you cannot ping but the device interfaces are up and IP addresses
are correct, use the show run and show ip route commands to help identify routing protocol-related
problems.

Step 7: Configure a minimum password length.

Note: Passwords in this lab are set to a minimum of 10 characters but are relatively simple for the benefit
of performing the lab. More complex passwords are recommended in a production network.

Use the security passwords command to set a minimum password length of 10 characters.

Rl (config)# security passwords min-length 10

Step 8: Configure basic console, auxiliary port, and vty lines.

a. Configure a console password and enable login for router R1. For additional security, the exec-
timeout command causes the line to log out after 5 minutes of inactivity. The logging
synchronous command prevents console messages from interrupting command entry.

Note: To avoid repetitive logins during this lab, the exec-timeout can be set to 0 0, which prevents it
from expiring. However, this is not considered a good security practice.

Rl (config)# line console 0

Rl (config-line)# password ciscoconpass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

Rl (config-line)# logging synchronous

b. Configure a password for the aux port for router R1.

Rl (config)# line aux O

Rl (config-line)# password ciscoauxpass
Rl (config-line)# exec-timeout 5 0

Rl (config-line)# login

c. Configure the password on the vty lines for router R1.

Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass
Rl (config-line)# exec-timeout 5 0

Rl (config-line)# login

d. Repeat these configurations on both R2 and R3.
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Step 9: Enable HTTP server and HTTP server secure.
Enabling these services allows the router to be managed using the GUI and a web browser.

Rl (config)# ip http server

Step 10: Encrypt clear text passwords.

a. Usethe service password-encryption command to encrypt the console, aux, and vty
passwords.

Rl (config) # service password-encryption

b. Issue the show run command. Can you read the console, aux, and vty passwords? Why or why
not?

c. Repeat this configuration on both R2 and R3.

Step 11: Save the basic running configuration for all three routers.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config

Task 2: Use the Nmap Port Scanner to Determine Router Vulnerabilities

In this task you determine open ports or services running on R1 using Nmap, before configuring a firewall.

Step 1: (Optional) Download and install Nmap and the Zenmap GUI front-end.
Nmap ("Network Mapper") is a free and open source utility for network exploration or security auditing.

a. If Nmap is already installed on PC-A and PC-C, go to Step 2. Otherwise, download the latest
Windows version from http://nmap.org/download.html.

b. On PC-A and PC-C, run the Nmap setup utility and install all components listed, including the
Zenmap GUI front-end. Click Next to accept the defaults when prompted.
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Step 2: Scan for open ports on R1 using Nmap from internal host PC-A.

a.

From internal host PC-A, start the Nmap-Zenmap application and enter the IP address of the default
gateway, R1 Fa0/1 (192.168.1.1), as the Target. Accept the default Nmap command entered for you
in the Command window and use the Intense scan profile.

Note: If the PC is running a personal firewall it may be necessary to turn it off temporarily to obtain
accurate test results.

Target:

Scan

Toals

Profile  Help

19216811

W | Profile:

Irtense scan

w ’Scan]

Command: |nmap -PE -PA21,23,80,3389 -4 v -T4 1921681 1

[ Hosts ][ Services

0= 4 | Host 1

Mimap Output

Ports fHosts | Topology | Host Details | Scans

w

b. Click the Scan button to begin the scan of R1 from internal host PC-A. Allow some time for the scan
to complete. The next two screens show the entire output of the scan after scrolling.
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O Fenmap

Scan Toaols  Profile

Target: |[1921681.1

Help

[ Host=s “ Services

0% 4 | Host
LI 19216811

w | Profile: | Intenze zcan L

Command.  [nmag -PE -PA21,235,50,53359 -4 v -T4 192165811

Mmap Output | Ports f Hoste | Topology | Host Detailz | Scans

nimap -PE -PA21 23 80,3389 -4 - -T4 10216811 »

Starting Mmwap 4. 76 [ http: S/ mmap_ org | at
2009-04-08 17:42 Eastern Davlight Time
Initiating ARP Ping Scan at 17:4F

Scatming 192 _ 168.1.1 [1 port]

Completed ARP Ping Scan at 17:4z, 0.08=
elapsed (1 total hosts)

Initiating 2YN Stealth Scan at 17:4Z
Scatming 192 _168.1.1 [1000 ports]
Discowered open port B0 /tcp on 192 _168.1.1
Discowered open port Z3/tcp on 192 168.1.1
Increasing send delay for 192 . 168.1.1 from O
to & due Lo 23 out of E& dropped probes since
last increase.

Completed 5FTMN 2tealth Scan at 17:42, 11.70=
elap=sed (1000 total ports)

Initiating Service scan at 17:4:z

Scanning £ services on 192 168.1.1
Completed Serwvice scan at 17:4F, &_0Zs
elapsed (& services on 1 host)

Initiating 0% detection (try #1l) against
192 168.1.1

wmass_dns: warning: Unable to determine any
LNE servers. PRewerse DNE i= disabled. Try
using —--system-dns or specify walid serwers
with --dns-serwvers

SCRETPT ENGINE: Initiating script scanning.
Initiating SCRIPT EMGINE at 17:4F

Completed BECRERIPT EMGINE at 17:4Z, 4_0Es=
elap=sed
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Zcan Toolz  Profie  Help

Target, [ 19216511 W | Profile; | Intense scan bt

Command.  [nmagp -PE -PA21,23,80,3389 -4 - T4 1921851 .1

[ Hosts ][ Services kimap Output | Ports £ Hosts | Topology | Host Detsils | Scans

o= 4 | Host ) rimap -PE -PA21 23 80,3389 -4 v T4 1921681 1 »

Ho=t 192 _168_ 1.1 appears to be up ... good. -~
Interesting ports on 192 _168_1.1:

Hot showm: 292 closed ports

PORT STATE SERVICE VERSTON

23ftcp open telnet Cizco router

§0ftcp open http Cisco I0S administrative
httpd

|_ HTML title: Site doesn't hawve a title.

| HTITP futh: HTTP Serwice redquires
authentication

Ll 19216511

I _ duth type: Basic, realm = lewel 15 access
MAC Address: O00:1B:E5E3:2ZL5:25:6F (Cisco Bystems)
Device type: router

Bunning: Cisco I0OS 1E.X

05 details: Cisco 837, 850-series, 870, 1801,
Zel0-=series, Z800, 3200, or F000-szeries
router (I0S 1zZ._4)

Hetwwork Dhstance: 1 hop

TCPF Sequence Prediction: Difficulty=2&0 (Good
luck!)

IPF ID Sequence Generation: FRandomized

Service Info: 05: IODE; Dewice: router

Bead data files from: C:'\Program Files'\Nmap
0% and Service detection performed. Please
report any incorrect results at http: /S
nmap . or g submit F
Mmap done: 1 IPF address (1 host up) scanned
in 2457 seconds

Baw packets sent: 1llz4 (50, zZ16ER)
| Reowd: 1016 (40.940EE)

c. Click the Service button in the upper left side of the screen. What ports are open on R1 Fa0/1 from
the perspective of internal host PC-A?

What is the MAC address of the R1 Fa0/1 interface?

For R1, what type of device and what OS version does Nmap detect?

Step 3: Scan for open ports on R1 using Nmap from external host PC-C.

a. From external host PC-C, start the Nmap-Zenmap application and enter the IP address of R1 S0/0/0
(10.1.1.1) as the Target. Accept the default Nmap command entered for you in the Command
window and use the Intense scan profile.

b. Click the Scan button. Allow some time for the scan to complete. The next two screens show the
entire output of the scan after scrolling.
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_lojx

Scan  Jools  Profile  Help |

Target: |1IZI.1.1.1 j Prafile: IIntense SCan j Scanl

Command; Inmap -PE -PAZ21,23,80,3389 -4 -v -T4 10.1.1.1

Hosts | Services | Mmap Cutput |P-:|rts [ Hosts |T|:||:|l:l|l:ll;|‘:.-' |Hu:ust Dekails |5n:ans |

. Inmap -PE -PA21,23,80, 3369 -4 - -T4 10.1.1.1 j Dietails
Service 1 | —_

http :l

Erarting Nmap 476 { http://mmap . org ) at
kelnet 2009-04-0% 17:55 Eastern Daylight Time

Initiating Ping Scan at 17:55

Scanning 10.1.1.1 [& ports]

Completed Ping Scan at 17:E55, 0.0E5s elapsed

(1 total hosts)

Initiating 3TN Stealth S5can at 17:55

Scanning 10.1.1.1 [1000 ports]

Discowered open port E3/tcp on 10.1.1.1

Discowered open port 20 /tecp on 10.1.1.1

Completed 5FYM 2tealth Scan at 17:&55, 7.83s

elapsed (1000 total ports)

Initiating Service scan at 17: 55 —

Scatming £ services on 10.1.1.1

Completed Serwice scan at 17:5L5, &.1l6=s

elapsed (& services on 1 host)

Initiating 08 detection (try #l) against

i0.1.1.1

mass_dns: warning: Unable to determine any

DNS servers. PRewerse DNS is disabled. Try

using --system—dns or specify walid serwvers

with --dns-serwvers

10.1.1.1: guessing hop distance at 3

Initiating Traceroute at 17:L5E

Completed Traceroute at 17:5E5, 0.0L5= elapsed

ECRTPT ENGINE: Initiating script scamnhing.

Initiating SCRIPT EMNGINE at 17:E55

Completed SCREIPT EMGINE at 17:55, 4. 6ds

elap=sed ;I
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Scan  Tools  Profile  Help

=101 %]

Target: |1IZI.1.1.1

j Prafile:; IIntense SCan j Scanl

Command: Inmap -PE -P&Z21,23,80,3389 -4 - -T4 10.1.1.1

Hosts ! Services |

Service 1
http

kelnet

Mmap Cutput |F‘-:url:s I Hosts |T|:u|:u:n||:n;|§.f |H|:usl: Dekails |S-:ans |

| Inmap -PE -PAZ21,23,80,3389 -4 -v -T4 10.1.1.1

Host 10.1.1.1 appears to be up ... good.
Interesting ports on 10.1.1_1:

Not showm: 992 closed ports

PORT ETATE SERVICE VERSION

23ftcp open telnet Cisco router

g0/tcp open http Cisco I0S administrative
httpd

|_ HTML title: Zite doesn't have a title.

| HTITP futh: HTTP Serwvice requires
authentication

I_ Auth type: Basic, realm = lewel 15 access
Device type: router

Bunning: Cisco IO0S 12K

05 details: Cisco 1811 or 2200 roukter (IOS
1z.4)

Netwwork Dhistamnce: 3 hops

TCP Sequence Prediction: Difficulty=2Z&0 (Good
luck!)

IPF ID Sequence Generation: Pandomized
Service Info: 05: I0%; Dewice: routber

TRACEROUTE {using port EZlitcp)
HOF BTT ALDRESS

1 o.o0 192 168%.3.1

z og.00 1o.2_ 2.2

3 21.00 10.1.1.1

Bead data files from: C:\Program Files'\Nmap
0% and Bervice detection performed. Please
report any incorrect results at http: S/
nmap . orgf submit F

Mmap done: 1 IPF address (1 host up) scanned
in ZZ.94 =seconds

j Dekails

=]

I

c. Click the Services button below the Command entry field. What services are running and available

on R1 from the perspective of PC-C?

d. Inthe Nmap scan output, refer to the TRACEROUTE information. How many hops are between PC-C
and R1 and through what IP addresses did the scan have to go to reach R1?

Note: In Part 2 of this lab you will configure a CBAC firewall on R1 and then run Nmap again to test
access from external host PC-C to R1.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Part 2: Configuring a Context-Based Access Control (CBAC) Firewall

In Part 2 of this lab, you configure CBAC on R1 using AutoSecure. You then review and test the resulting
configuration.
Task 1: Verify Access to the R1 LAN from R2
In this task, you verify that with no firewall in place, the external router R2 can ping the R1 S0/0/0 interface
and PC-A on the R1 internal LAN.
Step 1: Ping from R2 to R1.
a. From R2, ping the Rlinterface S0/0/0 at IP address 10.1.1.1.
R2# ping 10.1.1.1
b. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 2: Ping from R2 to PC-A on the R1 LAN.
a. From R2, ping PC-A on the R1 LAN at IP address 192.168.1.3.
R2# ping 192.168.1.3
b. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 3: Display the R1 running config prior to using AutoSecure.
a. Issue the show run command to review the current basic configuration on R1.

b. Are there any security commands related to access control?

Task 2: Use AutoSecure to Secure R1 and Enable CBAC

AutoSecure simplifies the security configuration of a router and hardens the router configuration. In this task,
you run AutoSecure and enable CBAC during the process.

Step 1: Use the AutoSecure 10S feature to enable CBAC.
a. On R1, enter privileged EXEC mode using the enable command.

b. Issue the auto secure command on R1. Respond as shown in the following AutoSecure output to
the AutoSecure questions and prompts. The responses are bolded.

Note: The focus here is the commands generated by AutoSecure for CBAC, so you do not enable all the
potential security features that AutoSecure can provide, such as SSH access. Be sure to respond “yes” to

the prompt Configure CBAC Firewall feature?.

R1# auto secure
--- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of the router, but it will

not make it absolutely resistant to all security attacks ***

AutoSecure will modify the configuration of your device. All configuration
changes will be shown. For a detailed explanation of how the configuration
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changes enhance security and any possible side effects, please refer to
Cisco.com for

Autosecure documentation.

At any prompt you may enter '?' for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

Is this router connected to internet? [no]: Yyes

Enter the number of interfaces facing the internet [1]: 1

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet0/1 192.168.1.1 YES manual up up
Serial0/0/0 10.1.1.1 YES SLARP up up
Serial0/0/1 unassigned YES unset administratively down down

Enter the interface name that is facing the internet: serial0/0/0

Securing Management plane services...

Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing
Disabling gratuitous arp

Here is a sample Security Banner to be shown
at every access to device. Modify it to suit your
enterprise requirements.

Authorized Access only
This system is the property of So-&-So-Enterprise.
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.
You must have explicit permission to access this
device. All activities performed on this device
are logged. Any violations of access policy will result
in disciplinary action.

Enter the security banner {Put the banner between
k and k, where k is any character}:

$ Unauthorized Access Prohibited $

Enable secret is either not configured or
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is the same as enable password
Enter the new enable secret: €isc012345
Confirm the enable secret : Cisc012345
Enter the new enable password: €isc067890
Confirm the enable password: Cisco67890

Configuration of local user database

Enter the username: admin

Enter the password: cisc012345

Confirm the password: cisc0l12345

Configuring AAA local authentication

Configuring Console, Aux and VTY lines for

local authentication, exec-timeout, and transport
Securing device against Login Attacks

Configure the following parameters

Blocking Period when Login Attack detected: 60

Maximum Login failures with the device: 2

Maximum time period for crossing the failed login attempts: 30
Configure SSH server? [yes]: nO

Configuring interface specific AutoSecure services
Disabling the following ip services on all interfaces:

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

Disabling mop on Ethernet interfaces

Securing Forwarding plane services...

Enabling CEF (This might impact the memory requirements for your platform)

Enabling unicast rpf on all interfaces connected
to internet

Configure CBAC Firewall feature? [yes/no]: Yyes
This is the configuration generated:

no service finger

no service pad

no service udp-small-servers
no service tcp-small-servers
service password-encryption
service tcp-keepalives-in
service tcp-keepalives-out
no cdp run

no ip bootp server

no ip http server

no ip finger

no ip source-route

no ip gratuitous-arps

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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no ip identd
banner motd ~C Unauthorized Access Prohibited ~C
security authentication failure rate 10 log
enable secret 5 $15m.deS$SMp5tQr/I8W5VhuQoG6AoAl
enable password 7 05080F1C2243185E415C47
username admin password 7 02050D4808095E731F1A5C
aaa new-model

aaa authentication login local auth local
line con O

login authentication local auth
exec-timeout 5 0

transport output telnet

line aux O

login authentication local auth
exec—-timeout 10 O

transport output telnet

line vty 0 4

login authentication local auth

transport input telnet

line tty 1

login authentication local auth
exec-timeout 15 0

login block-for 60 attempts 2 within 30
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
logging facility local?2

logging trap debugging

service sequence-numbers

logging console critical
logging buffered
interface FastEthernet0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled
interface FastEthernet0/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled
interface Serial0/0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply
interface Serial0/0/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply
interface Vlanl

no ip redirects
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no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled
access-list 100 permit udp any any eq bootpc
interface Serial0/0/0

ip verify unicast source reachable-via rx allow-default 100
ip inspect audit-trail

ip inspect dns-timeout 7

ip inspect tcp idle-time 14400

ip inspect udp idle-time 1800

ip inspect name autosec inspect cuseeme timeout 3600
ip inspect name autosec inspect ftp timeout 3600

ip inspect name autosec inspect http timeout 3600

ip inspect name autosec inspect rcmd timeout 3600

ip inspect name autosec inspect realaudio timeout 3600
ip inspect name autosec inspect smtp timeout 3600

ip inspect name autosec inspect tftp timeout 30

ip inspect name autosec inspect udp timeout 15

ip inspect name autosec inspect tcp timeout 3600

ip access-list extended autosec firewall acl

permit udp any any eq bootpc

deny ip any any

interface Serial0/0/0

ip inspect autosec_ inspect out

ip access-group autosec firewall acl in

|

end

Apply this configuration to running-config? [yes]: Yyes
Applying the config generated to running-config

R1#

000043: *Dec 29 21:28:59.223 UTC: %AUTOSEC-1-MODIFIED: AutoSecure
configuration has been Modified on this device

Step 2: Configure the R1 firewall to allow EIGRP updates.

The AutoSecure CBAC firewall on R1 does not permit EIGRP hellos and neighbor associations to occur and,
therefore, no updates can be sent or received. Because EIGRP updates are blocked, R1 does not know of
the 10.2.2.0/30 or the 192.168.3.0/24 networks, and R2 does not know of the 192.168.1.0/24 network.

Note: When you configure the ZBF firewall on R3 in Part 3 of this lab, CCP gives the option of allowing
EIGRP routing updates to be received by R3.

a.

Display the Extended ACL named autosec_firewall_acl, which is applied to S0/0/0 inbound.

R1# show access-list autosec_firewall acl
Extended IP access list autosec firewall acl
10 permit udp any any eq bootpc
20 deny ip any any (10 matches)

Notice the 10 matches (this number may vary) on ACL line 20. What is this a result of?

Configure R1 to allow EIGRP updates by adding a statement to the Extended ACL
autosec_firewall_acl that permits the EIGRP protocol.

Rl (config)# ip access-list extended autosec_firewall acl
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Rl (config-ext-nacl)# 15 permit eigrp any any
Rl (config-ext-nacl) # end

d. Display the Extended ACL autosec_firewall _acl again.

R1# show access-list autosec_firewall acl
Extended IP access list autosec firewall acl
10 permit udp any any eq bootpc
15 permit eigrp any any (5)
20 deny ip any any (10)

Notice that there is now some EIGRP packet activity for ACL statement 15.

Note: The ip access-1ist command can be used to create and edit both named and numbered ACLs
(both standard and extended). The use of this command allows for the insertion of entries in the ACL by
specifying unused line numbers (as shown in Step 3c). Also, existing lines in the ACL can be removed by
specifying the name or number of the ACL and the then the line number of the entry to be deleted using
the no version of the ACL command.

The ip access-1list command provides greater flexibility than the earlier access-1ist command
and is the preferred method of creating ACLSs, in most cases. With the access-1ist command, a new
ACL entry is, by default, appended to the end of the ACL and the ACL is not editable. Additionally, the
access-1list command cannot be used with named ACLs.

Step 3: Save the running configuration.

Enter privileged EXEC mode using the enable command and provide the enable password cisco12345.

R1# copy run start

Step 4: Scan for open ports on R1 using Nmap from external host PC-C.

a. From external host PC-C, use Nmap-Zenmap to scan R1 at Target IP address 10.1.1.1. Accept the
default Nmap command entered for you in the Command window. Use the Intense scan profile.

b. Click the Scan button to being scanning R1.
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Scan  Jools  Profile  Help

=101 %]

Target: |1IZI.1.1.1 j Prafile: IIntense SCan

Tz

Command; Inmap -PE -PAZ21,23,80,3389 -4 -v -T4 10.1.1.1

Hosts

Service

Mmap Cutput |F'|:|rts [ Hosts |T|:u|:u:u||:n;|§.f |H|:|st Dk ails |5n:ans |

| Inmap -PE -PAZ1,23,80,3389 -4 -v -T4 10.1.1.1 j Details

Starting Mmwap 4.76 [ http: S/ /mmap_ org | at
2009-04-08 18:12 Eastern Daylight Time
Initiating Ping Scan at 18:1Z2
Scatming 10.1.1.1 [E ports]
Completed Ping Scan at 18:12, Z.06s elap=sed (1
total hosts)
Bead data files from: C:Program Files'Nmap
Note: Host seems dowmn. If it is really up, but
bhlocking our ping probes, try -PN
Mmap done: 1 IP address (0 hosts up) scanned in
£.5EZ seconds

Bawr packets sent: 11 (418E) | Rcwd:
(4ZE)
wass_dns: warning: Unable to determine any DHE
sarvers. BReverse DMNE is disabled. Try using —-
system—dns or specify walid servers with —--dns-
Terwers

1

Now that the R1 CBAC firewall is in place, what services are available on R1 and what is the status of R1

from the perspective of external PC-C?

Task 3: Review the AutoSecure CBAC Configuration

Step 1: Review the commands that were delivered to router R1.

a.

Display the running configuration for R1. The AutoSecure output should look similar to that shown in

Task 2, Step 1.

What is the most common command issued that is related to CBAC?

CBAC creates rules to track TCP and UDP flows using the ip inspect name name protocol

command. To what interface is the autosec_inspect name applied and in what direction?

Step 2: Display the protocols available with the ip inspect command.

a. To see the protocols available, enter the ip inspect name name command in global config mode,
followed by a question mark (?).

Note: Most of the protocols listed are application layer protocols. Newer Cisco 10S versions have

more protocols listed.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Rl (config)# ip inspect name autosec_inspect ?

802-11-iapp IEEE 802.11 WLANs WG IAPP
ace-svr ACE Server/Propagation
appfw Application Firewall
appleqgtc Apple QuickTime

bgp Border Gateway Protocol
biff Bliff mail notification
bittorrent bittorrent

<Output Omitted>

b. How many protocols can be configured for inspection?

c. Refer to the running configuration output or the AutoSecure output in Task 2, Step 1. Which protocols
did AutoSecure configure to be inspected as they leave the S0/0/0 interface?

d. To which interface is the ACL autosec_firewall_acl applied and in which direction?

e. What is the purpose of the ACL autosec_firewall_acl?

Task 4: Verify CBAC Functionality
For the protocols identified to be inspected, the CBAC firewall allows return traffic for connections initiated
from the inside, but blocks all other connections from the outside.
Step 1: From PC-A, ping the R1 internal LAN interface.
a. From PC-A, ping R1 interface Fa0/1 at IP address 192.168.1.1.
C:\> ping 192.168.1.1

b. Were the pings successful? Why or why not?

Step 2: From PC-A, ping the R2 external WAN interface.
a. From PC-A, ping the R2 interface S0/0/0 at IP address 10.1.1.2.
C:\> ping 10.1.1.2

b. Were the pings successful? Why or why not?

Step 3: Add ICMP to the autosec_inspect list.
From global config mode, configure R1 to inspect ICMP and allow ICMP echo replies from outside hosts.

Rl (config)# ip inspect name autosec_inspect icmp timeout 5

Step 4: From PC-A, ping the R2 external WAN interface.
a. From PC-A, ping the R2 interface S0/0/0 at IP address 10.1.1.2.
C:\> ping 10.1.1.2

b. Were the pings successful? Why or why not?

c. Remove ICMP from the inspect list. This restores the CBAC configuration to the one generated by
AutoSecure.

Rl (config) # no ip inspect name autosec_inspect icmp timeout 5
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Step 5: Test Telnet access from R2 to R1.
a. From external router R2, telnet to R1 at IP address 10.1.1.1.

R2> telnet 10.1.1.1
Trying 10.1.1.1
% Connection timed out; remote host not responding

b. Was the telnetting successful? Why or why not?

Step 6: Configure R1 to allow Telnet access from external hosts.
a. Display the Extended ACL named autosec_firewall_acl that is applied to S0/0/0 inbound.

R1# show access-list autosec_firewall acl
Extended IP access list autosec firewall acl
10 permit udp any any eq bootpc
15 permit eigrp any any (15)
20 deny ip any any (57 matches)

b. Notice the 57 matches on ACL line 20. What is this a result of?

c. Configure R1 to allow Telnet access by adding a statement to the Extended ACL autosec_firewall_acl
that permits TCP port 23 (Telnet).

Rl (config)# ip access-list extended autosec_firewall acl
Rl (config-ext-nacl)# 18 permit tcp any any eq 23
Rl (config-ext-nacl)# end

d. From external router R2, telnet again to R1 at IP address 10.1.1.1.
R2> telnet 10.1.1.1
Trying 10.1.1.1 ... Open
Unauthorized Access Prohibited

User Access Verification

Username: admin
Password: ciscol2345

R1>
e. From the Telnet session on R1, display the modified Extended ACL autosec_firewall_acl.

R1> show access-list autosec_firewall acl
Extended IP access list autosec firewall acl
10 permit udp any any eq bootpc
15 permit eigrp any any (25)
18 permit tcp any any eq telnet (12 matches)
20 deny ip any any (57 matches)

f. Notice the new line 18 in the ACL and the 12 matches. What is this a result of?

g. Remove Telnet external access from the R1 firewall ACL.

Rl (config)# ip access-list extended autosec_firewall acl
Rl (config-ext-nacl) # no 18 permit tcp any any eq telnet
Rl (config-ext-nacl) # end

Note: SSH is recommended instead of Telnet, because it provides a more secure way to allow remote
administration access to a router or other networking devices. SSH provides encrypted communication;
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however, some additional configuration is required to support the SSH connection. Refer to Chapter 2 Lab A
for the procedure to enable SSH. For added security, configure SSH as the only input transport on the vty
lines and remove Telnet as an input transport. Allowing SSH access to R1 from external hosts also requires

adding a statement to the Extended ACL autosec_firewall _acl that permits TCP port 22 (SSH).

Step 7: Test Telnet access from internal PC-A to external router R2.

a. From PC-A, telnet to R2 at IP address 10.1.1.2.
C:\> telnet 10.1.1.2

b. Was the Telnet attempt successful? Why or why not?

o

Log in to R2 by providing the vty password of ciscovtypass.

d. Leave the Telnet session open.
Task 5: Verify CBAC Configuration and Operation

Step 1: Display CBAC inspection information.

a. Usethe show ip inspect all command to see the configuration and inspection status.

Note: The end of the command output shows the established sessions and the inspected TCP Telnet

connection between PC-A and R2.

R1# show ip inspect all
Session audit trail is enabled
Session alert is enabled

one-minute (sampling period) thresholds are [unlimited : unlimited]

connections
max-incomplete sessions thresholds are [unlimited : unlimited]

max-incomplete tcp connections per host is unlimited. Block-time 0 minute.

tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec
tcp idle-time is 14400 sec -- udp idle-time is 1800 sec

tcp reassembly queue length 16; timeout 5 sec; memory-limit 1024 kilo bytes

dns-timeout is 7 sec
Inspection Rule Configuration
Inspection name autosec inspect

cuseeme alert is on audit-trail is on timeout 3600
ftp alert is on audit-trail is on timeout 3600
http alert is on audit-trail is on timeout 3600
rcmd alert is on audit-trail is on timeout 3600
rcmd alert is on audit-trail is on timeout 3600

smtp max-data 20000000 alert is on audit-trail is on timeout 3600

tftp alert is on audit-trail is on timeout 30
udp alert is on audit-trail is on timeout 15
tcp alert is on audit-trail is on timeout 3600

Interface Configuration
Interface Serial0/0/0
Inbound inspection rule is not set
Outgoing inspection rule is autosec inspect
cuseeme alert is on audit-trail is on timeout 3600
ftp alert is on audit-trail is on timeout 3600
http alert is on audit-trail is on timeout 3600
rcmd alert is on audit-trail is on timeout 3600
realaudio alert is on audit-trail is on timeout 3600

smtp max-data 20000000 alert is on audit-trail is on timeout 3600

tftp alert is on audit-trail is on timeout 30
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udp alert is on audit-trail is on timeout 15

tcp alert is on audit-trail is on timeout 3600
Inbound access list is autosec firewall acl
Outgoing access list is not set

Established Sessions
Session 6556C128 (192.168.1.3:1185)=>(10.1.1.2:23) tcp SIS_OPEN

b. Inthe Established Sessions section, what is the source IP address and port number for Session
655C1287?

c. What is the destination IP address and port number for Session 655C1287?

Step 2: View detailed session information.

a. View detailed session information using the show ip inspect sessions detail command on
R1.

R1# show ip inspect sessions detail
Established Sessions
Session 6556C128 (192.168.1.3:1185)=>(10.1.1.2:23) tcp SIS OPEN
Created 00:00:09, Last heard 00:00:02
Bytes sent (initiator:responder) [45:154]
In SID 10.1.1.2[23:23]=>192.168.1.3[1185:1185] on ACL autosec_ firewall acl
(19 matches)

b. Close the Telnet connection when you are finished verifying CBAC operation.

Part 3: Configuring a Zone-Based Firewall (ZBF) Using CCP
In Part 3 of this lab, you configure a zone-based firewall (ZBF) on R3 by using CCP.

Task 1: Verify Access to the R3 LAN from R2
In this task, you verify that with no firewall in place, external router R2 can access the R3 S0/0/1 interface and
PC-C on the R3 internal LAN.
Step 1: Ping from R2 to R3.
a. From R2, ping the R3 interface S0/0/1 at IP address 10.2.2.1.
R2# ping 10.2.2.1

b. Were the results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 2: Ping from R2 to PC-C on the R3 LAN.
a. From R2, ping PC-C on the R3 LAN at IP address 192.168.3.3.
R2# ping 192.168.3.3
b. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 3: Display the R3 running config prior to starting CCP.

a. Issue the show run command to review the current basic configuration on R3.
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b.

Verify the R3 basic configuration as performed in Part 1 of the lab. Are there any security commands
related to access control?

Task 2: Create a Zone-Based Policy Firewall
In this task, you use CCP to create a zone-based policy firewall on R3.

Step 1: Configure the enable secret password and HTTP router access prior to starting CCP.

a.

From the CLI, configure the enable secret password for use with CCP on R3.
R3(config) # enable secret ciscol2345
Enable the HTTP server on R3.
R3(config)# ip http server
Add admin user to the local database.
R3(config)# username admin privilege 15 secret ciscol2345
Have CCP use the local database to authenticate web sessions.

R3(config)# ip http authentication local

Step 2: Access CCP and discover R3.

a.

Start CCP on PC-C. In the Manage Devices window, add R3 IP address 192.168.3.1 in the first IP
address field. Enter admin in the Username field, and cisco12345 in the Password field.

At the CCP Dashboard, click the Discover button to discover and connect to R3. If discovery fails,
click the Discovery Details button to determine the problem.

Step 3: Use the CCP Firewall wizard to configure a zone-based firewall.

a.

b.

Click on Monitor > Security > Firewall Status. What is the state of the Firewall Policies?

Click Configure > Security > Firewall > Firewall, read through the overview descriptions for the
Basic and Advanced Firewall options. What are some of the key differences?
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Inside Outside
» (3 Firevall Components Jse Basic Firewall wizard to apply pre-defined rules to [==)
» B2 VPN srotect your private network from the most common
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“Flash File Management ~ N
Switch to Classic Firewall
-/ Configuration Editor
Save Configuration to PC
Write to Startup Configuration
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Choose Basic Firewall and click the Launch the selected task button.

d. Inthe Basic Firewall Configuration Wizard window, familiarize yourself with what the Basic Firewall

does. What does the Basic Firewall do with traffic from outside zones to inside zones?
e. Click Next to continue.

f. Check the Inside (trusted) check box for Fast Ethernet0/1 and the Outside (untrusted) check box

for Serial0/0/1. Click Next.
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r A
Firewall Wizard e - - — ﬂ

Firewall Wizard

Basic Firewall Interface Configuration

Select inside(trusted) and outside({untrusted) interfaces. You can select one or
maore insideftrusted) and outside{untrusted) interfaces.

MNote: Do not select the interface through which you accessed Cisco CP as the
outside {untrusted) interface. Ifyou do, you will not be ahle to launch Cisco CP
from that interface after you complete the Firewall Wizard.

interface outside{untrusted) ' insidedtrusted) |
FastEthernet0/1 I v
Serial0/0/1 v - L]

[~ Allow secure Cisco CP access from outside interfaces

<Back | Next> | rinish | cancel| Heip |

g. Click OK when the warning is displayed informing you that you cannot launch CCP from the S0/0/1
interface after the Firewall wizard completes.

h. Move the slider between High, Medium, and Low security to familiarize yourself with what each
provides. What is the main difference between High security and Medium or Low security?

i. Move the slider to Low Security and click the Preview Commands button to preview the commands
that are delivered to the router. When you are finished reviewing the commands, click Close and then
click Next.

j-  Review the Firewall Configuration Summary. What does this display provide?

k. Click Finish to complete the Firewall wizard.

I.  When the Routing traffic configuration window displays, ensure that the check box Allow EIGRP
updates come through the firewall is checked and click OK.

Note: This screen only displays if a dynamic routing protocol is configured.
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Routing traffic configuration

Routing traffic options
Cisca CF detects that you hawe the fallowing rauting
protocol(s) configured an the outside{untrusted) interface
{Serial0nme.

-

-

[+ Allow EIGRP updates come through the firewall

Ok Cancel Help

m. What would happen if this box was not checked?

n. In addition to EIGRP, for what other routing protocols does the firewall allow updates?

0. Inthe Deliver Configuration to Router window, make sure that the Save Running Config to Router’s
Startup Config check box is checked and click Deliver.

p. Click OK in the Commands Delivery Status window. How many commands were generated by the
Firewall wizard?

g. Click OK to display the message that you have successfully configured a firewall on the router. Click
OK to close the message window.

r. The Edit Firewall Policy window displays with the Rule Diagram.
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s. Inthe Rule Diagram, locate access list 100 (folder icon). What action is taken and what rule options
are applied for traffic with an invalid source address in the 127.0.0.0/8 address range?

Task 3: Review the Zone-Based Firewall Configuration

Step 1: Examine the R3 running configuration with the CLI.

a. From the R3 CLlI, display the running configuration to view the changes that the CCP Basic Firewall
wizard made to the router.

b. The following commands are related to ACL 100 and class-map ccp-invalid-source.

class-map type inspect match-all ccp-invalid-src
match access-group 100

policy-map type inspect ccp-inspect
class type inspect ccp-invalid-src
drop log

<output omitted>

access-list 100 remark CCP_ACL Category=128
access-list 100 permit ip host 255.255.255.255 any
access-1list 100 permit ip 127.0.0.0 0.255.255.255 any
access-1list 100 permit ip 10.2.2.0 0.0.0.3 any

c. In ACL 100, notice that the source addresses listed are permitted. The ACL uses permit statements
to identify these addresses as a group so that they can be matched with the class-map type
inspect match-all ccp-invalid-src command and then dropped and logged by the class
type inspect ccp-invalid-src command, which is one of the class types specified for the
ccp-inspect policy-map.

d. Issue the command show run | beg EIGRP to display the running configuration beginning with
the line that contains the first occurrence of the text “EIGRP”. Continue to press Enter until you see
all the commands in the firewall configuration that are related to EIGRP routing protocol updates on
R3. You should see the following commands:

class-map type inspect match-any SDM EIGRP

match access-group name SDM EIGRP

class-map type inspect match-any SDM EIGRP TRAFFIC
match class-map SDM EIGRP

class-map type inspect match-all SDM EIGRP_PT

policy-map type inspect ccp-permit
class type inspect SDM EIGRP PT
pass
class class—-default
drop

Step 2: Use CCP to examine the R3 firewall configuration.

a. Click the Configure button and choose Router > ACL > Firewall Rules. There should be an ACL
that lists fake source addresses, such as the broadcast address of 255.255.255.255 and the
127.0.0.0/8 network. These were identified in the running configuration output in Task 3, Step 1b.

b. Click the Configure button and choose Security > Firewall > Firewall Components > Zones to
verify the zones configuration. What interfaces are listed and in what zone is each?

c. Click Configure and choose Security > Firewall > Firewall Components > Zones Pairs to verify
the zone pairs configuration. Fill in the following information.
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Zone Pair Source Destination Policy

d. What is C3PL short for?

e. Click Configure and choose Security > C3PL > Class Map > Inspection. How many class maps
were created by the CCP Firewall wizard?

f. Choose Security > C3PL > Policy Map > Protocol Inspection. How many policy maps were
created by the CCP Firewall wizard?

g. Examine the details for the policy map ccp-permit that is applied to the ccp-zp-out-self zone pair. Fill

in the information below. List the action for the traffic matching each of the class maps referenced
within the ccp-permit policy map.

Match Class Name: Action:
Match Class Name: Action:

Task 4: Verify EIGRP Routing Functionality on R3

Step 1: Display the R3 routing table using the CLI.

a.

b.

In Task 2, Step 3, the Firewall wizard configured the router to allow EIGRP updates. Verify that
EIGRP messages are still being exchanged using the show ip route command and verify that
there are still EIGRP learned routes in the routing table.

R3# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
<Output omitted>

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 2 subnets
C 10.2.2.0 is directly connected, Serial0/0/1
D 10.1.1.0 [90/21024000] wvia 10.2.2.2, 00:34:12, Serial0/0/1
D 192.168.1.0/24 [90/21026560] wvia 10.2.2.2, 00:32:16, Serial0/0/1
C 192.168.3.0/24 is directly connected, FastEthernet0/1

Which networks has R3 learned via the EIGRP routing protocol?

Task 5: Verify Zone-Based Firewall Functionality

Step 1: From PC-C, ping the R3 internal LAN interface.

a.

b.

From PC-C, ping the R3 interface Fa0/1 at IP address 192.168.3.1.
C:\> ping 192.168.3.1

Were the pings successful? Why or why not?

Step 2: From PC-C, ping the R2 external WAN interface.

a.

From PC-C, ping the R2 interface S0/0/1 at IP address 10.2.2.2.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 27 of 32



CCNA Security

C:\> ping 10.2.2.2

b. Were the pings successful? Why or why not?

Step 3: From R2 ping PC-C.
a. From external router R2, ping PC-C at IP address 192.168.3.3.
R2# ping 192.168.3.3

b. Were the pings successful? Why or why not?

Step 4: Telnet from R2 to R3.

a. From router R2, telnet to R3 at IP address 10.2.2.1.
R2# telnet 10.2.2.1
Trying 10.2.2.1 ... Open

Trying 10.2.2.1

o)

% Connection timed out; remote host not responding

b. Why was telnetting unsuccessful?

Step 5: Telnet from internal PC-C to external router R2.

a. From PC-C on the R3 internal LAN, telnet to R2 at IP address 10.2.2.2 and log in.
C:\> telnet 10.2.2.2

User Access verification
Password: ciscovtypass

b. With the Telnet session open from PC-C to R2, enter privileged EXEC mode with the enable
command and password cisc012345.

C. Issue the command show policy-map type inspect zone-pair session on R3. Continue
pressing Enter until you see an Inspect Established session section toward the end. Your output
should look similar to the following.

Inspect
Number of Established Sessions = 1

Established Sessions
Session 657344C0 (192.168.3.3:1274)=>(10.2.2.2:23) tacacs:tcp

SIS OPEN
Created 00:01:20, Last heard 00:01:13
Bytes sent (initiator:responder) [45:65]

d. Inthe Established Sessions in the output, what is the source IP address and port number for Session
657344C0?

e. What is the destination IP address and port number for Session 657344C0?

Step 6: Use CCP Monitor to verify the ZBF function.
a. From CCP, click the Monitor button at the top of the screen and choose Security > Firewall Status.

b. Choose the ccp-zp-out-self policy from the list of policies. This policy applies to traffic from the
outside zone to the router (self) zone.
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c. Verify that Active Sessions is selected and that the view interval is set to Real-time data every 10
sec. Click the Monitor Policy button to start monitoring traffic from outside the zone to inside the

zZone.
- =B g‘
Apprtion Help =
| () Home || 408 configure | :M montor | | ofe ‘{ @ @ Cisco Configuration Professional '::Il's'élc;' |
Select Community Member: )
«  Monitor > Security > Firewall Status @

o) 7% Firewall Status

v E3Router
. Select the firewall policy to view details
[) overview
[ Interface Status Zone-pair Name [ Policy Name [ source zone [ Destination zane
[ Logging cep-zp-self-out cep-permit-icmpreply self out-zone
3 i cep-zp-in-out cep-inspect in-zone out-zone
g Trattic St cop-zp-out-self cop-permit gui-zone self

[ Qos status
[} Performance Routing

v £5 Security ViewInterval:  Real-time data every 10 sec ~  Stop Monitoring
|| Firevall Status

» (3 VPN Status

o Active Sessions
é Dropped Packets
& Allowed Packets

1S Status Traffic Type I Source IP Destination IP

[} NAC status
[ 802.1x Status

» (&3 Traffic Monitoring

Utilities
/Flash File Management
4 Configuration Editor

£/ Save Configuration to PC

/' Write to Startup Configuration

#/*Telnet

/' Reload Device

/*Ping and Traceroute

d. From the R2 CLI, ping the R3 S0/0/1 interface at IP address 10.2.2.1. The pings should fail.

e. From the R2 CLI, telnet to the R3 S0/0/1 interface at IP address 10.2.2.1. The Telnet attempt should
fail.

f. Click the Dropped Packets option and observe the graph showing the number of dropped packets
resulting from the failed ping and Telnet attempts. Your screen should look similar to the one below.
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Application  Help

| @ Home || O Configure | B8 Monitor ] ‘ ’;;‘
Selact Community Member:

192.168.3.1 | v «  Monitor > Security > Firewall Status @
[Pl - Firewall status

Select the firewall policy to view details

(&) Cisco Configuration Professional alali
cisco

v B3 Router

[) overview
[ Interface Status Zone-pair Name | Palicy Name | Source Zone | Destination Zone
‘ [2) Logging cep-zp-self-out cep-permit-icmpreply self out-zone
e cep-zp-in-out cep-inspect in-zone out-zone
> reaffic Status cop-zp-out-self cop-permit aut-zone self

[ Qos status

[}) Performance Routing
v E5 Security

View Interval:  Real-time data every 10 sec ~  Stop Monitoring|

| Firevall Status

[ 1Ps status % Active Sessions

i - Y. d0ronped Packets
ELRAC Stete Allowed Packets

' » (33 VPN Status
_" 802.1x Status

efault 37
» (53 Traffic Monitoring

Utilities
“Flash File Management A
Configuration Editor

/¥ Save Configuration to PC

/* Write to Startup Configuration

' Telnet Traffic Type Packets Dropped Bytes Dropped -
o et }J\ Class Based Traffic
| class-default 37 27988 54
Ping and Traceroute |
=, L=

g. Click the Allowed Packets option and observe the graph showing the number of EIGRP packets

received from router R3. This number will continue to grow at a steady pace as EIGRP updates are
received from R2.
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Application  Help

l/Q-\ Home || (O Configure | Monitor ] ‘ ’;é‘
Select Community Member:

«

¥ 5 Router

|_] Overview

Monitor > Security > Firewall Status

= [ B [ |

Cisco Configuration Professional

(A]) 7 Firewall Status

Selectthe firewall policy to view details

il
Cisco

@

[} Interface Status
[ Logging
» (3 Traffic Status

[[] Qos status

|} Performance Routing

v E5 Security
|| Firevall Status
» [ VPN Status
[ 1Ps status
[} NAC status
[ 802.1x Status

» (33 Traffic Monitoring

Utilities

“Flash File Management

Configuration Editor

/*Save Configuration to PC

/¥ Write to Startup Configuration

“Telnet

Reload Device

Ping and Traceroute

s —

Zone-pair Name [ Policy Name [ source zone [ pestination Zone
ccp-zp-self-out cop-permit-icmpreply self out-zone
cep-zp-in-out cep-inspect in-zane out-zone
cop-zp-out-self cep-permit out-zone self

View Interval:  Real-time data every 10 sec

%% Active Sessions
& Dropped Packets

B lloved Packets

- Stop Monitoring|

Traffic Type

Class Based Traffic
SDM_EIGRP_PT

Packets Allowed

619

M SDM EIGRP PT 619

Bytes Allowed

24760

h. Click the Stop Monitoring button and close CCP.

Reflection

What are some factors to consider when configuring firewalls using traditional manual CLI methods compared
to using the automated AutoSecure CBAC and the CCP Firewall wizard GUI methods?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 31 of 32



CCNA Security

Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface

Ethernet Interface

Serial Interface

Serial Interface

#1 #2 #1 #2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)
2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco I0OS commands to
represent the interface.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 32 of 32



CCNA Security Cisco Eiﬁ:ﬁarekér:gl:ﬁcademy

Chapter 5 Lab A: Configuring an Intrusion Prevention System
(IPS) Using the CLI and CCP

Topology

Fa0/6 Fa0/18

192.168.1.0/24 192.168.3.0/24

PC-A
=l

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
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IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway | Switch Port

R1 FAO/1 192.168.1.1 255.255.255.0 N/A S1 FAO0/5
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A N/A

R3 FAO/1 192.168.3.1 255.255.255.0 N/A S3 FA0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 FA0/6

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 FA0/18

Objectives

Part 1: Basic Router Configuration

e Configure hostname, interface IP addresses and access passwords.

e Configure the static routing.

Part 2: Use CLI to configure an 10S Intrusion Prevention System (IPS)

e Configure I0S IPS using CLI.

e Modify IPS Signatures.

¢ Examine the resulting IPS configuration.

o Verify IPS functionality.

e Log IPS messages to a syslog server.

Part 3: Configuring an Intrusion Prevention System (IPS) using CCP

e Configure IPS using CCP.

e Modify IPS signatures.

e Examine the resulting IPS configuration.

e Use a scanning tool to simulate an attack.

e Use the CCP Monitor to verify IPS functionality.

Background

In this lab, you configure the Cisco 10S Intrusion Prevention System (IPS), which is part of the Cisco I0S
Firewall feature set. IPS examines certain attack patterns and alerts or mitigates when those patterns occur.
IPS alone is not enough to make a router into a secure Internet firewall, but in addition to other security

features, it can be a powerful defense.

You will configure IPS using the Cisco IOS CLI on one router and CCP on another router, and then test IPS
functionality on both routers. You will load the IPS Signature package from a TFTP server and configure the
public crypto key using the Cisco IOS CLI and CCP.
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Note: The router commands and output in this lab are from a Cisco 1841 using Cisco 10S Release 12.4(20)T
(Advanced IP image). Other routers and Cisco I0S versions can be used. See the Router Interface Summary
table at the end of the lab to determine which interface identifiers to use based on the equipment in the lab.
Depending on the model of the router and Cisco IOS version, the available commands and the output
produced might vary from what is shown in this lab.

Note: Make sure that the routers and the switches have been erased and have no startup configurations.

Required Resources

e 2 routers (Cisco 1841 with Cisco I0OS Release 12.4(20)T1 and 192MB DRAM or comparable routers)
e 1 router (R2) Cisco 1841 with Cisco I0S Release 12.4(20)T1 or comparable
e 2 switches (Cisco 2960 or comparable)

e PC-A: Windows XP, Vista or Windows 7 with syslog and TFTP servers and the SuperScan tool
(optional)

e PC-C: Windows XP, Vista or Windows 7 with Java 6 Standard Edition, CCP 2.5, syslog, and TFTP
servers, and the SuperScan tool (optional)

e Serial and Ethernet cables as shown in the topology
e Rollover cables to configure the routers via the console

e IPS Signature package and public crypto key files on PC-A and PC-C (provided by instructor)

CCP Notes:
e Refer to Chp 00 Lab A for instructions on how to install CCP. Hardware/software recommendations
for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up to 1.6.0_21,
Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.

e |f the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e Inorder to run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.

Part 1: Basic Router Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings such as host names,
interface IP addresses, static routing, device access, and passwords.

Note: Perform all tasks on routers R1, R2, and R3. The procedure for R1 is shown here as an example.

Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram and cable as necessary.

Step 2: Configure the basic settings for each router.
a. Configure the host names as shown in the topology.

b. Configure the interface IP addresses as shown in the IP addressing table.
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c. Configure a clock rate for serial router interfaces with a DCE serial cable attached.

Rl (config)# interface S0/0/0
Rl (config-if) # clock rate 64000

d. To prevent the router from attempting to translate incorrectly entered commands, disable DNS
lookup.

Rl (config)# no ip domain-lookup

Step 3: Configure static routing on the routers.
a. Configure a static default route from R1 to R2 and from R3 to R2.

b. Configure a static route from R2 to the R1 LAN and from R2 to the R3 LAN.

Step 4: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for PC-A and PC-C, as shown in the IP
addressing table.

Step 5: Verify basic network connectivity.

a. Pingfrom R1to R3.
Were the results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.

b. Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.
Were the results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-A to PC-C, you have demonstrated that the static routing protocol is configured

and functioning correctly. If you cannot ping but the device interfaces are up and IP addresses are correct,
use the show run and show ip route commands to identify routing protocol-related problems.

Step 6: Configure and encrypt passwords.

Note: Passwords in this task are set to a minimum of 10 characters but are relatively simple for the
benefit of performing the lab. More complex passwords are recommended in a production network.

a. Configure a minimum password length using the security passwords command to set a
minimum password length of 10 characters.

Rl (config)# security passwords min-length 10

b. Configure a console password and enable login for router R1. For additional security, the exec-
timeout command causes the line to log out after 5 minutes of inactivity. The logging
synchronous command prevents console messages from interrupting command entry.

Note: To avoid repetitive logins during this lab, the exec-timeout command can be setto 0 0,
which prevents it from expiring. However, this is not considered to be a good security practice.

Rl (config)# line console 0
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R1
R1
R1
R1

config-line
config-line
config-line
config-line

# password ciscoconpass
# exec-timeout 5 0

# login

# logging synchronous

o~ e~~~
—_— — — ~—

c. Configure a password for the aux port for router R1.

Rl (config)# line aux O

Rl (config-line)# password ciscoauxpass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

d. Configure the password on the vty lines for router R1.

Rl (config)# line vty 0 4

Rl (config-line) # password ciscovtypass
Rl (config-line)# exec-timeout 5 0

Rl (config-line)# login

e. Encrypt the console, aux, and vty clear text passwords.

Rl (config)# service password-encryption

f. Issue the show run command. Can you read the console, aux, and vty passwords? Why or why
not?

Step 7: Save the basic configurations for all three routers.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config

Part 2: Configuring IPS Using the Cisco 10S CLI

In Part 2 of this lab, you configure IPS on R1 using the Cisco I0OS CLI. You then review and test the resulting
configuration.

Task 1: Verify Access to the R1 LAN from R2

In this task, you verify that without IPS configured, the external router R2 can ping the R1 S0/0/0 interface and
PC-A on the R1 internal LAN.

Step 1: Ping from R2 to R1.

a. From R2, ping R1 interface S0/0/0 at IP address 10.1.1.1.
R2# ping 10.1.1.1

b. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 2: Ping from R2 to PC-A on the R1 LAN.

a. From R2, ping PC-A on the R1 LAN at IP address 192.168.1.3.
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R2# ping 192.168.1.3

b. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 3: Display the R1 running config prior to configuring IPS.
a. Issue the show run command to review the current basic configuration on R1.

b. Are there any security commands related to IPS?

Task 2: Prepare the Router and TFTP Server

Step 1: Verify the availability of Cisco 10S IPS files.

To configure Cisco 10S IPS 5.x, the 10S IPS Signature package file and public crypto key file must be
available on PC-A. Check with your instructor if these files are not on the PC. These files can be downloaded
from Cisco.com with a valid user account that has proper authorization.

a. Verify that the 10S-Sxxx-CLI.pkg file is in a TFTP folder. This is the signature package. The xxx is the
version number and varies depending on which file was downloaded.

b. Verify that the realm-cisco.pub.key.txt file is available and note its location on PC-A. This is the public
crypto key used by IOS IPS.

Step 2: Verify or create the IPS directory in router flash on R1.

In this step, you verify the existence of, or create a directory in, the router flash memory where the
required signature files and configurations will be stored.

Note: Alternatively, you can use a USB flash drive connected to the router USB port to store the
signature files and configurations. The USB flash drive needs to remain connected to the router USB port
if it is used as the 10S IPS configuration directory location. IOS IPS also supports any Cisco I0S file
system as its configuration location with proper write access.

a. From the R1 CLI, display the contents of flash memory using the show £lash command and check
for the ipsdir directory.

R1# show flash
b. If the ipsdir directory is not listed, create it in privileged EXEC mode.

R1# mkdir ipsdir
Create directory filename [ipsdir]? Press Enter
Created dir flash:ipsdir

Note: If the directory already exists, the following message displays.
$Error Creating dir flash:ipsdir (Can't create a file that exists)

c. From the R1 CLI, verify that the directory is present using the dir flash: ordir flash:ipsdir
command.

R1# dir flash:
Directory of flash:/
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5 -rw- 37081324 Dec 17 2008 21:57:10 +00:00 c1841-
advipservicesk9-mz.124-20.T1.bin
6 drw- 0] Jan 6 2009 11:19:14 +00:00 ipsdir

or
R1# dir flash:ipsdir

Directory of flash:/ipsdir/

No files in directory

Note: The directory exists, but there are currently no files in it.

Task 3: Configuring the IPS Crypto Key

The crypto key verifies the digital signature for the master signature file (sigdef-default.xml). The contents are
signed by a Cisco private key to guarantee the authenticity and integrity at every release.

Note: The following instructions use Notepad as the text editor and HyperTerminal as the terminal emulation
program. Another text editor and terminal emulation program can be used.

Step 1: Locate and open the crypto key file.

On PC-A, locate the crypto key file named realm-cisco.pub.key.txt and open it using Notepad or another
text editor. The contents should look similar to the following:

crypto key pubkey-chain rsa
named-key realm-cisco.pub signature
key-string
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 ABAF124A D6CCT7A24 5097A975 206BE3A2 06FBAL13F 6F12CB5B 4E441F16
17E630D5 C02AC252 912BE27F 37FDDI9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADC1l 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7AS5EDE3 0298AF03 DED7AS5B8 9479039D 20F30663 9AC64B93 CO0112A35
FE3F0C87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6DI9CC8E3 FOB08B85
50437722 FFBE85BY9 5E4189FF CC189CB9 69C46F9C A84DFBAS 7AOAF99E AD768C36
006CF498 079F88F8 A3B3FB1F 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3
F3020301 0001
quit

Step 2: Copy the contents of the text file.
a. From the Notepad menu bar, choose Edit > Select All.

b. Choose Edit > Copy (or press Ctrl+C).

Step 3: Apply the contents of the text file to the router.
a. Atthe R1 privileged EXEC prompt, enter global config mode using the config t command.

b. With the cursor at the R1 (config) # prompt, paste the text file contents from HyperTerminal by right-
clicking and selecting Paste to Host from the context menu. Alternatively, you can select Edit >
Paste to Host from the HyperTerminal menu bar.
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c. Exit global config mode and issue the show run command to confirm that the crypto key is
configured.

Task 4: Configure IPS

Step 1: Create an IPS rule.

a. OnR1, create an IPS rule name using the ip ips name name command in global configuration
mode. Name the IPS rule iosips. This will be used later on an interface to enable IPS.

Rl (config) # ip ips name iosips

b. You can specify an optional extended or standard access control list (ACL) to filter the traffic that will
be scanned by this rule name. All traffic that is permitted by the ACL is subject to inspection by the
IPS. Traffic that is denied by the ACL is not inspected by the IPS.

c. To see the options available for specifying an ACL with the rule name, use the ip ips name
command and the CLI help function (?).

Rl (config) # ip ips name ips list ?
<1-199> Numbered access list
WORD Named access list

Step 2: Configure the IPS Signature storage location in router flash memory.

The IPS files will be stored in the ipsdir directory that was created in Task 2, Step 2. Configure the location
using the ip ips config location command.

Rl (config)# ip ips config location flash:ipsdir
Step 3: Enable IPS SDEE event notification.

The Cisco Security Device Event Exchange (SDEE) server is a Simple Object Access Protocol (SOAP)
based, intrusion detection system (IDS) alert format and transport protocol specification. SDEE replaces
Cisco RDEP.

To use SDEE, the HTTP server must be enabled with the ip http server command. If the HTTP server is
not enabled, the router cannot respond to the SDEE clients because it cannot see the requests. SDEE
notification is disabled by default and must be explicitly enabled.

Note: CCP Monitor uses HTTP and SDEE to capture IPS events.

To enable SDEE, use the following command.

Rl (config) # ip ips notify sdee
Step 4: Enable IPS syslog support.

IOS IPS also supports the use of syslog to send event notification. SDEE and syslog can be used
independently or enabled at the same time to send IOS IPS event notification. Syslog notification is enabled
by default.

a. If console logging is enabled, you see IPS syslog messages. Enable syslog if it is not enabled.

Rl (config)# ip ips notify log
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b. Use the show clock command to verify the current time and date for the router. Use the clock
set command from privileged EXEC mode to reset the clock if necessary. The following is an
example of how to set the clock.

R1# clock set 01:20:00 6 january 2009

c. Verify that the timestamp service for logging is enabled on the router using the show run command.
Enable the timestamp service if it is not enabled.

Rl (config)# service timestamps log datetime msec
d. To send log messages to the syslog server on PC-A, use the following command:
Rl (config)# logging 192.168.1.3
e. To see the type and level of logging enabled on R1, use the show logging command.
R1# show logging
Note: Verify that you have connectivity between R1 and PC-A by pinging from PC-A to the R1 Fa0/1 interface
IP address 192.168.1.1. If it is not successful, troubleshoot as necessary before continuing.

The next step describes how to download one of the freeware syslog servers if one is not available on PC-A.

Step 5: (Optional) Download and start the syslog server.

If a syslog server is not currently available on PC-A, you can download the latest version of Kiwi from
http://www.kiwisyslog.com or Tftpd32 from http://tftpd32.jounin.net/. If the syslog server is available on the
PC, go to Step 6.

Note: This lab uses the Tftpd32 syslog server.

Start the syslog server software on PC-A if you want to send log messages to it.

Step 6: Configure I0S IPS to use one of the pre-defined signature categories.

I0S IPS with Cisco 5.x format signatures operates with signature categories, just like Cisco IPS appliances
do. All signatures are pregrouped into categories, and the categories are hierarchical. This helps classify
signatures for easy grouping and tuning.

Warning: The “all” signature category contains all signatures in a signature release. Because 10S IPS cannot
compile and use all the signatures contained in a signature release at one time, do not unretire the “all”
category. Otherwise, the router will run out of memory.

Note: When configuring 10S IPS, it is required to first retire all the signatures in the “all” category and then
unretire selected signature categories.

In the following example, all signatures in the “all” category are retired, and then the “ios_ips basic” category
is unretired.

R1
R1
R1
R1
R1
R1

config)# ip ips signature-category
config-ips-category)# category all
config-ips-category-action)# retired true
config-ips-category-action) # exit
config-ips-category)# category ios_ips basic
config-ips-category-action)# retired false

Rl (config-ips-category-action) # exit

Rl (config-ips-category) # exit

Do you want to accept these changes? [confirm] <Enter>

o~~~ o~~~ o~ —~
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Jan 6 01:32:37.983: Applying Category configuration to signatures
Step 7: Apply the IPS rule to an interface.

a. Apply the IPS rule to an interface with the ip ips name direction command in interface
configuration mode. Apply the rule you just created inbound on the S0/0/0 interface. After you enable
IPS, some log messages will be sent to the console line indicating that the IPS engines are being
initialized.

Note: The direction in means that IPS inspects only traffic going into the interface. Similarly, out
means only traffic going out the interface. To enable IPS to inspect both in and out traffic, enter the
IPS rule name for in and out separately on the same interface.

Rl (config)# interface serial0/0/0
Rl (config-if) # ip ips iosips in

Jan 6 03:03:30.495: %IPS-6-ENGINE BUILDS STARTED: 03:03:30 UTC Jan 6
2008

Jan 6 03:03:30.495: %IPS-6-ENGINE BUILDING: atomic-ip - 3 signatures - 1
of 13 engines

Jan 6 03:03:30.511: %IPS-6-ENGINE READY: atomic-ip - build time 16 ms -
packets for this engine will be scanned

Jan 6 03:03:30.511: %IPS-6-ALL ENGINE BUILDS COMPLETE: elapsed time 16 ms

The message also displays on the syslog server if it is enabled. The Tftpd32 syslog server is shown here.

Wﬂ-—i@_ﬁl

Current Directory | C:\Pragram FileshT ftpd32 ~| Browse |
Server interfaces |192.1EB.‘I.3 ﬂ Shaow Dir |
Tftp Server ] Titp Client ] DHCP server  Syslog server ‘ Log viewer
tet fram date
<190:70: Jan 6 03:032:30.495: XIPS-E-ENGINE_BUILDS_STARTED: 00230 UTC Jan & 2003 192.168.1.1 0B/ 15:04:35,
<190:71: Jan B 03:03:30.495; %IPS-6-ENGIME_BUILDIMG: atomic-ip - 3 signatures - 1 of 13 engines 132.168.1.1 06/01 15:04:35...
<190: 72 Jan 603:03:30.511: ZIPS-6-ENGIME_READY: atomic-ip - build time 16 ms - packets for this ... 192.168.1.1 06/01 15:04:35....
<190:73: Jan B 03:02:30.511: %IPSE-ALL_EMGIME_BUILDS_COMPLETE: elapsed time 16 ms 192.168.1.1 0B/ 15:04:35,
Clear | Copy
About | Settings Help

b. Although the R1 Fa0/1 interface is an internal interface, it might be desirable to configure it with IPS
to respond to internal attacks. Apply the IPS rule to the R1 Fa0/1 interface in the inbound direction.

Rl (config)# interface fa0/1
Rl (config-if) # ip ips iosips in

Step 8: Save the running configuration.

Enter privileged EXEC mode using the enable command and provide the enable password cisco12345.
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R1# copy run start

Task 5: Load the IOS IPS Signature Package to the Router

The most common way to load the signature package to the router is to use TFTP. Refer to Step 4 for
alternative methods for loading the 10S IPS signature package. The alternative methods include the use
of FTP and a USB flash drive.

Step 1: (Optional) Download the TFTP server.

The Tftpd32 freeware TFTP server is used in this task. Many other free TFTP servers are also available. If a
TFTP server is not currently available on PC-A, you can download the latest version of Tftpd32 from
http://tftpd32.jounin.net/. If it is already installed, go to Step 2.

Note: This lab uses the Tftpd32 TFTP server. This software also includes a syslog server, which runs
simultaneously with the TFTP server.

Step 2: Start the TFTP server on PC-A and verify the IPS file directory.
a. Verify connectivity between R1 and PC-A, the TFTP server, using the ping command.

b. Verify that the PC has the IPS Signature package file in a directory on the TFTP server. This file is
typically named 10S-Sxxx-CLI.pkg, where xxx is the signature file version.

Note: If this file is not present, contact your instructor before continuing.

c. Start Tftpd32 or another TFTP server and set the default directory to the one with the IPS Signature
package in it. The Tftpd32 screen is shown here with the C:\Program Files\Tftpd32\IPS directory
contents displayed. Take note of the filename for use in the next step.

Note: It is recommended to use the latest signature file available in a production environment. However, if
the amount of router flash memory is an issue in a lab environment, you may use an older version 5.x
signature, which requires less memory. The S364 file is used with this lab for demonstration purposes,
although newer versions are available. Consult CCO to determine the latest version.
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+ Thpd32 by Ph. Jounin

Currert Directory | C:\Pragram FileshT fpd324PS e Browse
Server interfaces I 192168.1.3

Tftp Server | Titp Client | DHCP server | Syslog server | Log wiewer

R Show Dir

peer

| file

start ime | progress bytes total | timeo... |

< Thpd32 directory

105-5364-CLI.pkag 1/5/2003 EBES4E4E

(] I Cancel Copy | EHpIu:urerl

About I

Settings I Help

Step 3: Copy the signature package from the TFTP server to the router.

If you do not have a TFTP server available and are using a router with a USB port, you can go to Step 5 and
use the procedure described there.

a.

Use the copy tftp command to retrieve the signature file. Be sure to use the idconf keyword at
the end of the copy command.

Note: Immediately after the signature package is loaded to the router, signature compiling begins.
You can see the messages on the router with logging level 6 or above enabled.

R1# copy tftp://192.168.1.3/I0S-S364-CLI.pkg idconf

Loading I0S-S364-CLI.pkg from 192.168.1.3 (via FastEthernet0/1):
EEEEREEEERREREERREEREEEE

[OK - 6654646 bytes]

Jan 6 03:18:

2008

Jan 6 03:18:

signatures -

Jan 6 03:18:

ms - packets

Jan 6 03:18:

signatures -

Jan 6 03:18:

36.799: %IPS-6-ENGINE BUILDS STARTED: 03:18:36 UTC Jan 6

36.799: %IPS-6-ENGINE BUILDING: multi-string - 8

1 of 13 engines

36.811: %$IPS-6-ENGINE READY: multi-string - build time 12
for this engine will be scanned

36.831: %IPS-6-ENGINE BUILDING: service-http - 629

2 of 13 engines

46.755: $IPS-6-ENGINE READY: service-http - build time

9924 ms - packets for this engine will be scanned
<Qutput omitted>

b. Usethedir flash command to see the contents of the ipsdir directory created earlier. There
should be six files as shown here.

R1# dir flash:ipsdir
Directory of flash:/ipsdir/

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 12 of 36



CCNA Security

16 -rw- 230621 Jan 6 2008 03:19:42 +00:00 Rl-sigdef-default.xml
15 -rw- 255 Jan 6 2008 01:35:26 +00:00 Rl-sigdef-delta.xml

14 -rw- 6632 Jan 6 2008 03:17:48 +00:00 Rl-sigdef-typedef.xml
13 -rw- 28282 Jan 6 2008 03:17:52 +00:00 Rl-sigdef-category.xml
10 -rw- 304 Jan 6 2008 01:35:28 +00:00 Rl-seap-delta.xml

18 -rw- 491 Jan 6

Step 4: Verify that the signature package is properly compiled.

2008 01:35:28 +00:00 Rl-seap-typedef.xml

a. Usethe show ip ips signature count command to see the counts for the signature package

compiled.

R1# show ip ips signature count

Cisco SDF release version S364.0
Trend SDF release version V0.0

Signature Micro-Engine: multi-string: Total Signatures 11

multi-string enabled signatures: 9
multi-string retired signatures: 11

Signature Micro-Engine: service-http: Total Signatures 662

service-http enabled signatures: 163
service-http retired signatures: 565
service-http compiled signatures: 97
service-http obsoleted signatures: 1

Signature Micro-Engine: string-tcp: Total Signatures 1148

string-tcp enabled signatures: 622
string-tcp retired signatures: 1031
string-tcp compiled signatures: 117
string-tcp obsoleted signatures: 21

<Output Omitted>

Total Signatures: 2435
Total Enabled Signatures: 1063
Total Retired Signatures: 2097
Total Compiled Signatures: 338
Total Obsoleted Signatures: 25

Note: If you see an error message during signature compilation, such as “$1psS-3-
INVALID DIGITAL SIGNATURE: Invalid Digital Signature found

found),” it means the public crypto key is invalid. Refer to Task 3, Configuring the IPS Crypto Key,

to reconfigure the public crypto key.

b. Usethe show ip ips all command to see an IPS configuration status summary. To which

interfaces and in which direction is the iosips rule applied?

R1# show ip ips all

IPS Signature File Configuration Status
Configured Config Locations: flash:ipsdir/

Last signature default load time: 18:47:52 UTC Jan 6 2009
Last signature delta load time: 20:11:35 UTC Jan 6 2009

Last event action (SEAP) load time: -none-

General SEAP Config:
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Global Deny Timeout: 3600 seconds
Global Overrides Status: Enabled
Global Filters Status: Enabled

IPS Auto Update is not currently configured

IPS Syslog and SDEE Notification Status
Event notification through syslog is enabled
Event notification through SDEE is enabled

IPS Signature Status
Total Active Signatures: 339
Total Inactive Signatures: 2096

IPS Packet Scanning and Interface Status
IPS Rule Configuration
IPS name iosips
IPS fail closed is disabled
IPS deny-action ips-interface is false
Interface Configuration
Interface Serial0/0/0
Inbound IPS rule is iosips
Outgoing IPS rule is not set
Interface FastEthernet0/1
Inbound IPS rule is iosips
Outgoing IPS rule is not set

IPS Category CLI Configuration:
Category all:
Retire: True
Category ios_ips basic:
Retire: False

Step 5: (Optional) Alternative methods of copying the signature package to the router.

If you used TFTP to copy the file and do not intend to use one of these alternative methods, read through the
procedures described here to become familiar with them. If you use one of these methods instead of TFTP,
return to Step 4 to verify that the signature package loaded properly.

FTP method: Although the TFTP method is generally adequate, the signature file is rather large and FTP
provides a more positive method of copying the file. You can use an FTP server to copy the signature file to
the router with this command:

copy ftp://<ftp_user:password@Server IP address>/<signature_ package> idconf

In the following example, the user admin must be defined on the FTP server with a password of cisco.

R1# copy ftp://admin:cisco@192.168.1.3/I10S-S364-CLI.pkg idconf
Loading IOS-S364-CLI.pkg !!!ilitrirrrrrrirrrrrrrrrrirrnt
[OK - 7608873/4096 bytes]

USB method: If there is no access to a FTP or TFTP server, you can use a USB flash drive to load the
signature package to the router.

a. Copy the signature package onto the USB drive.

b. Connect the USB drive to one of the USB ports on the router.
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c. Usethe show file systems command to see the name of the USB drive. In the following output, a
4GB USB drive is connected to the USB port on the router as file system usbflashO:.

R1# show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw archive:
- - opaque rw system:
- - opaque rw tmpsys:
- - opaque rw null:
- - network rw tftp:
196600 185972 nvram rw nvram:
* 64012288 14811136 disk rw flash:#
- - opaque WO syslog:
- - opagque rw xmodem:
- - opagque rw ymodem:
- - network rw rcp:
- - network rw pram:
- - network rw http:
- - network rw ftp:
- - network rw scp:
- - opaque ro tar:
- - network rw https:
- - opaque ro cns:
4001378304 3807461376 wusbflash rw usbflashO:

d. Verify the contents of the flash drive using the dir command.

R1# dir usbflashO:

Directory of usbflashO:/

90 -rw- 6654646 Jan 5 2009 14:49:34 +00:00 TIOS-S364-CLI.pkg

91 -rw- 805 Jan 5 2009 14:49:34 +00:00 realm-cisco.pub.key.txt

e. Use the copy command with the idconf keyword to copy the signature package to the router.
R1# copy usbflash0:I0S-S364-CLI.pkg idconf

The USB copy process can take 60 seconds or more, and no progress indicator is displayed. When
the copy process is completed, numerous engine building messages display. These must finish
before the command prompt returns.

Task 6: Test the IPS Rule and Modify a Signature

You can work with signatures in many ways. They can be retired and unretired, enabled and disabled, and
their characteristics and actions can be changed. In this task, you first test the default behavior of I0OS IPS by
pinging it from the outside.

Step 1: Ping from R2 to the R1 serial 0/0/0 interface.

From the CLI on R2, ping R1 S0/0/0 at IP address 10.1.1.1. The pings are successful because the ICMP
Echo Request signature 2004:0 is retired.

Step 2: Ping from R2 to PC-A.

From the CLI on R2, ping PC-A at IP address 192.168.1.3. These pings are also successful because of
the retired signature. This is the default behavior of the IPS Signatures.

R2# ping 192.168.1.3
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
Step 3: Modify the sighature.

You can use Cisco IOS CLI to change signature status and actions for one signature or a group of signatures
based on signature categories.

The following example shows how to un-retire the echo request signature, enable it, change the signature
action to alert, and drop and reset for signature 2004 with a subsig ID of 0.

Rl (config) # ip ips signature-definition

Rl (config-sigdef)# signature 2004 0

Rl (config-sigdef-sig) #status

Rl (config-sigdef-sig-status retired false
Rl (config-sigdef-sig-status enabled true
Rl (config-sigdef-sig-status engine

R1 (

Rl (config-sigdef-sig-engine

Rl (config-sigdef-sig-engine

Rl (config-sigdef-sig-engine

Rl (config-sigdef-sig)# exit

Rl (config-sigdef) # exit

Do you want to accept these changes? [confirm] <Enter>

event-action deny-packet-inline
event-action reset-tcp-connection

) #

) #

) #
config-sigdef-sig-engine)# event-action produce-alert

) #

) #

V# exit

*Jan 6 19:36:56.459: %IPS-6-ENGINE BUILDS STARTED: 19:36:56 UTC Jan 6 2009
*Jan 6 19:36:56.891: %IPS-6-ENGINE BUILDING: atomic-ip - 306 signatures - 1
of 13 engines

*Jan 6 19:36:57.599: %IPS-6-ENGINE READY: atomic-ip - build time 704 ms -
packets for this engine will be scanned

*Jan 6 19:36:57.979: %IPS-6-ALL ENGINE BUILDS COMPLETE: elapsed time 1520 ms

Step 4: Ping from R2 to R1 serial 0/0/0 interface.
a. Start the syslog server.

b. From the CLI on R2 ping R1 S0/0/0 at IP address 10.1.1.1. Where the pings successful? Why or why
not?

Step 5: Ping from R2 to PC-A.

a. From the CLI on R2, ping R1 S0/0/0 at IP address 192.168.1.3. Were the pings successful?

R2# ping 192.168.1.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

b. Notice the IPS messages from R1 on the syslog server screen below. How many messages were
generated from the R2 pings to R1 and PC-A?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 16 of 36



CCNA Security

5 LB |
Current Directory | C:\Program Files\T fpd32 =l Brawse |
Server intertaces [132168.1.3 | Shew Dir |

Thtp Server l Titp Elient] DHCP server  Swslog server l Log wiewer

[E fram

<188:118: *Jan £13:43:51.231: ZIPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.1.1.2:8 > 10.1.1.1:0) WRF:NONE RiskRating: 25 19216811
<188:113: *Jan £13:43:63.231: ZIPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.1.1.2:8 -» 10.1.1.1:0) ¥RF:NONE RiskRating: 25 19216811
<188:120: *Jan £ 13:43:56.231: ZIPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.1.1.2:8 -» 10.1.1.1:0] ¥RF:NONE RiskRating: 25 19216811
<188:121: *Jan B 13:43:57 231 ZIPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.1.1.2:8 > 10.1.1.1:0) ¥RF:NONE RiskRating: 25 19216811
<188:122 *Jan £13:43:59.231: ZIPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.1.1.2:8 > 10.1.1.1:0] ¥RF:NONE RiskRating: 25 19216811
<188:123: *Jan £13:60:15.263: %IPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [1001.1.2:8 -» 192.168.1.3:0] VRF-MOME RiskRatng:25  192.168.1.1
<188:124: *Jan B13:60:17.263: %IPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [1001.1.2:8 -» 192.168.1.3:0] VRF-MOME RiskRatng:25  192.168.1.1
<188:125: *Jan £13:60:19.263: %IPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [1001.1.2:8 -» 192.168.1.3:0] VRF-MOME RiskRatng:25  132.168.1.1
<188:126: *Jan £13:60:21.263: %IPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.1.1.2:8 -» 192.168.1.3:0] VRF-MOME RiskRatng:25  192.168.1.1
<188:127: *Jan B13:60:23 263 %IPS-4-5IGNATURE: Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [1001.1.2:8 -» 192.168.1.3:0] VRF-MOME RiskRatng:25 1392.168.1.1

< *

Clear | Copy

Ahbout | Settings | Help |

Note: The ICMP echo request IPS risk rating (severity level) is relatively low at 25. Risk rating can range from
0 to 100.

Task 7: (Optional) Test IPS with SuperScan

SuperScan is a freeware scanning tool that runs with Windows XP. It can detect open TCP and UDP ports on
a target host. If the SuperScan program is available on PC-A or can be downloaded, you can perform this
task.

SuperScan will test the IPS capabilities on R1. You will run the scanning program from PC-A and attempt to

scan open ports on router R2. The IPS rule iosips, which is set on R1 F0/1 inbound, should intercept the
scanning attempts and send messages to the R1 console and syslog server.

Step 1: Download the SuperScan program.

a. If SuperScan is not on PC-A, download the SuperScan 4.0 tool from the Scanning Tools group at
http://www.foundstone.com.

b. Unzip the file into a folder. The SuperScan4.exe file is executable and installation is not required.

Step 2: Run SuperScan and set scanning options.
a. Start the SuperScan program on PC-A.

b. Click the Host and Service Discovery tab. Check the Timestamp Request check box, and uncheck
the Echo Request check box.

c. Scroll through the UDP and TCP port selection lists and notice the range of ports that will be
scanned.
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—= SuperScan 4.0

Scan  Host and Service Discavery | Scan I:Ipticuns] Tools ] findoes Enumeratiu:un] About ]
Iv" Host dizcovery [ Echo Request Timeout [ms] |2EIEIEI
v Timestamp Bequest
[ Address Mazk Bequest
[ Information Fequest
v UDP port scan Timeout [ms) |2|:||:|EI
7 A
- Stark part | 513 Scantype {* Data ¢ Data+ ICKP
= End paort 11
= 53 [ Use static source paort
© Read ports fom file. > | |67-69 v i
= Clear Selected Clear Al
— ¥ TCP port scan Timeout [ms) 4000
D
7 ~
T Start port | 5 q Scantype © Connect  © SY'M
g— End part li 11
v 13 [ Usze static source port
Fead ports from file  -» 15 W F
Clear Selected Clear Al
Bestore Defaults
0017 Saved log file Live: 1 TCF open: 0 UDP open: 0 1/1 done

d. Click the Scan tab and enter the IP address of R2 S0/0/0 (10.1.1.2) in the Hostname/IP field.

Note: You can also specify an address range, such as 10.1.1.1 to 10.1.1.254, by entering an address
in the Start IP and End IP fields. The program scans all hosts with addresses in the range specified.

e. To start the scan, click the button with the blue arrow at the bottom left of the screen. Results of the
scan are shown in the SuperScan window.
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Scan l Host and Service Discu:uvery] Scan Dptinns] Tools ] ind o Enumeratiu:un] Ahout ]

IP=

HostnameAP |10.1.1.2 > | | StartIP EndIP Clear Selected
satlP X|[ 01 12 Clear Al
>

End IP E|1n_1.1.2

Fead IPs from file %

Liwve hosts this batch: 1

Total liwe hosts discowered 1
Total open TCP ports LI}
Total open UDFP ports LI}

[

———————— Bcan of 1 hosts started —-—-----—-
Scamning 1 machines with 1 remaining.
———————— Host discovery pass 1 of 1 ———————-
Host discovery ICHP (Timestamp) scan (1 hosts). ..
1 new machines discovered with ICHMP (Timestanp)
TCP serwice scan (5YN) pass 1 of 1 (1 hosts x 179 porks). ..
UDP serwice =scan pass 1 of 1 (1 hosts x 88 ports). ..
Performing hosthname resolution. ..
Performing banner grabs. ..
TCP bartmner grabbing (0 ports)
UDPF banner grabbing (0 ports)
Beporting scan resualts. .
———————— Bcan done ---—-—-——-

3 ‘ ‘ Wiew HTML Results

£

o1y Saved log file Live: 1 TCP open: 0 IDP open: 0 1/1 done

f.  How many open TCP and UDP ports did SuperScan find on R2? Why do you think this is?

g. Exit SuperScan.

Step 3: Observe the syslog messages on R1.

a. You should see syslog entries on the R1 console and on the syslog server if it is enabled. The
descriptions should include phrases such as “Invalid DHCP Packet” and “DNS Version
Request.”

R1#

*Jan 6 19:43:35.611: %IPS-4-SIGNATURE: Sig:6054 Subsig:0 Sev:50 DNS
Version Request [192.168.1.3:1076 -> 10.1.1.2:53] VRF:NONE
RiskRating:50
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*Jan 6 19:43:35.851: %IPS-4-SIGNATURE: Sig:4619 Subsig:0 Sev:75
Invalid DHCP Packet [192.168.1.3:1096 -> 10.1.1.2:67] VRF:NONE
RiskRating:75

b. Whatis the IPS risk rating or severity level (Sev:) of the DNS version request, signature 6054?
c. What is the IPS risk rating or severity level (Sev:) of the Invalid DHCP Packet, signature 4619?

d. Which signature is considered by IPS to be more of a threat?

Part 3: Configuring IPS using CCP
In Part 3 of this lab, you configure 10S IPS on R3 using CCP.

Note: To support CCP configuration of IPS, PC-C should be running Java JRE version 6 or newer to set
the Java heap to 256 MB. This is done using the runtime parameter —-Xmx256m. The latest JRE for
Windows XP can be downloaded from Oracle Corporation at http://www.oracle.com/.

The PC must have at least 512MB of RAM. From the PC Start Menu, click Settings > Control Panel >
Java to open the Java Control Panel window. From the Java Control Panel window, click the Java tab
and click the View button to enter or change the Java Applet Runtime Settings. The following screenshot
shows setting the heap size to 256MB using the Runtime Parameter —Xmx256m.

E Java Huntime Settings

Jawva Runtime Yersions
Product Mame | Yersion Location Java Runtime Parameters | Enabled
DRE |1.6.0_11 [C:'Program Files) Javaljred |-ErmxESEm |
Find || add |
[ Ik l [ Cance

Task 1: Verify Access to the R3 LAN from R2

In this task, you verify that, without IPS configured, external router R2 can access the R3 S0/0/1 interface and
PC-C on the R3 internal LAN.
Step 1: Ping from R2 to R3.

a. From R2, ping the R3 interface S0/0/1 at IP address 10.2.2.1.
R2# ping 10.2.2.1

b. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
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Step 2: Ping from R2 to PC-C on the R3 LAN.

a. From R2, ping PC-C on the R3 LAN at IP address 192.168.3.3.
R2# ping 192.168.3.3

b. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 3: Display the R3 running config prior to starting CCP.
a. Issue the show run command to review the current basic configuration on R3.

b. Verify the R3 basic configuration as performed in Part 1 of the lab. Are there any security commands
related to IPS?

Task 2: Prepare the Router for CCP and IPS

Step 1: Configure the enable secret password and HTTP router access prior to starting CCP.

a. From the CLI, configure the enable secret password for use with CCP on R3.
R3(config) # enable secret ciscol2345
b. Enable the HTTP server on R3.
R3(config)# ip http server
c. Add admin user to the local database.
R3(config)# username admin privilege 15 secret ciscol2345
d. Have CCP use the local database to authenticate web sessions.

R3 (config) # ip http authentication local

Step 2: Verify or create the IPS directory in router flash.

a. From the R3 CLI, display the content of flash memory using the show £lash command and check
for the ipsdir directory.

R3# show flash

b. If this directory is not listed, create it by entering the command mkdir ipsdir in privileged EXEC
mode.

R3# mkdir ipsdir
Create directory filename [ipsdir]?
Created dir flash:ipsdir

c. From the R3 CLI, verify that the directory is present using the dir flash:ipsdir command.
R3# dir flash:ipsdir

Directory of flash:/ipsdir/
No files in directory
Note: The directory exists, but there are currently no files in it.
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Task 3: Prepare the TFTP Server

Step 1: Download the TFTP server.

The Tftp32 freeware TFTP server is used in this task. Many other free TFTP servers are also available. If a
TFTP server is not currently available on PC-C, you can download the latest version of Tftpd32 from
http://tftpd32.jounin.net/. If it is already installed, go to Step 2.

This lab uses the Tftpd32 TFTP server. This software also includes a syslog server that runs simultaneously
with the TFTP server.

Step 2: Start the TFTP server on PC-C and verify the IPS file directory.
a. Verify connectivity between R3 and PC-C, the TFTP server, using the ping command.

b. Verify that the PC has the IPS Signature package file in a directory on the TFTP server. This file is
typically named 10S-Sxxx-CLI.pkg, where xxx is the signature file version.

Note: If this file is not present, contact your instructor before continuing.
c. Start Tftpd32 or another TFTP server and set the default directory to the one with the IPS Signature

package. The Tftpd32 screen is shown here with the C:\Program Files\Tftpd32\IPS directory contents
displayed. Take note of the filename for use in the next step.

d. What is the name of the signature file?

- Tipd32 by Ph. Jounin = |[=][x]
Cunent Directory | C:5Program Files\Tipd324PS =l Bowse |
Server interfaces I'IEIE.'IEE.E.S j Shiow Drir I
Titp Server | Tftp Clignt I DHCP zerver I Syslog server I Log wiewer
peer | file | gtark time | progress bytes | total | timeouts |
s Thpd32 directory
[05-5364-CLI.pkg 1/5/2009 EES4E4E
] 4 Cancel Copy | Explorer
About Settings | Help
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Task 4: Use CCP to Configure IPS

Step 1: Access CCP and discover R3.

a. Start CCP on PC-C. In the Manage Devices window, add R3 IP address 192.168.3.1 in the first IP
address field. Enter admin in the Username field, and cisco12345 in the Password field.

b. Atthe CCP Dashboard, click the Discover button to discover and connect to R3. If discovery fails,
click the Discovery Details button to determine the problem.

Note: If you are using Java version 1.6 or later, the Java console displays by default when CCP is run. If
the Java console displays, you can close it. You can also start the Java plug-in application and choose
Advanced > Java Console > Do not start console. The Java console will not appear again unless you
change the setting.

Step 2: Use the CCP IPS Wizard to configure Cisco I0S IPS.

a. Click the Configure button at the top of the CCP screen and then choose Security > Intrusion
Prevention > Create IPS.

"/ http://127.0.0.1:8600/Counterpoint/CPMain.html?rand=26525 - Microsoft Internet Explorer 1 (=] 3]

Application Help

l ﬁ‘\ Home J @Conﬁgure tighlonih)r J ‘ ,89§ *’L: = t_}

Cisco Configuration Professional il
cisco

|

Select Community Member:

« Configure > Security > Intrusion Prevention @
i
yel E"; Intrusion Prevention System (IPS)

Create IPS ] EditIPS ] Security Dashboard | IPS Sensor |

» (3 Interface Management

» ] Router T~
v E5 Security The IPS rule configuration wizard configures IPS rules on an interface and also Il
» B Firewall specifies the location of the SDF (signature definition file).
» (& VPN

» [ Public Key Infrastructure

» (53 NAC

Use Case Scenario

Network based Intrusion Prevention

|} web Filter Configuration IPS r“lesl applledro interface
B — pr—
|_] Intrusion Prevention WAN
LI S (& oy
[} 802.1x =1
-]Iﬁ. Virus/Worms

[} Port to Application Mappings I LAN

» (3 c3pL
[ security Audit

Utilities —

/*Flash File Management
# Configuration Editor

~#Save Configuration to PC

Launch IPS Rule Wizard... I
#/*Wirite to Startup Configuration
P Telnet -
/ . 3

~“Reload Device =
: =l
&

b. Click the Launch IPS Rule Wizard button to open the Welcome to the IPS Policies Wizard window.

c. Read the information on the IPS Policies Wizard screen to become familiar with what the wizard
does. Click Next.
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IPS Policies Wizard

Welcome to the IPS Policies Wizard

The IPS rule configuration wizard configures IPS rules on an interface and also
specifies the location of the SDF {signature definition file). You must specify the
direction of the traffic that should be scanned. If you do not want all traffic to he
scanned, you should specify the interesting traffic to he scanned. The router loads
the SDF and starts scanning the interesting traffic.

This wizard will assist you in configuring the following tasks
| *Selectthe interface to apply the IPS rule.

* Select the traffic flow direction that should be inspected by the IPS rules.

* Specify the location of the SDF to be used by the router.

To continue, click Next.

<Back| Next'>| Finish I Cancell Help I

Note: SDEE dialog boxes might appear. Read the information and click OK for each dialog box.

d. Inthe Select Interfaces window, check the Inbound check box for Fast Ethernet0/1 and Serial0/0/1.

Click Next.

Note: Selecting inbound on both interfaces allows IPS to monitor attacks on the router from the

internal and external network.

IPS Policies Wizard

Select Interfaces

Select the interfaces to which the IPS rule should be applied. Also choose whether the rule
should he applied to inbound or outhound.

x|

Interface Name Inbound I Outhound
FastEthernet0i0 , 3 (]
FastEthernetd/ [ V o
Serial0/0/0 O r

Serial0/on V- O
Viant [ O O
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e. Inthe Signature File and Public Key window, click the ellipsis (...) button next to Specify the
Signature File You Want to Use with 10S IPS to open the Specify Signature File window. Confirm that
the Specify signature file using URL option is chosen.

f.  For Protocol, select tftp from the drop-down menu. Enter the IP address of the PC-C TFTP server
and the filename. For example, 192.168.3.3/I0S-S364-CLI.pkg.

r N
Specify Signature File - &J

" Specify signature file on flash

[¥]
+ Specify signature file using URL
Protocol: titp v
titp:// 192.168.3.3/108-8364}CLI.pkg
Example: http://10.10.10.1108-5259-CLI.pkg

" Specify signature file on the PC

OK Cancel I Help '

A

g. What other options can be specified as a source for the Signature File?

h. Click OK to return to the Signature File and Public Key window. In the Configure Public Key section of
the Signature File and Public Key window, enter realm-cisco.pub in the Name field.

i. Each change to the signature configuration is saved in a delta file. This file must be digitally signed
with a public key. You can obtain a key from Cisco.com and paste the information in the Name and
Key fields. In this lab, you will copy and paste the key from a text file on PC-C.

j- Open the realm-cisco-pub-key.txt file located on the PC-C desktop. The following is an example from
the realm-cisco-pub-key.txt file.
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File Edit Format View Help

crypto key pubkey-chain rsa -
named-key realm-cisco.pub signature
key-string

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 ABAF124A D6CC7A24 5097A975 206BE3A2 06FBAL13F 6F12CB5B 4E441F16
17E630D5 CO02AC252 912BE27F 37FDDI9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCE D34EDOF9 08S5FADCL 359C189E F30AF10A COEFB624 7E0764BF 3ES53053E
i 5B82146A9 D7ASEDE3 0298AF03 DED7ASB8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOCS87 B89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6D9CCS8E3 FOBOSBS8S
50437722 FFBE85B9 S5E4189FF CC189CB9 69C46F9C A84DFBAS 7AOAF99E AD768C36
006CF498 079F88F8 A3B3FB1lF 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
| 2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFFG668E9 689782A5 CF31CB6E B4B094D3
F3020301 0001
quit
exit
exit

k. Copy the text between the phrase key-string and the word quit into the Key field in the Configure
Public Key section. The Signature File and Public Key window should look similar to the following
when the entries are completed.

IPS Policies Wizard j u

Signature File and Public Key

IPS Wizard

Signature File
¢ Specify the signature file you want to use with 10S IPS.

Signature File:  tftp://192.168.3.3108-5364-CLI.pkg l

(" Getthe latest signature file from Cisco.com and save to PC.

Location Browse I

Download

Configure Public Key

Name: realm-cisco.pub

Key: 30820122 300D0609 2A864886 F70D0101 010501 -
00C19E93 ABAF124A DECC7A24 5097A975 206I|§
17E630D5 C02AC252 912BE27F 37FDD9C8 11}
B199ABCB D34EDOF9 085FADC1 359C189E F3
5B2146A9 D7ASEDE3 0298AF03 DED7A5BS8 947 ~

< m | ’

<Back| Next = | Finish | Cancell Help |
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I.  Click Next to display the Config Location and Category window. This is used to specify where to store
the signature information. This file is used by the Cisco IOS IPS for detecting attacks from coming
into the Fast Ethernet0/1 or Serial0/0/1 interfaces.

m. In the Config Location and Category window in the Config Location section, click the ellipsis (...)
button next to Config Location to add the location.

n. Verify that Specify the config location on this router is selected. Click the ellipsis (...) button. Click
the plus sign (+) next to flash. Choose ipsdir and then click OK.

~

-
Add Config Location R

(¢ Specify the config location on this router.

Directory Name: |
p
Choose Folder LJ—‘-&

=) New Folder

B-#9 flash:

----- {J configs

0. Because router memory and resource constraints might prevent using all the available signatures,
there are two categories of signatures: basic and advanced. In the Choose Category field of the
Config Location and Category window, choose basic. The Config Location and Category window
should look similar to the following when the entries are completed.
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Config Location and Category l

Config Location

Specify the directory path of the IPS configuration files where |08 IPS sub-system
stores the signature information and the user-defined modifications. If Cisco 108
IPS fails to contact the specified location, it will retry for a specific timeout period
until it successfully contacts the specified location.

Config Location: flash:/ipsdir/ I

-Choose Category

Signature categoaries are suhsets of signatures created for routers with different
amounts of availahle memary. The basic category is recommended for routers
with less than 128 MB of memory. The advanced category is recommended for
routers with 128 MB of memary, or more.

Choose Category: >

<Back | Next> | Firisn | cancel [ Help |

p. Click Next in the Cisco CCP IPS Policies Wizard window. The Summary window appears. Examine
the IPS configuration information shown.
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IPS Policies Wizard i [
IPS Wizard Sy |
Please click 'Finish' to deliver to router
IPS rule will be applied to the incoming traffic on the following interfaces. -
FastEthernet0/1
Serial0/oM

Signature File location:
iftp:/192.168.3.310S-5364-CLI.pkg
Public Key:
Name: realm-cisco.pub
Key: 30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02¢
00C19E93 ABAF124A DECCT7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F1
17E630D5 C02AC252 912BE27F 37FDDIC8 11FC7AF7 DCDD81D9 43CDABC3 60071
B199ABCB D34EDOF9 085FADC1 359C189E F30AF10A COEFB624 7E0764BF 3E5305
5B2146A9 D7ASEDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112AL
FE3FOC87 89BCB7BB 994AE74C FA9E481D FE65875D6 85EAF974 6D9CCSE3 FOBOSE
50437722 FFBES5B9 5E4189FF CC189CB9 69C46F9C AB4DFBAS TAOAF99E AD768C
006CF498 079F88F8 A3B3FB1F 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356/
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFFG68E9 689782A5 CF31CB6E B4B094
F3020301 0001
Config Location:
flash:fipsdir/
Selected category of signatures:
basic =

< 1] »

<Back| Next = | Finish | Cancell Help |

g. Click Finish in the IPS Policies Wizard window and review the commands that will be delivered to the
router.

r. Click Deliver. How many commands were delivered to the router?

s.  When the Commands Deliver Status window is ready, click OK. The 10S IPS Configuration Status
window opens stating that it can take several minutes for the signatures to be configured.

t.  When the signature configuration process has completed, you return to the IPS window with the Edit
IPS tab selected. Your screen should look similar to the following.
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Application Help

lﬁ\ Home I @Conﬁguu @Honﬂar J |

i‘:

\ Select Community Member:

3 «
192.168.3.1 | v

P [« Intrusion Prevention System (IPS) 1

Create IPS | Edit IPS | Security Dashboard | IPS Sensor | IPS Migration |

» [ Interface Management
» [ Router
¥ 5 Security
» (23 Firevall
» (3 vPn
» [ Public Key Infrastructure
» (33 NAC
J Web Filter Configuration
|_] Intrusion Prevention
[} 802.1x
]| Port to Application Mappings
» 33 c3PL

) security Audit

Utilities i
/*Flash File Management
4/ Configuration Editor
,1"«'“‘53\'9 Configuration to PC
;"‘"Write to Startup Configuration s
*Telnet
#*Reload Device

/?Ping and Traceroute

o @

Configure > Security > Intrusion Prevention

Cisco Configuration Professional

cisco

@.

E5 1Ps Policies

§5 Global Settings

@l Download

8 Auto Update

$% SEAP Configuration

28 Target Value Rating

[R Event Action Overrides

[F2: Event Action Filters

@ signatures

Interfaces: Al Interfaces v

@ Enable [ Edit @ Disable B} Disable Al

Interface Name | P | Inbound

| Outhound

| vFR status

FastEthernetd/0 no IP address Disabled
FastEthernet0f1  192.168.3.1 Enabled
Serial0f0/0 no IP address Disabled
Serial0/on 10.2.2.1 Enabled

Disahled
Disabled
Disahled
Disabled

off
on
off
on

] m

IPS Filter Details: " Inbound Filter

" Outbound Filter

& IPS rule is enabled, but there is no filter configured for this rule. IP

all Inbound traffic.

u. Select interface Serial0/0/1 from the list. What information is displayed at the bottom of the screen?

F

-

Task 5: Modify Signature Settings

Step 1: Verify connectivity.

From PC-C, ping R3. The pings should be successful.

Step 2: Configure the IPS application to drop ping (echo request) traffic.

a. From CCP, click Configure and choose Security > Intrusion Prevention > Edit IPS > Signatures.

How many total signatures are there?

Are all of them enabled?

b. Inthe View By drop-down list, choose Sig ID.

c. Inthe Sig ID field, enter 2004, and then click Go. What is Sig ID 2004?
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d. Do you know why the pings from PC-C in Step 1 were successful?

e. Select signature 2004, click the Unretire button, and then click the Enable button.

f. Right-click the signature and choose Actions from the context menu.

g. Choose Deny Packet Inline and leave the Produce Alert check box checked. Click OK.

h. Click Apply Changes. It may take some time for the changes to take effect.

CCP 2.5 will list all the signatures again. Once again choose Sig ID in the View By drop-down list,
enter 2004 in the Sig ID field and then click Go. Your screen should look similar to the following.

Application Help

reaceal Il

Select Community Member:

«
L2

» (3 Interface Management
» (] Router
v 5 Security
» (3 Firevall
» 3 ven
» (33 Public Key Infrastructure
» (C3 NAC
d Web Filter Configuration
|_] Intrusion Prevention
[ 802.1x
|_] Port to Application Mappings
» (53 C3PL
] Security Audit

Utilities ™
/*Flash Fila Management
. Configuration Editor
/" Save Configuration to PC
/ Write to Startup Configuration |= |
o Telnet
4 Reload Device

/?Ping and Traceroute

@

Configure > Security > Intrusion Prevention

[« Intrusion Prevention System (IPS)

Create IPS ‘ Edit IPS { Security Dashboard | IPS Sensor | IPS Migration |

Cisco Configuration Professional

ol
CISCcoO

EL IPS Policies

[ Global Settings

@ Download

B Import ~ | View by:  SigID v Sigip: 2004

54 Select All

Go |Total[1] Cor*

& Add ~ [ Edit ¢ Enable @ Disable @ Retire ‘G Unretire  »

@ Auto Update

§3 SEAP Configuration

2.2 TargetValue Rating

Event Action Overrides

[7: Event Action Filters

E% Signatures

B-43All Categories
8108
{2 Attack
{11 Other Senvices
{2 Dos
{1 Reconnaissance
{1 L2/L3/L4 Pratacol
{1 Instant Messaging
{2 AdwareiSpyware
"CI VirusesWormsiTrojans
&-{1 DDoS
B Network Services
&-{1 Weh Server
- P2P
&-1 Email
@-{1108 IPS
&1 UC Protection
&-{ Releases

0 ’ ICMP Echo Request

produce-al
deny-pack

Severi

infarmati

i. Returnto PC-C and ping R3 again. Were the pings successful this time?

ol

-

Task 6:

In this task, you enable the syslog and SDEE global settings using the Cisco CCP GUI.

Configure IPS Global Settings Using CCP
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a. From CCP, click Configure and choose Security > Intrusion Prevention > Edit IPS > Global
Settings.

b. Verify that the syslog and SDEE options are enabled.
Note: Even if the Syslog and SDEE options are already enabled, click the Edit button and explore the options

available in the Edit Global Settings dialog box. Examine the options to learn whether Cisco IOS IPS has set
the default to fail opened or to fail closed.

Task 7: Verify IPS Functionality with CCP Monitor and Ping

In this task, you demonstrate how the Cisco 10S IPS protects against an external attacker using ping.

a. From the R2 CLI, ping the R3 Fa0/1 interface at 192.168.3.1. Were the pings successful?

b. From CCP, click the Monitor button and choose Security > IPS Status. The IPS Signature Statistics
tab is selected by default. Wait for the screen to populate.

c. Scroll down to locate the signature ID 2004 ICMP echo request. You should see an entry similar to
the one below indicating that IPS identified the ping attempt from R2. Notice that there are five hits
and five drops for signature 1D 2004, detected on Fa0/1 IP address 192.168.3.1.

Application  Help

A ol 9 = ) o . o -
| ) vome || D contigure |[[{lmenier | | o ¥ 1 O Cisco Configuration Professional '' 1
% CIsCo
k Select Community Member: |
“  Monitor > Security > IPS Status @
P i Router IPS Signature Statistics | IPS Alert Statistics |
v 5 Security
| [ Firevall Status Total Signatures: 2306 Update | Clear | SDEE Log
» (33 VPN Status Total Enabled Signatures: 972  Total Retired Signatures: 1967 Total Compiled Signatures: 339
LSSt Signature ID Description Source IP Address Destination IP Address | Hits Drop Counts %
@ NaciStatus ICMP Echo Reguest 192.168.3.3:8 192.168.3.1:0 5 5
[ ) 802.1x status 2003:0 ICMP Redirect 0 0
» (53 Traffic Monitoring 2002:0 ICMP Source Quench 0 0
| 2000:0 ICMP Echo Reply a 0
6261:0 ISC DHCP Remote DoS 0 0
6260:0 VERITAS Storage Founda 0 0
5850:1 Snort DCE/RPC Preproce 0 0
| 6224:0 Windows IGMP Overflow 0 0
| 6755:0 Windows Remote Kernel® 0 0
[ Il || 46200 DNS Limited Broadcast Q 0 0
6518:0 SIP Long Header Field 0 0 E
6517:0 Malformed Via Header 0 0
6546:0 SNMPv3 Malformed Authe 0 0
6274:0 McAfee ePolicy Orchestrat 0 0
6954:1 CUCM SIP Stack DoS 0 1}
6782:0 SIP MIME Request Bound a 1]
’ 6781:0 SIP Proxy Response Over 1] 1]
| 58941 Storm Worm 0 0
5766:0 DNS Resolution Respons 0 1]
= 5858:4 DNS Server RPC Interface 0 a

d. From CCP, click the Configure button and choose Router > Logging. In the Additional Tasks
window, ensure that Syslog is running on R3 by clicking on the Edit button. The window should be
similar to this:
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7

Logging @‘

Logging Hostname

[V iEnable Logging Level:

Logging Level: debugaging (7) v

IP AddressiHosthame:

Add...

I

[V Logging Buffer

Logging Level: debugging (7) v
Buffer Size: 4096 Bytes
OK Cancel Help

A

From CCP, click the Monitor button and choose Router > Logging.

A number of Syslog messages are displayed. Click the Clear button to clear the log.

g. From the R2 CLI, ping the R3 Fa0/1 interface at 192.168.3.1 again.

Click the Update button. You will see that the Cisco I0S IPS logged the ping attempts from R2.
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Application  Help

 w . - o o — . ) . .
| | Q) Home || {0 configure || | monitor | S &9 3 Cisco Configuration Professional ' ke
| ot o CISCO &
I Select Community Member: |
« Monitor > Router > Logging @
|
¥ Loggin

1 5|
i Y & Router Syslog | Firewall Log | SDEE Log | Application Security Log |

[ overview

) fac

i niiace Stk Logging Buffer: Enabled

| Logging
| » (53 Traffic Status Foging Hoste: None Tl

[1) Qos status -

{8 Performance Roliting Logging Level (Buffer): debugaing

v B3 Security
: Number of messages in log: 5
L Firevall Status
» (53 VPN Status Selecta Logging level to view debugging -

| IPS Stat
d B Each row represent one log entry.

Clear Search...

[} NAC status

[} 802.1x Status it Severity | Time Description
» (3 Traffic Monitoring warning Oct14 16:10:01.295 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.2.2.2:8 -» 192.168.3.1:0] VRF:NONE RiskRating;|
warning Oct1416:09:59.295 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request[10.2.2.2:8 -> 192.168.3.1:0] YRF:NONE RiskRating|
warning Oct14 16:09:57.295 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.2.2.2:8 -> 192.168.3.1:0] VRF:NONE RiskRating]
warning Oct1416:09:55.295 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request [10.2.2.2:8 -> 192.168.3.1:0] VRF:NONE RiskRating|
warning Oct1416:09:53.323 Sig:2004 Subsig:0 Sev:25 ICMP Echo Request[10.2.2.2:8 -> 192.168.3.1:0] YVRF:NONE RiskRating|

Utilities
/" Flash File Management

“ Configuration Editor

~+/*Write to Startup Configuration |

£/ Telnet

~*Reload Device

/" Save Configuration to PC

[

/#Ping and Traceroute

Task 8: (Optional) Verify IPS Functionality with CCP Monitor and SuperScan

In this task, you will demonstrate how the Cisco I0S IPS protects against an internal attacker that is using
SuperScan. SuperScan is a freeware scanning tool that runs with Windows XP that can detect open TCP and
UDP ports on a target host. You can perform this task if the SuperScan program is available on PC-C or if it
can be downloaded.

SuperScan will test the IPS capabilities on R3. You will run the scanning program from PC-C and attempt to

scan open ports on router R2. The IPS rule iosips, which is set on R3 Fa0/1 inbound, should intercept the
scanning attempts and send messages to the R3 console and CCP syslog.

Step 1: Download the SuperScan program.

a. |If SuperScan is not on PC-C, download the SuperScan 4.0 tool from the Scanning Tools group at
http://www.foundstone.com.

b. Unzip the file into a folder. The SuperScan4.exe file is executable and installation is not required.

Step 2: Run SuperScan and set scanning options.
a. Start SuperScan on PC-C. Click the Host and Service Discovery tab. Check the Timestamp

Request check box, and uncheck the Echo Request check box. Scroll through the UDP and TCP
port selection lists and notice the range of ports that will be scanned.
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Click the Scan tab and enter the IP address of R2 S0/0/1 (10.2.2.2) in the Hostname/IP field.

Note: You can also specify an address range, such as 10.2.2.1 to 10.2.2.254, by entering an address
in the Start IP and End IP fields. The program will scan all hosts with addresses in the range
specified.

Click the button with the blue arrow in the lower left corner of the screen to start the scan.

Step 3: Check the results with CCP logging.

From Cisco CCP, choose Monitor > Router > Logging.

Click the Update button. You will see that the Cisco IOS IPS has been logging the port scans
generated by SuperScan.

You should see syslog messages on R3 and entries in the CCP Monitor Log with descriptions that
include one of these phrases: “Invalid DHCP Packet”or “DNS Version Request.”

" Cisco Configuration Professional

Task 9:

A o _ 9 a= 3 - R R i
| 4 Home || {0} configure || [l Monitor ] | & s [ (2] Cisco Configuration Professional .::Ilis.::lt;.
Select Community Member:

Monitor = Router > Logging @

Application  Help

systog | Firewall Log | SDEE Message Log | Application Security Log |

¥ S Router

L] Querview

] Interface Status
B Logging Buffer Enabled
Environment

Mone
L
B e Logging Hosts:
» [ Traffic Status [,\\S

) QoS status Logging Level (Buffer): debugging

¥ B Security Mumber of messages in log: 2
[ Firewall Status Select a Logging level to view | debugging -
» (5 VPN Status |||
Each row represent one log entry. Update | Clear| Search...
] 1Ps Status
] MAC Status Severity Time ‘ Description
| ]®021x Status warning Apr 519:40:59.018  Sig:6054 Subsig:0 Sew:50 OMS Version Request [192.168.3.3:1934 -= 10.2.2.2:53] YRF:NONE R}

Arming Apr 51940058543 Sig4619 Subsio:0 Sev:Ta Invalid DHCP Packet [192.168.3.3:11893 -= 10.2.2.2.67] VRF:NOME Ri

Utilities
" Flash File Managerr| *

" Configuration Editor

<~ Gave Configuration | = ||

Close the SuperScan window.

Compare the Results for Different IPS Configuration Methods.

On R1, display the running configuration after IPS was configured with IOS CLI commands. Note the
commands related to IPS.

On R3, from the menu bar, choose Utilities > View > Show Running Config to display the running
configuration after IPS was configured with the CCP GUI. Note the commands related to IPS.

What differences are there between the CLI-based running configuration and the CCP-based running
configuration?
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Reflection

1. What are some advantages and disadvantages to using CLI or CCP to configure IPS?

2. With version 5.x signature files, if changes are made to a signature, are they visible in the router running

configuration?

Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface

Ethernet Interface

Serial Interface

Serial Interface

#1 #2 #1 #2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)
2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)
2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco I0OS commands to
represent the interface.
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Chapter 6 Lab A: Securing Layer 2 Switches

Topology

IP Addressing Table

Fa0/1

192.168.1.0/24

Fa0/1 7

Fa0/18

Device Interface IP Address Subnet Mask Default Gateway Switch Port

R1 FaO/1 192.168.1.1 255.255.255.0 N/A S1 FA0/5

S1 VLAN 1 192.168.1.2 | 255.255.255.0 N/A N/A

S2 VLAN 1 192.168.1.3 255.255.255.0 N/A N/A

PC-A NIC 192.168.1.10 | 255.255.255.0 192.168.1.1 S1 FA0/6

PC-B NIC 192.168.1.11 | 255.255.255.0 192.168.1.1 S2 FA0/18
Objectives

Part 1: Configure Basic Switch Settings

e Build the topology.

e Configure the host name, IP address, and access passwords.

Part 2: Configure SSH Access to the Switches
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e Configure SSH access on the switch.
e Configure an SSH client to access the switch.

¢ Verify the configuration.
Part 3: Secure Trunks and Access Ports

e Configure trunk port mode.

¢ Change the native VLAN for trunk ports.

e Verify trunk configuration.

e Enable storm control for broadcasts.

e Configure access ports.

e Enable PortFast and BPDU guard.

o Verify BPDU guard.

e Enable root guard.

e Configure and verify port security.

e Disable unused ports.

e Move ports from default VLAN 1 to alternate VLAN.
¢ Configure the PVLAN Edge Feature on a port.

Part 4: Configure SPAN and Monitor Traffic

¢ Configure Switched Port Analyzer (SPAN).
e Monitor port activity using Wireshark.

e Analyze a sourced attack.

Background

The Layer 2 infrastructure consists mainly of interconnected Ethernet switches. Most end-user devices, such
as computers, printers, IP phones and other hosts, connect to the network via Layer 2 access switches. As a
result, switches can present a network security risk. Similar to routers, switches are subject to attack from
malicious internal users. The switch Cisco 10S software provides many security features that are specific to
switch functions and protocols.

In this lab, you configure SSH access and Layer 2 security for switches S1 and S2. You also configure
various switch protection measures, including access port security, switch storm control, and Spanning Tree
Protocol (STP) features such as BPDU guard and root guard. Lastly, you use Cisco SPAN to monitor traffic to
specific ports on the switch.

Note: The router commands and output in this lab are from a Cisco 1841 with Cisco I0S Release 12.4(20)T
(Advanced IP image). The switch commands and output are from a Cisco WS-C2960-24TT-L with Cisco 10S
Release 12.2(46)SE (C2960-LANBASEK9-M image). Other routers, switches, and 10S versions may be used.
See the Router Interface Summary table at the end of the lab to determine which interface identifiers to use
based on the equipment in the lab. Depending on the router or switch model and 10S version, the commands
available and output produced might vary from what is shown in this lab.

Note: Make sure that the router and the switches have been erased and have no startup configurations.
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Required Resources

e One router (Cisco 1841 with Cisco I0S Release 12.4(20)T1 or comparable)

e Two switches (Cisco 2960 or comparable with cryptography IOS image for SSH support — Release
12.2(46)SE or comparable)

e PC-A: Windows XP, Vista or Windows 7 with PUTTY SSH client and Wireshark
e PC-B: Windows XP, Vista or Windows 7 with PUTTY SSH client and SuperScan (optional)
e Ethernet cables as shown in the topology

¢ Rollover cables to configure the switches via the console

Part 1: Basic Device Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings such as the host names, IP
addresses, and device access passwords.

Note: Perform all tasks on router R1 and switches S1 and S2. The procedure for S1 is shown here as an
example.

Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram and cable as necessary.

Step 2: Configure basic settings for the router and each switch.
a. Configure host names as shown in the topology.

b. Configure interface IP addresses as shown in the IP Addressing Table. The configuration of the
VLAN 1 management interface on switch S1 is shown here.

Sl (config) #interface vlan 1
Sl (config-if)#ip address 192.168.1.2 255.255.255.0
S1(config-if) #no shutdown

c. Configure the enable secret and console passwords.

S1
Sl
Sl
S1
S1
S1

config) #fenable secret ciscol2345
config) #line console 0
config-line) #password ciscoconpass
config-line) #exec-timeout 5 0
config-line) #login

config-line) #logging synchronous

~ e~ o~~~ —~

Note: Do not configure the switch vty access at this time. The vty lines are configured on the switches
in Part 2 for SSH access.

d. Configure the vty lines and password on R1.

R1
R1
R1
R1

config) #line vty 0 4

config-line) #password ciscovtypass
config-line) fexec-timeout 5 0
config-line) #login

—~ e~~~
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e. To prevent the router or switch from attempting to translate incorrectly entered commands, disable
DNS lookup. Router R1 is shown here as an example.

Rl (config) #no ip domain-lookup

f. HTTP access to the switch is enabled by default. To prevent HTTP access, disable the HTTP server
and HTTP secure server.

Sl (config) #no ip http server
Sl (config) #no ip http secure-server

Note: The switch must have a cryptography IOS image to support the ip http secure-server
command. HTTP access to the router is disabled by default.

Step 3: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for PC-A and PC-B as shown in the IP
Addressing Table.

Step 4: Verify basic network connectivity.

a. Ping from PC-A and PC-B to the R1 Fa0/1 interface at IP address 192.168.1.1. Were the results
successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
b. Ping from PC-A to PC-B. Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 5: Save the basic configurations for the router and both switches.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

Sl#copy running-config startup-config
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Part 2: SSH Configuration

In Part 2 of this lab, you configure switches S1 and S2 to support SSH connections and install SSH client
software on the PCs.

Note: A switch 10S image that supports encryption is required to configure SSH. Otherwise, you cannot
specify SSH as an input protocol for the vty lines and the crypto commands are not available.

Task 1: Configure the SSH Server on Switch S1 and S2 Using the CLI

In this task, use the CLI to configure the switch to be managed securely using SSH instead of Telnet. Secure
Shell (SSH) is a network protocol that establishes a secure terminal emulation connection to a switch or other
networking device. SSH encrypts all information that passes over the network link and provides authentication
of the remote computer. SSH is rapidly replacing Telnet as the remote login tool of choice for network
professionals. It is strongly recommended that SSH be used in place of Telnet on production networks.

Note: For a switch to support SSH, it must be configured with local authentication or AAA. In this task, you
configure an SSH username and local authentication on S1 and S2. S1 is shown here as an example.

Step 1: Configure a domain name.

Enter global configuration mode and set the domain name.
Sl#conf t
Sl (config) #ip domain-name ccnasecurity.com

Step 2: Configure a privileged user for login from the SSH client.

a. Use the username command to create the user ID with the highest possible privilege level and a
secret password.

S1(config) #username admin privilege 15 secret ciscol2345

b. Exit to the initial switch login screen, and log in with this username. What was the switch prompt after
you entered the password?

Step 3: Configure the incoming vty lines.

a. Configure vty access on lines 0 through 4. Specify a privilege level of 15 so that a user with the
highest privilege level (15) will default to privileged EXEC mode when accessing the vty lines. Other
users will default to user EXEC mode. Specify the use of local user accounts for mandatory login and
validation, and accept only SSH connections.

Sl (config) #line vty 0 4

Sl (config-line) #privilege level 15
S1l(config-line) #exec-timeout 5 0

Sl (config-line) #login local

S1 (config-line) #transport input ssh
S1 (config-line) #exit

_— — — —

b. Disable login for switch vty lines 5 through 15 by allowing no transport input.

Sl (config) #line vty 5 15
S1(config-line) #transport input none
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Step 4: Generate the RSA encryption key pair for the router.
The switch uses the RSA key pair for authentication and encryption of transmitted SSH data.

Configure the RSA keys with 1024 for the number of modulus bits. The default is 512, and the range is
from 360 to 2048.

Sl (config) #crypto key generate rsa general-keys modulus 1024
The name for the keys will be: Sl.ccnasecurity.com

o

The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

S1 (config)#
00:15:36: %SSH-5-ENABLED: SSH 1.99 has been enabled

Step 5: Verify the SSH configuration.

a. Usethe show ip ssh command to see the current settings.
Sl#show ip ssh
b. Fill in the following information based on the output of the show ip ssh command.

SSH version enabled:
Authentication timeout:
Authentication retries:

Step 6: Configure SSH timeouts and authentication parameters.

The default SSH timeouts and authentication parameters can be altered to be more restrictive using the
following commands.

Sl (config) #ip ssh time-out 90
Sl (config) #ip ssh authentication-retries 2

Step 7: Save the running-config to the startup-config.

Sl#copy running-config startup-config

Task 2: Configure the SSH Client

TeraTerm and PUTTY are two terminal emulation programs that can support SSHv2 client connections. This
lab uses PuTTY.

Step 1: (Optional) Download and install an SSH client on PC-A and PC-B.
If the SSH client is not already installed, download either TeraTerm or PuTTY.
Note: The procedure described here is for PUTTY and pertains to PC-A.
Step 2: Verify SSH connectivity to S1 from PC-A.

a. Launch PuTTY by double-clicking the putty.exe icon (and clicking Run if prompted).
b. Inputthe S1 IP address 192.168.1.2 in the Host Name (or IP address) field.

c. Verify that the SSH radio button is selected. PuTTY defaults to SSH version 2.
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22 PuTTY Configuration
Cateqony:

= Seszion
Logaing

= Terminal
K.evboard
Bell
Features

=1 wfind o
Appearance
B ehavwiour
Tranzlation
Selection
Colours

= Connection
Data
Priosy
Telnet
Rlagin

+- 55H

Serial

B asic options for your PuT T session

Specify the destination you want to connect to
Haost Mame [or IP address] Part
192.168.1.2 22

Connection ype;

{3 FRaw (O Telmet ) Rlogin &) 55H () Sernial

Load, zave ar delete a stored zession

Saved Sessionz

Drefault Settings Load
184110

Save

Delete

Close window on exit:
i dhwap: (O Mever (%) Only on clean exit

[ Open ] [ Cancel

d. Click Open.

Note: Upon first connection the user is prompted with a PuTTY Security Alert stating that the server’s
host key is not cached in the registry.

e. Inthe PUTTY Security Alert window, click Yes to cache the server’s host key.

f.  Enter the admin username and password cisc012345 in the PUTTY window.

L-f" 19216812 - Pul TY
login a= nin

oard-interactive authentication.

g. Atthe S1 privileged EXEC prompt, enter the show users command.

Sl#show users

What users are connected to switch S1 at this time?

h. Close the PuTTy SSH session window with the exit or quit command.
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i. Tryto open a Telnet session to switch S1 from PC-A. Were you able to open the Telnet session?
Why or why not?

Step 3: Save the configuration.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

Rl#copy running-config startup-config

Part 3: Secure Trunks and Access Ports

In Part 3 of this lab, you configure trunk ports, change the native VLAN for trunk ports, verify trunk
configuration, and enable storm control for broadcasts on the trunk ports.

Securing trunk ports can help stop VLAN hopping attacks. The best way to prevent a basic VLAN hopping
attack is to explicitly disable trunking on all ports except the ones that specifically require trunking. On the
required trunking ports, disable DTP (auto trunking) negotiations and manually enable trunking. If no trunking
is required on an interface, configure the port as an access port. This disables trunking on the interface.

Note: Tasks should be performed on switches S1 or S2 as indicated.

Task 1: Secure Trunk Ports

Step 1: Configure switch S1 as the root switch.

For the purposes of this lab, assume that switch S2 is currently the root bridge and that switch S1 is preferred
as the root switch. To force S1 to become the new root bridge, you configure a new priority for it.

a. From the console on S1, enter privileged EXEC mode and then global configuration mode.
b. The default priority for switches S1 and S2 is 32769 (32768 + 1 with System ID Extension). Set S1
priority to O so that it becomes the root switch.
S1(config) #spanning-tree vlan 1 priority 0
S1(confiqg) #exit
Note: You can also use the spanning-tree vlan 1 root primary command to make S1 the
root switch for VLAN 1.

c. Issue the show spanning-tree command to verify that S1 is the root bridge and to see the ports in
use and their status.

Sl#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 1
Address 001d.4635.0c80
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 1 (priority 0 sys-id-ext 1)
Address 001d.4635.0c80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/5 Desg FWD 19 128.5 P2p
Fa0/6 Desg FWD 19 128.6 P2p

d. What is the S1 priority?

e. What ports are in use and what is their status?

Step 2: Configure trunk ports on S1 and S2.

a. Configure port Fa0/1 on S1 as a trunk port.
S1 (config) #interface FastEthernet 0/1
S1(config-if) #switchport mode trunk
Note: If performing this lab using NetLab with a 3560 switch, the user must first enter the command:

switchport trunk encapsulation dotlgq.

b. Configure port Fa0/1 on S2 as a trunk port.

S2 (config) #interface FastEthernet 0/1
S2 (config-if) #switchport mode trunk

c. Verify that S1 port Fa0/1 is in trunking mode with the show interfaces trunk command.

Sl#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/1 1-4094

Port Vlans allowed and active in management domain

Fa0/1 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 1

Step 3: Change the native VLAN for the trunk ports on S1 and S2.
Changing the native VLAN for trunk ports to an unused VLAN helps prevent VLAN hopping attacks.

a. From the output of the show interfaces trunk in the previous step, what is the current native
VLAN for the S1 FaO/1 trunk interface?

b. Set the native VLAN on the S1 Fa0/1 trunk interface to an unused VLAN 99.

S1 (config) #interface Fal/1
Sl (config-if) #switchport trunk native vlan 99
S1(config-if) #end

c. The following message should be displayed after a brief period of time.
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02:16:28: %CDP-4-NATIVE VLAN MISMATCH: Native VLAN mismatch discovered
on FastEthernet0/1 (99), with S2 FastEthernet0/1 (1).

What does the message mean?

d. Set the native VLAN on the S2 Fa0/1 trunk interface to VLAN 99.

S2 (config) #interface Fal/1
S2 (config-if) #switchport trunk native vlan 99
S2 (config-if) #end

Step 4: Prevent the use of DTP on S1 and S2.

Setting the trunk port to not negotiate also helps to mitigate VLAN hopping by turning off the generation of
DTP frames.

S1 (config) #interface Fal/1

Sl (config-if) #switchport nonegotiate

S2 (config) #interface Fal/1
S2 (config-if) #switchport nonegotiate

Step 5: Verify the trunking configuration on port Fa0/1.
Sl#show interface fa0/l1 trunk

Port Mode Encapsulation Status Native wvlan
Fa0/1 on 802.1qg trunking 99

Port Vlans allowed on trunk

Fa0/1 1-4094

Port Vlans allowed and active in management domain

Fa0/1 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 1

Sl1#show interface fa0/1l switchport

Name: Fa0/1

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 99 (Inactive)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none
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Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Appliance trust: none

Step 6: Enable storm control for broadcasts.

Enable storm control for broadcasts on the trunk port with a 50 percent rising suppression level using the
storm-control broadcast command.

S1 (config) #interface FastEthernet 0/1

Sl (config-if) #storm-control broadcast level 50

S2 (config) #interface FastEthernet 0/1
S2 (config-if) #storm-control broadcast level 50

Step 7: Verify your configuration with the show run command.

Use the show run command to display the running configuration, beginning with the first line that has
the text string “0/1” in it.

Sl#show run | beg 0/1

interface FastEthernet0/1

switchport trunk native vlan 99
switchport mode trunk

switchport nonegotiate
storm-control broadcast level 50.00

<Output omitted>

Task 2: Secure Access Ports

By manipulating the STP root bridge parameters, network attackers hope to spoof their system, or a rogue
switch that they add to the network, as the root bridge in the topology. If a port that is configured with PortFast
receives a BPDU, STP can put the port into the blocking state by using a feature called BPDU guard.

Step 1: Disable trunking on S1 access ports.

a. On S1, configure Fa0/5, the port to which R1 is connected, as access mode only.

S1 (config) #interface FastEthernet 0/5
Sl (config-if) #switchport mode access

b. On S1, configure Fa0/6, the port to which PC-A is connected, as access mode only.

S1 (config) #interface FastEthernet 0/6
Sl (config-if) #switchport mode access

c. On S2, configure Fa0/18, the port to which PC-B is connected, as access mode only.

S2 (config) #interface FastEthernet 0/18
S2 (config-if) #switchport mode access
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Task 3: Protect Against STP Attacks

The topology has only two switches and no redundant paths, but STP is still active. In this step, you enable
some switch security features that can help reduce the possibility of an attacker manipulating switches via
STP-related methods.

Step 1: Enable PortFast on S1 and S2 access ports.

PortFast is configured on access ports that connect to a single workstation or server to enable them to
become active more quickly.

a. Enable PortFast on the S1 Fa0/5 access port.

S1 (config) #interface FastEthernet 0/5
Sl (config-if) #spanning-tree portfast

The following Cisco IOS warning message is displayed:

SWarning: portfast should only be enabled on ports connected to a
single host. Connecting hubs, concentrators, switches, bridges, etc...
to this interface when portfast is enabled, can cause temporary
bridging loops. Use with CAUTION

$Portfast has been configured on FastEthernet0/5 but will only

have effect when the interface is in a non-trunking mode.

b. Enable PortFast on the S1 Fa0/6 access port.

S1 (config) #interface FastEthernet 0/6
Sl (config-if) #spanning-tree portfast

c. Enable PortFast on the S2 Fa0/18 access ports

S2 (config) #interface FastEthernet 0/18
S2 (config-if) #spanning-tree portfast

Step 2: Enable BPDU guard on the S1 and S2 access ports.
BPDU guard is a feature that can help prevent rogue switches and spoofing on access ports.

a. Enable BPDU guard on the switch ports previously configured as access only.

S1 (config) #interface FastEthernet 0/5
S1(config-if) #spanning-tree bpduguard enable

S1 (config) #interface FastEthernet 0/6
S1(config-if) #spanning-tree bpduguard enable

S2 (config) #interface FastEthernet 0/18
S2 (config-if) #spanning-tree bpduguard enable

b. PortFast and BPDU guard can also be enabled globally with the spanning-tree portfast
default and spanning-tree portfast bpduguard commands in global configuration mode.

Note: BPDU guard can be enabled on all access ports that have PortFast enabled. These ports
should never receive a BPDU. BPDU guard is best deployed on user-facing ports to prevent rogue
switch network extensions by an attacker. If a port enabled with BPDU guard receives a BPDU, it is
disabled and must be manually re-enabled. An err-disable timeout can be configured on the port so
that it can recover automatically after a specified time period.
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c. Verify that BPDU guard is configured by using the show spanning-tree interface fa0/5
detail command on switch S1.

Sl#show spanning-tree interface fa0/5 detail

Port 5 (FastEthernet0/5) of VLANO0Ol is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 1, address 001d.4635.0c80
Designated bridge has priority 1, address 001d.4635.0c80
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
The port is in the portfast mode
Link type is point-to-point by default
Bpdu guard is enabled
BPDU: sent 3349, received 0

Step 3: (Optional) Enable root guard.

Root guard is another option in helping to prevent rogue switches and spoofing. Root guard can be enabled
on all ports on a switch that are not root ports. It is normally enabled only on ports connecting to edge
switches where a superior BPDU should never be received. Each switch should have only one root port,
which is the best path to the root switch.

a. The following command configures root guard on S2 interface GiO/1. Normally, this is done if another
switch is attached to this port. Root guard is best deployed on ports that connect to switches that
should not be the root bridge. In the lab topology, S1 Fa0/1 would be the most logical candidate for
root guard. However, S2 Gi0/1 is shown here as an example, as Gigabit ports are more commonly
used for inter-switch connections.

S2 (config) #interface gigabitEthernet 0/1
S2 (config-if) #spanning-tree guard root

b. Issue the show run command to verify that root guard is configured.

S2#sh run | beg Gig
interface GigabitEthernet0/1
spanning-tree guard root

Note: The S2 Gi0/1 port is not currently up, so it is not participating in STP. Otherwise, you could use
the show spanning-tree interface Gi0/1 detail command.

c. If aportthatis enabled with BPDU guard receives a superior BPDU, it goes into a root-inconsistent
state. Use the show spanning-tree inconsistentports command to determine if there are
any ports currently receiving superior BPDUs that should not be.

S2#show spanning-tree inconsistentports

Name Interface Inconsistency

Number of inconsistent ports (segments) in the system : 0

Note: Root guard allows a connected switch to participate in STP as long as the device does not try to
become the root. If root guard blocks the port, subsequent recovery is automatic. If the superior BPDUs
stop, the port returns to the forwarding state.
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Task 4: Configure Port Security and Disable Unused Ports

Switches can also be subject to CAM table (also known as MAC address table) overflow, MAC spoofing
attacks, and unauthorized connections to switch ports. In this task, you configure port security to limit the
number of MAC addresses that can be learned on a switch port and disable the port if that number is
exceeded.

Step 1: Record the R1 Fa0/0 MAC address.

a. From the router R1 CLI, use the show interface command and record the MAC address of the
interface.

Rl#show interface fa0/1

FastEthernet0/1 is up, line protocol is up
Hardware is Gt96k FE, address is 001b.5325.256f (bia 001b.5325.256f)
Internet address is 192.168.1.1/24
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX

b. What is the MAC address of the R1 Fa0/1 interface?

Step 2: Configure basic port security.

This procedure should be performed on all access ports that are in use. Switch S1 port Fa0/5 is shown here
as an example.

Note: A switch port must be configured as an access port to enable port security.
a. From the switch S1 CLI, enter interface configuration mode for the port that connects to the router
(Fast Ethernet 0/5).

S1 (config) #interface FastEthernet 0/5

b. Shut down the switch port.
Sl (config-if) #shutdown

c. Enable port security on the port.
Sl (config-if) #switchport port-security

Note: Entering just the switchport port-security command sets the maximum MAC
addresses to 1 and the violation action to shutdown. The switchport port-security maximum
and switchport port-security violation commands can be used to change the default
behavior.

d. Configure a static entry for the MAC address of R1 Fa0/1/ interface recorded in Step 1.
Sl (config-if) #switchport port-security mac-address xxxx.XXXX.XXXX
(xxxx.xxxx.xxxx is the actual MAC address of the router Fast Ethernet 0/1 interface.)
Note: Optionally, you can use the switchport port-security mac-address sticky

command to add all the secure MAC addresses that are dynamically learned on a port (up to the
maximum set) to the switch running configuration.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 14 of 31



CCNA Security

e. Bring up the switch port.
S1(config-if) #no shutdown

Step 3: Verify port security on S1 Fa0/5.

a. On S1, issue the show port-security command to verify that port security has been configured

on S1 Fa0/5.
Sl#show port-security interface £0/5
Port Security : Enabled
Port Status : Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses 1
Total MAC Addresses HE
Configured MAC Addresses HE
Sticky MAC Addresses : 0
Last Source Address:Vlan : 001b.5325.256f:1
Security Violation Count : 0

b. What is the status of the Fa0/5 port?

What is the Last Source Address and VLAN?

c. From the router R1 CLI, ping PC-A to verify connectivity. This also ensures that the R1 Fa0/1 MAC
address is learned by the switch.

Rl#ping 192.168.1.10

d. You will now violate security by changing the MAC address on the router interface. Enter interface
configuration mode for the Fast Ethernet 0/1 interface and shut it down.

Rl (config) #interface FastEthernet 0/1
Rl (config-if) #shutdown

e. Configure a MAC address for the interface on the interface, using aaaa.bbbb.cccc as the address.
Rl (config-if) #mac-address aaaa.bbbb.cccc

f. Enable the Fast Ethernet 0/1 interface.

Rl (config-if) #no shutdown
Rl (config-if) #end

Note: You could also change the PC MAC address attached to S1 Fa0/6 and achieve similar results to
those shown here.

g. From the router R1 CLI, ping PC-A. Was the ping successful? Why or why not?

h. On switch S1 console, observe the messages when port Fa0/5 detects the violating MAC address.

*Jan 14 01:34:39.750: %PM-4-ERR DISABLE: psecure-violation error
detected on Fa0/5, putting Fa0/5 in err-disable state

*Jan 14 01:34:39.750: %PORT SECURITY-2-PSECURE VIOLATION: Security
violation occurred, caused by MAC address aaaa.bbbb.cccc on port
FastEthernet0/5.
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*Jan 14 01:34:40.756: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/5, changed state to down

*Mar 1 01:34:41.755: %LINK-3-UPDOWN: Interface FastEthernet0/5,
changed state to down

i.  On the switch, use the various show port-security commands to verify that port security has
been violated.

Sl#show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Sl#show port-security interface fastethernet0/5

Port Security : Enabled

Port Status : Secure-shutdown
Violation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses HE

Configured MAC Addresses : 1

Sticky MAC Addresses : 0

Last Source Address:Vlan : aaaa.bbbb.cccc:1
Security Violation Count : 1

Sl#show port-security address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)

1 001b.5325.256f% SecureConfigured Fa0/5 -

j- On the router, shut down the Fast Ethernet 0/1 interface, remove the hard-coded MAC address from
the router, and re-enable the Fast Ethernet 0/1 interface.

R1
R1
R1
R1

config) #interface FastEthernet 0/1
config-if) #shutdown

config-if) #no mac-address aaaa.bbbb.cccc
config-if) #no shutdown

—~ e~~~

Note: This will restore the original FastEthernet interface MAC address.

k. From R1, try to ping the PC-A again at 192.168.1.10. Was the ping successful? Why or why not?

Step 4: Clear the S1 Fa0/5 error disabled status.

a. From the S1 console, clear the error and re-enable the port using the following commands. This will
change the port status from Secure-shutdown to Secure-up.

S1 (config) #interface FastEthernet 0/5
S1(config-if) #shutdown
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S1(config-if) #no shutdown

Note: This assumes the device/interface with the violating MAC address has been removed and replaced
with the one originally configured.

b. From R1, ping PC-A again. You should be successful this time.
Rl#ping 192.168.1.10

Step 5: Remove basic port security on S1 Fa0/5.

a. From the S1 console, remove port security on Fa0/5. This procedure can also be used to re-enable
the port but port security commands will need to be reconfigured.

S1 (config) #interface FastEthernet 0/5

S1(config-if) #shutdown

Sl (config-if) #no switchport port-security

Sl (config-if) #no switchport port-security mac-address 001b.5325.256f
S1(config-if) #no shutdown

b. You can also use the following commands to reset the interface to its default settings.

S1 (config) #interface FastEthernet 0/5

Sl (config-if) #shutdown

Sl (config-if) #exit

S1 (config) #default interface fastethernet 0/5
S1 (config) #interface FastEthernet 0/5

Sl (config-if) #no shutdown

Note: This default interface command also requires you to reconfigure the port as an access port
in order to re-enable the security commands.

Step 6: (Optional) Configure port security for VolP.

The following example shows a typical port security configuration for a voice port. Three MAC addresses
are allowed, and they are to be learned dynamically. One MAC address is for the IP phone, one is for the
switch and the third IP address is for the PC connected to the IP phone. Violations of this policy result in
the port being shut down. The aging timeout for the learned MAC addresses is set to two hours.

This example is shown for switch S2 port Fa0/18.

S2 (config) #interface Fa0/18

S2 (config-if) #switchport mode access

S2 (config-if) #switchport port-security

S2 (config-if) #switchport port-security maximum 3

S2 (config-if) #switchport port-security violation shutdown
S2 (config-if) #switchport port-security aging time 120

—_ — — —

Step 7: Disable unused ports on S1 and S2.
As a further security measure, disable any ports not being used on the switch.

a. Ports Fa0/1, Fa0/5, and Fa0/6 are used on switch S1. The remaining Fast Ethernet ports and the two
Gigabit Ethernet ports will be shutdown.

S1(config) #interface range Fa0/2 - 4
Sl (config-if-range) #shutdown
S1 (config-if-range) #interface range Fa0/7 - 24
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Sl (config-if-range) #shutdown
S1 (config-if-range) #interface range gigabitethernet0/1 - 2
Sl (config-if-range) #shutdown

b. Ports Fa0/18 and GiO/1 are used on switch S2. The remaining Fast Ethernet ports and the Gigabit
Ethernet ports will be shutdown.

S2 (config) #interface range Fa0/2 - 17

S2 (config-if-range) #shutdown

S2 (config-if-range) #interface range Fa0/19 - 24
S2 (config-if-range) #shutdown

S2 (config-if-range) #exit

S2 (config) #interface gigabitethernet0/2

S2 (config-if) #shutdown

Step 8: (Optional) Move active ports to a VLAN other than the default VLAN 1.

As a further security measure, you can move all active end user and router ports to a VLAN other than the
default VLAN 1 on both switches.

a. Configure a new VLAN for users on each switch using the following commands:

S1(config) #vlan 20
S1(config-vlan) #name Users

S2 (config) #vlan 20
S2 (config-vlan) #fname Users

b. Add the current active access (non-trunk) ports to the new VLAN.

S1 (config) #interface range fa0/5 - 6
Sl (config-if) #switchport access vlan 20

S2 (config) #interface £a0/18
S2 (config-if) #switchport access vlan 20

Note: This will prevent communication between end user hosts and the management VLAN IP address of the
switch, which is currently VLAN 1. The switch can still be accessed and configured using the console
connection.

If you need to provide Telnet or SSH access to the switch, a specific port can be designated as the
management port and added to VLAN 1 with a specific management workstation attached. A more elaborate
solution is to create a new VLAN for switch management (or use the existing native trunk VLAN 99) and
configure a separate subnet for the management and user VLANs. Enable trunking with subinterfaces on R1
to route between the management and user VLAN subnets.

Step 9: Configure a port with the PVLAN Edge Feature.

Some applications require that no traffic be forwarded at Layer 2 between ports on the same switch so that
one neighbor does not see the traffic generated by another neighbor. In such an environment, the use of the
Private VLAN (PVLAN) Edge feature, also known as protected ports, ensures that there is no exchange of
unicast, broadcast, or multicast traffic between these ports on the switch. The PVLAN Edge feature can only
be implemented for ports on the same switch and is locally significant.

For example, to prevent traffic between host PC-A on switch S1 (port Fa0/6) and a host on another S1 port
(e.g. port Fa0/7, which was previously shut down), you could use the switchport protected command to
activate the PVLAN Edge feature on these two ports. To disable protected port, use the no switchport
protected interface configuration command.
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a. Configure the PVLAN Edge feature in interface configuration mode using the following commands:

S1 (config) #interface fastEthernet 0/6
Sl (config-if) #switchport protected

S1 (config-if) #interface fastEthernet 0/7
Sl (config-if) #switchport protected
S1(config-if) #no shut

S1(config-if) #end

b. Verify that the PVLAN Edge Feature (protected port) is enabled on Fa0/6.

Sl#show interfaces fa0/6 switchport

Name: Fa0/6

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: true

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Appliance trust: none

c. Deactivate protected port on interfaces Fa0/6 and Fa0/7 using the following commands:

S1 (config) #interface fastEthernet 0/6
Sl (config-if) #no switchport protected

S1 (config-if) #interface fastEthernet 0/7
Sl (config-if) #no switchport protected

Part 4: Configure SPAN and Monitor Traffic

Note: There are two tasks in this part of the lab, Task 1: Option 1 is to be performed using hands-on
equipment. Task 2: Option 2 is modified to be compatible with the NETLAB+ system but can also be
performed using hands-on equipment.
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Cisco I0S provides a feature that can be used to monitor traffic in general and network attacks in particular,
called Switched Port Analyzer (SPAN). Cisco IOS supports local SPAN and remote SPAN (RSPAN). With
local SPAN, the source VLANS, source switch ports, and the destination switch ports are on the same
physical switch.

In this part of the lab, you configure a local SPAN to copy traffic from one port where a host is connected to
another port where a monitoring station is connected. The monitoring station will run the Wireshark packet
sniffer application to analyze traffic.

Note: SPAN allows you to select and copy traffic from one or more source switch ports or source VLANs onto
one or more destination ports.

Task 1: Option 1 - Configure a SPAN Session Using Hands-on Equipment.

Note: Option 1 assumes you have physical access to the devices shown in the topology for this
lab. NETLAB+ users accessing lab equipment remotely should proceed to Task 2: Option 2.

Step 1: Configure a SPAN session on S1 with a source and destination

a. Setthe SPAN source interface using the monitor session command in global configuration mode.
The following configures a SPAN source port on FastEthernet 0/5 for ingress and egress traffic.
Traffic copied on the source port can be ingress only, egress only or both. Switch S1 port Fa0/5 is
connected to router R1, so ingress traffic from R1 and egress to R1 on switch port Fa0/5 will be
monitored.

S1 (config) #monitor session 1 source interface fa0/5 both

Note: You can specify monitor tx (transmit) or rx (receive) traffic. The keyword both includes tx and
rx. The source can be a single interface, a range of interfaces, a single VLAN, or a range of VLANS.

b. Setthe SPAN destination interface.
S1 (config) #monitor session 1 destination interface fa0/6

All traffic from S1 Fa0/5, where R1 is connected, will be copied to the SPAN destination port Fa0/6, where
PC-A with Wireshark is connected.

Note: The destination can be an interface or a range of interfaces.
Step 2: Verify the setup of the SPAN session on S1.

Confirm the SPAN session setup.

Sl#show monitor session 1

Session 1

Type : Local Session
Source Ports :
Both : Fa0/5
Destination Ports : FaO/6
Encapsulation : Native
Ingress : Disabled
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Step 3: (Optional) Download and install Wireshark on PC-A.

a. Wireshark is a network protocol analyzer (also called a packet sniffer) that runs with Windows XP and
Vista. If Wireshark is not currently available on PC-A, you can download the latest version from
http://www.wireshark.org/download.html. This lab uses Wireshark version 1.0.5. The initial Wireshark
installation screen is shown here.

a0

Welcome to the Wireshark 1.0.5
Setup Wizard

This wizard will guide wou through the installation of
Wireshark,

Before starting the installation, make sure Wireshark, is nok
running.

Click. 'Mesxt' o continue,

Mext = ] [ Cancel

b. Click | Agree to the License agreement and accept the defaults by clicking Next when prompted.

Note: On the Install WinPcap screen, select the install WinPcap options and select Start WinPcap
service option if you want to have other users besides those with administrative privileges run Wireshark.

Step 4: Monitor switch S1 port Fa0/5 ping activity using Wireshark on PC-A.
a. If Wireshark is available, start the application.

b. From the main menu, select Capture > Interfaces.
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i The Wireshark Metwork Analpzer
File Edit “iew Go BEGEEN Analvze Statistics  Help

@ { | B Interfaces... e« T L | BE A WHEMR »
i options. .. Chrl+H

Fitter: ﬁ Start | * Expresszion.. Clear Apply
&
B

@ Capture Fitters. .

c. Click the Start button for the local area network interface adapter with IP address 192.168.1.10.

7 Wireshark: Capture Interfaces

Description IP Packets Packetzis
g_ Adapter for generic dialup and VPN capture [gtart ] [thiu:uns ] [Qetails ]
@l Brosdcom Netitreme Gigahit Ethernet Driver (Microsoft's Packet Scheduler) 192168110 73 3 [gtart ] [thiu:uns ] [getaus ]

d. Generate some traffic from PC-B (192.168.1.11) to R1 interface Fa0/1 (192.168.1.1) using ping. This
traffic will go from S2 port Fa0/18 to S2 port Fa0/1 across the trunk link to S1 port Fa0/1 and then exit
interface Fa0/5 on S1 to reach R1.

PC-B:\>ping 192.168.1.1

e. Observe the results in Wireshark on PC-A. If you have not pinged 192.168.1.1 before, you will see
the initial ARP request broadcast from PC-B (Intel NIC) to determine the MAC address of the R1
Fa0/1 interface with IP address 192.168.1.1 and the ARP reply from the R1 Cisco Ethernet interface.
After the ARP request, the pings (echo request and replies) can be seen going from PC-B to R1 and
from R1 to PC-B through the switch.

Note: Your screen should look similar to the one below. Some additional packets might be captured
in addition to the pings, such as the R1 Fa0/1 LOOP reply.
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BEE)
File Edit ‘iew Go Capture Anslyze Ststistics Help
" B b o T dio | AR
e BEdX2E A¢e¢esnpF L|IBE QA #$8M%X B
Fiter: |Vip.dst ==192.168.1 255) + Expression.. Clear Apply
Ma. . Time: Source Destination Protocal Infa
1 0.000000 Cisco_25:25:6F Cisco_25:25:6F LOOP rReply
2 7.135735 Intel_G3:ca:ss Broadcast ARP who has 152.168.1.17 7Tell 182.165.1.11
3 7.136431 Cisco_25:25:6f Intel_63:ce:53 ARP 192.168.1.1 s at 00:1h:533:25:253:6f
4 7.136435 192.168.1.11 192.168.1.1 ICMP Echo (ping) reguest
5 7.137912 192.168.1.1 192.168.1.11 IcMp Echo €ping) reply
6 B.132983 1592.168.1.11 192.168.1.1 ICMP Echo (ping) reguest
7 8.133552 192.168.1.1 192.168.1.11 ICMP Echo Cping) reply
8 9.132840 192.168.1.11 192.1658.1.1 ICMP Echo (ping) reguest
G 5.133512 162.168.1.1 102.168.1.11 ICMp Echo (ping) reply
10 9, 998EET Cisco_25:25:6F Cisco_25:25:6F LOoP Reply

11 10.132858  192.148.1.11 192.165.1.1 ICMP Echo (ping) reguest
12 10.133430 152.168.1.1 1592.168.1.11 Echo f{ping)

Frame 12 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: Cisco_25:25:6F (00:1b:53:25:25:6F), Dst: Intel_K3:ce:53 (00:07:89:63:c2:53)
Internet Protocol, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.11 (1%92.163.1.11)

Internet Control Message Protocol

+ F EE

0o00 00 0F 2% 63 <e 53 00 1b 53 25 25 &F OB Q0 45 00 eeCaS. . SHE¥OLLE.
0010 00 3¢ o7 5 00 00 FF 01 70 62 <0 af 01 01 <0 ag e 1] P
0020 01 Ob 00 00 4f 5¢C 02 00 04 00 61 62 63 64 65 66 vew 0. L. abodef
Q030 67 68 69 6a 6b 6c 6d 6 &F 70 71 72 73 74 75 76 ghijkImn opgrstuv
o400 FY¥ 61 62 63 &4 65 66 47 68 a9 wabcdefg hi

File: "CADOCUME~1 Wim\LOCALS~1"Templether®... | Packets: 13 Displaved: 12 Marked: 0 Dropped: 0 Profile: Default

Step 5: Monitor switch S1 port Fa0/5 SuperScan activity using Wireshark on PC-A.

a. If SuperScan is not on PC-B, download the SuperScan 4.0 tool from the Scanning Tools group at
http://www.foundstone.com. Unzip the file into a folder. The SuperScan4.exe file is executable and
installation is not required.

b. Start the SuperScan program on PC-B. Click the Host and Service Discovery tab. Check the
Timestamp Request check box, and uncheck the Echo Request check box. Scroll through the UDP
and TCP port selection lists and notice the range of ports that will be scanned.

c. Inthe SuperScan program, click the Scan tab and enter the IP address R1 FAO/1 (192.168.1.1) in the
Hostname/IP field.

d. Click the right arrow to populate the Start IP and End IP fields.
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—= SuperScan 4.0

Scan lHu:-st and Service Dizcovery | Scan I:Ipticuns] Toolz ] Windows Enumeratiu:un] About ]
IPz
Hosthamme P |1'E|2.'IEB.1.1 | * | Start |P EndIP Clear Selected
statlp X[ 132 168 1 . 1 19216811 E——
-3
EndlP X|[ 152 tes 1T
Read IPs from file -2
.=
=
3
[N
B
@D
=1
]
v
} ‘ ‘ ‘ Wiews HTML Results
FReady

e. Clear the previous capture in Wireshark and start a new capture by clicking Capture > Start. When
prompted, click the Continue without saving button.

f. Inthe SuperScan program, click the blue arrow button in the lower left to start the scan.
g. Observe the results in the Wireshark window on PC-A. Notice the number and types of ports tried by

the simulated SuperScan attack from PC-B (192.168.1.11) to R1 Fa0/1 (192.168.1.1). Your screen
should look similar to the following:
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BEE]

File Edit “iew Go Capture Analyze Statistics Help

o el EdX2E A¢+dTFTEL/IEBEE QRQQE| #® MK
Filter: | eth.dst == 00:1k:53:25: 25:61 * Expression.. Clear Apply
Ma. . Time Source Destination Protocol Infa
6§ 6.903298 192.168.1.11 192.168.1.1 upP source port: edtools Destination port: npp
8 6.918512 152.168.1.11 152.168.1.1 HTR NTR client
9 fA.932152 1%2.168.1.11 152.1658.1.1 UDP source port: fuscript Destination port: 11487
10 6. 947818 1%52.168.1.11 152.168.1.1 uDP Source port: x%-jcue Destination port: fas-reg
11 6.963287 192.168.1.11 192.168.1.1 upP source port: audit-transfer Destination port: glob
12 6.979033 1582.168.1.11 152.1658.1.1 uopP source port: capioverlan Dpestination port: filenet
15 &.9%34805 152.188.1.11 152.168.1.1 ECHD Reguast
14 7.010220 1%2.148.1.11 192.188.1.1 RPC Continuation
15 7.025875 192.168.1.11 192.168.1.1 upP source port: blaze Destination port: wat
16 7.042141 192.168.1.11 192.168.1.1 upP source port: unizensus Destination port: 32785
17 7.057147 152.168.1.11 1562.1658.1.1 uppP Source port: winpoplanmess Destination port: 32782
18 7.072728 192.168.1.11 192.168.1.1 ucpP source port: cl22z-acse Destination port: 1028
1% 7. 088460 1%52.168.1.11 152.168.1.1 uDP Source port: resacommunity Destination port: 1027
20 7.104024 192.168.1.11 192.168.1.1 upP source port: nfa Destination port: ilss
21 7.119653 1582.168.1.11 152.1658.1.1 uopP source port: jascontrol-oms CDestination port: micr
22 7.135380 152.168.1.11 162.1658.1.1 uopP Source port: jascontrol Destination port: pcanywhe
7?2 7 IRNRTR 167 1TAR 111 162 1AR 11 M= =standard miary TwT wersinn hind

+ F F

0000 00 1k 33 25 25 &6F 00 OF e9 63 ce 53 OB 00 45 00
0010 00 28 B 07 00 00 40 01 2f 71 <0 a8 01 Ob <0 a8
0020 01 o1 0d 00 4b 5% 02 00 Q0 01 fo fo fo fo fo fo
0030 fo fo fo fo fo fo 00 0O QO 00 00 00

>

Frame 3 (60 bytes on wire, 60 bytes captured)

Ethernet II, Src: Intel_63:ce:53 (00:07:29:63:ce:530, Dst: Cisco_25:259:6F (00:1b:53:25:259:6F)
Internet Protocol, Src: 182.168.1.11 ¢192.168.1.11), Dst: 192.168.1.1 (152.168.1.1)

Internet Control Message Protocol

Filez "CADOCUME~1 WimiL OCALS~1"Templetherx ... | Packets: 97 Displayed: 90 Marked: 0 Dropped: O Profile: Default

Task 2: Option 2 - Configure a SPAN Session Using NETLAB+ Remote
Equipment.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Note: This portion of the lab has been rewritten to enhance compatibility with the NETLAB+ system.
On switch S1, you will configure a local SPAN to reflect the traffic exiting Port Fa0/5, in this case, the traffic
from PC-A to R1’s Fa0/1. This traffic should be received by switch S2, and forwarded to PC-B, where
Wireshark is capturing the packets. Refer to the following diagram which illustrates the SPAN traffic flow.

Note: To perform this Task, Wireshark should be installed on PC-B.
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TX (from PC-A to R1's Fal/M)

Fa0/1

Reflected Traffic
{from PC-A to R1's FalM)

—
Fao/1  Fao/1 NEZA

Fa0/18

Local SPAN

Fa0/6 T
TX (from PC-A to R1'= Fal1)

Traffic Captured by Wireshark MAC PC-B

PC-B

Note: Switch S2 is acting as a regular switch, forwarding frames based on destination MAC addresses and
switch ports. The traffic entering S2 through Port Fa0/1 utilizes the R1’s MAC address as destination for the
Ethernet frame, therefore in order to forward those packets to PC-B, the R1’'s MAC address must be the same
as PC-B. To accomplish this, R1’s Fa0/1 MAC address is modified using the IOS CLI to simulate PC-B’s MAC
address. This requirement is specific to the NETLAB+ environment.

Step 1: Configure a SPAN session on S1 with Source and Destination:

a. Return the Fa0/1 on S1 and S2 to its default configuration. This link S1 Fa0/1 to S2 Fa0/1 is going to
be used to carry the traffic being monitored.

S1 (config) #default interface fastethernet 0/1
S2 (config) #default interface fastethernet 0/1

b. Write down the MAC address for PC-B

PC-B’s MAC Address:

PC-B’s MAC Address in this example is 000c-299a-e61a

c. Configure the PC-B’s MAC address on R1’s Fa0/1.

Rl (config) #interface fal/1
Rl (config-if) #imac-address 000c.299a.ebla

d. Setthe SPAN Source Interface using the monitor session command in global configuration mode.
The following configures a SPAN source port on fastethernet0/5 for egress traffic. Traffic copied on
the source port can be ingress only, egress only or both. In this case, the egress traffic is the only one
analyzed. On Switch S1 port Fa0/5 is connected to router R1 so traffic to the switch port Fa0/5 to R1
will be monitored.

S1 (config) #monitor session 1 source interface fa0/5 tx
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Note: The source can be a single interface, a range of interfaces, a single VLAN, or range of VLANS.
e. Setthe SPAN destination interface.

S1 (config) #monitor session 1 destination interface fa0/1

All egress traffic from S1 Fa0/5, where R1 is connected, will be copied to the SPAN destination port
Fa0/1, where PC-B with WireShark is connected.

Note: The destination can be an interface or a range of interfaces.

Step 2: Verify the setup of the SPAN session on S1.
Confirm the SPAN session setup using the show monitor session 1 command.

Sl#show monitor session 1

Session 1

Type : Local Session
Source Ports :
TX Only : Fa0/5
Destination Ports : Fa0/1
Encapsulation : Native
Ingress : Disabled

Step 3: (Optional) Download and install Wireshark on PC-B

a. WireShark is a network protocol analyzer (also called a packet sniffer) that runs with Windows XP
and Vista. If WireShark is not currently available on PC-B, you may download the latest version from
http://www.wireshark.org/download.html and install it as described in Part 4, Task 1, Step 3.

Step 4: Monitor Switch S1 port Fa0/5 ping activity using Wireshark on PC-B
a. If WireShark is available, start the application.
b. From the main menu, select Capture > Interfaces.
c. Click the Start button for the Local area network interface adapter.

d. Before pinging, delete the ARP table on PC-A, so an ARP request would be generated.
C:\>arp -d *
e. Generate some traffic from PC-A (192.168.1.10) to R1 interface Fa0/1 (192.168.1.1) using ping. This
traffic will go from S1 port Fa0/6 to S1 port Fa0/5. In addition, the traffic going from PC-A to R1
interface Fa0/1 is forwarded across the link between S1 and S2, and then S2 will forward this traffic to

PC-B, where Wireshark is capturing the packets. Note that the SPAN session is configured only on
S1, and S2 is operating as a hormal switch.

C:\>ping 192.168.1.1

f.  Observe the results in WireShark on PC-B. Notice the initial ARP request broadcast from PC-A to
determine the MAC address of the R1 Fa0/1 interface with IP address 192.168.1.1 and the ARP reply
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from the R1 Cisco Ethernet interface. After the ARP request the pings (echo requests) can be seen
going from PC-A to R1 through the switch.

Note: Your screen should look similar to the one below. There may be some addition packets captured,
in addition to the pings, such as the R1 Fa0/1 LOOP Reply and Spanning Tree Packets.

Note that the NetLab VM NIC’s must be configured for promiscuous mode for the capture part of this lab
to work.

7! (Untitled) - Wireshark k 18] x|
File Edit Wew Go Capture Analvze Statistics  Help

B & e EEHRREZ2E AT ILI|( BB QQaf| @& m -
Eilter:l ¥ Expression... Clear Apply
Nn.—l Tirne | Source | Destination | Protocol | Info il
36 6B.732277 vmware_cc:99:592 Broadcast ARF who has 192.168.1.17 Tell 152.168.1.10

37 68.733202 192.168.1.10 192.168.1.1 ICMP Echo (ping) reguest

38 69.731632 152.168.1.10 192.168.1.1 ICMP Echo (ping) reguest

39 70.1482132 Cisco_46:34:18 PwsT+ STP Conf. Root = 32769/00:22:564:92:3a:80 Cost

40 70.679625  19%2.168.1.10 192.168.1.1 ICMP Echo (ping) reguest

41 71.70B61B 15%2.168.1.10 192.168.1.1 ICMP Echo (ping) reguest

42 F2.21T7217 Cisco_46:34:18 PwsT+ STP Conf. Root = 32769,00:22:56:92:3a:80 Cost -
43 74.207584 Cisco_46:34:18 PWsT+ STR Conf. ROOL = 32769,/00:22:596:92:3a:80 CoOsT -
44 Fa, 205311 Cisco_46:34:18 PWsT+ STP Conf. Root = 32769,/00:22:56:%92:3a:80 Cost

45 FE.190722 Cisco_46:34:18 PwsT+ STP Conf. Root = 32769,00:22:56:92:3a:80 Cost -
46 30.188001 Cisco_46:34:18 PwsT+ STR Conf. ROOL = 32769,/00:22:596:92:3a:80 CoOsT -
47 82.242616 Cisco_46:34:18 PWsT+ STP Conf. Root = 32769,/00:22:56:%e:3a:80 Cost -
48 84, 231904 Cisco_46:34:18 PwsT+ STP Conf. Root = 32769,00:22:56:92:3a:80 Cost -
49 86.229478  Cisco_46:34:18 PwsT+ STR Conf. ROOL = 32769,/00:22:596:92:3a:80 CoOsT -
50 88. 221902 Cisco_46:34:18 PWsT+ STP Conf. Root = 32769,/00:22:56:%e:3a:80 Cost -
51 90, 2116468 Cisco_46:34:18 PwsT+ STP Conf. Root = 32769,00:22:56:92:3a:80 Cost -
N2 07 2ARTAT Cisen 423418 PWeT4+ STE conf. RNt = 3IPFAGSO0:7715A:8R:34 R0 CnsT =;|
1] | i
H Frame 1 (&4 bytes on wire, 64 bytes captured)

F IEEE 802.3 Ethernet

H Logical-Link Control

F Spanning Tree Protocol
0000 01 00 Oc cc cc cd 00 22 56 46 34 18 00 32 aa aa  ....... TOWEE L 2.
0010 03 00 00 Oc 01 Oh 00 OO0 00 00 00 80 01 00 22 56 ...oovvin veaun.. "
0020 Se 3a 80 00 00 00 17 80 ab 00 22 56 46 34 00 80 e UWRS L
0030 18 02 00 14 00 02 00 Of 00 00 00 00 00 02 00 ab ... oL,

File: "CADOCUMER 1 NetlabiLoCaLS~ 1) Templet... |F‘ackets: 54 Displaved: 54 Marked: 0 Dropped: 0 |F‘r0Fi|e: Defaulk v

Step 5: Monitor Switch S1 port Fa0/5 SuperScan activity using Wireshark on PC-B

a. |If SuperScan is not on PC-A, download the SuperScan 4.0 tool from the Scanning Tools group at
http://www.foundstone.com. Unzip the file into a folder. The SuperScan4.exe file is executable and
installation is not required.

b. Start the SuperScan program on PC-A. Click the Host and Service Discovery tab. Check the
Timestamp Request check box and uncheck the Echo Request check box. Scroll the UDP and TCP
port selection lists and notice the range of ports that will be scanned.

c. Inthe SuperScan program click the Scan tab and enter the IP address of R1 FA0/1 (192.168.1.1) in
the Hostname/IP field.

d. Click the right facing arrow to populate the Start and End IP fields.
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= SuperScan 4.0
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e. Clear the previous capture in WireShark and start a new capture by clicking Capture > Start and
when prompted click the Continue without saving button.

f. In the SuperScan program click the button which is in the lower left of the screen, with the blue arrow
on it, to start the scan.

g. Observe the results on the WireShark window on PC-B. Notice the number and types of ports tried by

the simulated SuperScan attack from PC-A (192.168.1.11) to R1 Fa0/1 (192.168.1.1). Your screen
should look similar the following:
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Filter: Iip.src eq 192,168,110

-

Expression.,. Clear Apply

Info —_—

LA3976 192.148.
92076 192,168,
215677 192.168.
L231288 192,148,
L 2466815 192.168.
L262248 192,168,
. 280234 1592.1468.
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. 3B7GEEL 152.1468.
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—
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EROWSER.
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192.168.1.1 uUDppP
152.168.1.1 RADIUS
152.168.1.1 uUDP
192.168.1.1 RPC
152.168.1.1 UDP
152.168.1.1 UDP
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1. Why should port security be enabled on switch access ports?

2. Why should port security be enabled on switch trunk ports?

3. Why should unused ports on a switch be disabled?
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Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface

Ethernet Interface

Serial Interface

Serial Interface

#1 #2 #1 #2

1700 Fast Ethernet 0 Fast Ethernet 1 Serial 0 (S0) Serial 1 (S1)
(FAO) (FAL)

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FAO0/0) (FAO0/1) (S0/0/0) (S0/0/1)

2600 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0 (S0/0) | Serial 0/1 (S0/1)
(FA0/0) (FAO0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FAOQ/0) (FAO/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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Cisco | Networking Academy®

Mind Wide Open

Chapter 7 Lab A: Exploring Encryption Methods

Topology

Fa0/t [

Fal/6 Fa0/18
192.168.1.0/24

Objectives

Part 1: (Optional) Build the Network and Configure the PCs

e Connect the PCs and configure IP addresses.

Part 2: Decipher a Pre-encrypted Message Using the Vigenere Cipher

e Given an encrypted message, a cipher key, and the Vigenere cipher square, decipher the message.
Part 3: Create a Vigenere Cipher Encrypted Message and Decrypt It

o Work with a lab partner and agree on a secret password.

o Create a secret message using the Vigenere cipher and the key.

e Exchange messages and decipher them using the pre-shared key.
e Use an interactive Vigenere decoding tool to verify decryption.

Part 4: Use Steganography to Embed a Secret Message in a Graphic

o Create a secret message and save it as a .txt file.
e Use S-Tools to embed the secret text message into a .bmp graphic.
e Send the graphic to a lab partner to reveal the embedded message.

Background

The Cisco 10S password encryption service uses a Cisco-proprietary algorithm that is based on the Vigenere
cipher. Vigenere is an example of a common type of cipher mechanism called polyalphabetic substitution.
Although not a strong encryption technique, Vigenere serves to illustrate a commonly used encryption and
decryption process.

Note: Students can work in teams of two for this lab.
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Required Resources
e 2 switches (Cisco 2960 or comparable)
e PC-A (Windows XP or Vista)
e PC-B (Windows XP or Vista)

e Ethernet cables as necessary

Part 1: (Optional) Build the Network and Configure the PCs

In Part 1 of this lab, you connect the PCs and configure IP addresses. This is not required to perform the lab,
unless you want to copy files between PCs.

Step 1: Cable the network as shown in the topology.
Attach the devices shown in the topology diagram, and cable as necessary.

Note: The switches in the topology can be omitted and the PCs connected directly together using a crossover
cable, if desired. This is only necessary if the files used in the lab are to be exchanged by copying them from
one PC to the other. If files are to be exchanged using removable media, such as a flash drive or floppy disk,
no cabling is required.

Step 2: Configure PC host IP settings.

Configure a static IP address and subnet mask for PC-A and PC-B as shown below. A default gateway is not
required because the PCs are on the same local network.

e PC-AIP address: 192.168.1.1, Subnet mask 255.255.255.0
e PC-BIP address: 192.168.1.2, Subnet mask 255.255.255.0

Step 3: Verify connectivity between PC-A and PC-B.
Ping from PC-A to PC-B.
Are the ping results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
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Part 2: Decipher a Pre-encrypted Message Using the Vigenere Cipher

In Part 2 of this lab, you analyze an encrypted message and decrypt it using a cipher key and the Vigenere

cipher square.

Step 1: Review the encrypted message.

The following message has been encrypted using the Vigenere cipher.

VECIHXEJZXMA

Can you tell what the message says?

Step 2: Review the cipher keyword.

The cipher keyword TCPIP was used to encrypt the message. The same keyword will be used to decrypt or

decipher the message.

Step 3: Review the structure of the Vigenere square.

A standard Vigenere square or table is used with the keyword to decipher the message.

NINToULOQWLUOUI——=¥dSZ0a0xcwnk>D>2 x>
N QWL O ——¥ 12 Z20aQxunkF-I>=x
XX>Na<aoUQwuwPII——-¥J=ZZ0a0xwnikFE2d2>=
SExX>r-NaIdoVAWLUUI ——-¥Y 15200002 >
S>> X>-NA9o0LLQAQWLUOUI ——=¥ 122000 wniED>D
JDo>>EsxXx>NAadaoaUowL I ——w 103200 0x W0
FFD>E2EX>NAA9onUoAOWL DI ——¥ 105200 0xw
NkFEI>2X>NdoUoowWww I ——w IS Z200 0COx
ElrVkFD2D2>=X>Ng<oVoWwL O ——x¥ 032000
OQ0xWnkFI>=X>NA4nnU QWL O ——¥ 135200
oo OxnkFII>=sx>NadanUowWw O ——¥ 0= 20
OO0 O wnikFI>=2=X>NadoUoOWw 3T ——v¥ 15 =2
ZZ00 0 EFD>==X>-NI<oUQWL O ——¥ 1=
SIEZ0a0xunkFIDd>EX>NadaoUVUoWwLw O ——¥ 1
A4 = Z20a0xVkFEFI>==xX>NdnD U WL OI ——w
¥y 1S Z00a0xnikFI>=x>NagdanoUpww O ——
——mY USZ000ccVkFID>=xXx>NgoUVOWw OI-—
—|——m¥ 0T Z0aQ0xxunkFID>EX>NIdonUQWW OI
I T——¥ 0ZZ20a0a0xcuVkFI2>sxXx>>NadoUOWWL O
VO - 405 Z00a0xunkFId2>=2xXx>NadanonU0wuw
LWL I - Y 0ZZ000xVkFI2>=2Xx>NagoUAOW
UWWwwe O ——¥ 055200 0cnikFI2>=2x>NamuUn
AOWLUI ——=¥ 152000V kFD>2X>NaSoU
Do wuL U ——¥ 0ZZ20a0a0xunk-I2>=xX>Nadm
ooV AWwL T — ¥ 0ZZ20a0xxunkFEID>2X>Nda
<O UVUAWLUYUI —-—-¥ 12200 0x0nkFD2>=2xX>N
COoVAWLUI ——=% 10220000k >=2xX>N
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Step 4: Decrypt the message using the keyword and Vigenere square.

a. Use the table below to help you decrypt the message. Start by entering the letters of the encrypted
message in the second row of cells, from left to right.

b. Enter the keyword TCPIP in the top row, repeating the letters until there is a keyword letter for each
letter of the encrypted message, even if the keyword letters at the end do not represent the complete
keyword.

c. Refer to the Vigenere square or table shown in Step 3 and find the horizontal row that starts with the
first letter of the keyword (the letter T). Scan across that row and locate the first letter of the encrypted
message in the row (the letter V). The letter at the top of the column where the encrypted message
letter appears is the first letter of the decrypted message (the letter C).

d. Continue this process until you have decrypted the entire message and enter it in the following table.

Cipher
Keyword

Encrypted
Message

Decrypted
Message
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Part 3: Create a Vigenere Cipher Encrypted Message and Decrypt It

In Part 3 of this lab, you work with a lab partner and agree on a secret password, referred to as the pre-
shared key. Each lab partner creates a secret message using the Vigenere cipher and the key. Partners
exchange messages and decipher them using their pre-shared key.

Note: If you do not have a partner, you can perform the steps by yourself.

Step 1: Determine the cipher keyword.

With your partner, establish a cipher keyword and enter it here.

Step 2: Create a plain text message and encrypt it (both partners).

a. Create a plain text (decrypted) message to be encrypted by your partner.
You can use the following table to help you encrypt the message. You can enter the unencrypted
message and cipher keyword here, but do not let your partner see it.

c. Inthe Vigenere table, locate the row that starts with the first letter of the cipher keyword. Next locate

the first letter to be encrypted at the top of the column in the table. The point (cell) at which the table
row (key letter) and column (message letter) intersect is the first letter of the encrypted message.
Continue this process until you have encrypted the entire message.

Note: This table is limited to messages of 12 characters. You can create longer messages if desired.
Message encryption and decryption is not case sensitive.

Cipher
Keyword

Encrypted
Message

Decrypted
Message

Step 3: Decrypt the message from your partner.

a.

b.

You can use the following table to help you decrypt your partner’s encrypted message. Enter the
encrypted message from your partner and the cipher keyword.

Use the same procedure described in Part 2, Step 4.

Note: This table is limited to messages of 12 characters. You can create longer messages if desired.

Cipher
Keyword

Encrypted
Message

Decrypted
Message
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Step 4: Use an interactive decryption tool to confirm decryption.

a. A search for “vigenere decode” on the Internet shows that various cipher encryption and decryption
tools are available. Many of these are interactive.

b. One interactive tool is located at http://sharkysoft.com/misc/vigenere/. Go to this URL. Enter the
encrypted message from your partner in the top part of the screen and the cipher key in the middle.
Click the Decode button to see the clear text version of the message. You can also use this tool to
encrypt messages.

c. The following example shows using Sharky’s Vigenere Cipher tool for decoding the encrypted
message from Part 1 of the lab.

VECIHXEJZXMA

Coding direction:

CCHASECURITY
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Part 4: Use Steganography to Embed a Secret Message in a Graphic

In Part 4 of this lab, you create a secret message for your partner, embed it into a graphic file, and then give it
to your partner to retrieve it. You embed the message in a graphic file using S-Tools. S-Tools is a
steganography tool that hides files in BMP, GIF, and WAV files. You start by opening S-Tools and then drag
graphics and sounds into the blank window. To hide files, you drag them into open graphics or sound
windows. Data is compressed before being encrypted and then hidden.

Note: The following steps should be performed by both partners, one at PC-A and the other at PC-B. If you
do not have a partner, you can perform the steps by yourself.
Step 1: (Optional) Download and install S-Tools.

If the S-Tools application is not installed on the PC, download it from
http://www.spychecker.com/program/stools.html or another site and unzip the files to a folder.

Step 2: Create a secret message text file (both partners).
a. On PC-A or PC-B, open the Windows Notepad application and create a message.
b. Save the message in a folder on the desktop and name it secret.txt.

c. Close the Notepad application.

Step 3: Create a simple .bmp graphics file.

a. Open the Windows Paint application and create a simple graphic. For example, you can write your
first name using the pencil tool or text tool and apply some color using the spray can or fill tool.

b. Save the graphic as a .bmp file in a folder on the desktop and name it graphic.bmp.

c. Close the Paint application.

Step 4: Create a secret password using the Vigenere cipher.

a. Choose a passphrase to be encrypted using the Vigenere cipher and record it here.
Do not share the passphrase with your partner. This passphrase will be used later to protect the text
file when it is embedded in the graphics file.

b. Choose a cipher keyword to be used when encrypting and decrypting the passphrase and record it
here.

c. Encrypt the passphrase using the cipher keyword and the procedure described in Part 3, Step 2.
Record the encrypted passphrase here.

Step 5: Embed the message into a graphic image file.
a. Open the S-Tools.exe application.

b. Locate the file named graphic.bmp, which you saved previously. Determine its size by right-clicking
the file and selecting Properties. Record the file size, for example 2,359,350 bytes.

c. Dragthe graphic.bmp file into the S-Tools window.

d. Drag the file secret.txt, which you created in Step 2, and place it inside the graphic.bmp window.
The image should still be displayed. A dialog box is displayed showing the number of bytes being
hidden. You can enter a passphrase and select the encryption algorithm to be used. The default
algorithm is IDEA.
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Step 6: Use the unencrypted passphrase to protect the embedded text file.
a. Enter the unencrypted passphrase from Step 4 in the Passphrase and Verify passphrase fields.

Choose Triple DES from the Encryption Algorithm field and click OK. This creates a second image
with the name “hidden data”.

c. Right-click the hidden data graphic image and choose Save As from the menu. Name the file
graphic2 and save it as a bmp file.

d. Close the S-Tools application.

Step 7: Provide the graphic2.bmp file to your partner.

a. Provide a copy of your graphic2.bmp file to your partner. You can do this by sharing folders (if PCs
were cabled together and IP addresses were assigned in Part 1 of the lab). You can also copy the file
onto a removable drive (flash drive or floppy disk), or send it as an email attachment if you are
performing the lab remotely.

b. Provide your partner with the Vigenere-encrypted passphrase from Step 4 and the cipher keyword
that you used to create it.
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Step 8: Decrypt the Vigenere password from your partner.
Decrypt your partner’s passphrase using the procedure described in Part 1, Step 4. This is done so that
you can use it with S-Tools to reveal the hidden message embedded in your partner’s graphic.

Step 9: Reveal the embedded message from your partner.
a. Open the S-Tools application.

Locate the graphic2.bmp file from your partner, and determine how large it is using the same
method as in Step 5. Record the file size here.

c. Has the file size changed?

d. Drag the file into the S-Tools window. The image should be displayed. Can you tell that there is a
secret message embedded in the graphic image?

e. Right-click the image and choose Reveal from the menu.
f.  Enter the Vigenere passphrase decrypted in Step 8 into the Passphrase field.

g. Choose Triple DES from the Encryption Algorithm field and click OK. This displays a revealed
archive.

h. Right-click the hidden message file and choose Save As from the menu. Name the file secret2.txt.
i. Close the S-Tools application.

j- Open the secret2.txt file from your partner to reveal the hidden message and write it here.

Task 2: Reflection

1. Could the Vigenere cipher be used to decode messages in the field without a computer?

2. Do an Internet search for Vigenere cipher cracking tools. Is the Vigenere cipher considered a strong
encryption system that is difficult to crack?
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Mind Wide Open

Chapter 8 Lab A: Configuring a Site-to-Site VPN Using Cisco I0S
and CCP

Topology

10.1.1.0/30 10.2.2.0/30

S0/0/1

Fa0/1

Fa0/5 Fa0/5

Fa0/6 Fa0M8
192.168.1.0/24 192.168.3.0/24

PC-A

PC-C

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of FastEthernet Interfaces.
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IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway | Switch Port

R1 Fa0/1 192.168.1.1 255.255.255.0 N/A S1 Fa0/5
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A N/A

R3 Fa0/1 192.168.3.1 255.255.255.0 N/A S3 Fa0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 Fa0/6

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 Fa0/18

Objectives

Part 1: Basic Router Configuration

e Configure host names, interface IP addresses, and access passwords.
e Configure the EIGRP dynamic routing protocol.

Part 2: Configure a Site-to-Site VPN Using Cisco 10S

e Configure IPsec VPN settings on R1 and R3.
o Verify site-to-site IPsec VPN configuration.
e TestIPsec VPN operation.

Part 3: Configure a Site-to-Site VPN Using CCP

e Configure IPsec VPN settings on R1.
e Create a mirror configuration for R3.

o Apply the mirror configuration to R3.

¢ Verify the configuration.

e Test the VPN configuration using CCP

Background

VPNs can provide a secure method of transmitting data over a public network, such as the Internet. VPN
connections can help reduce the costs associated with leased lines. Site-to-Site VPNSs typically provide a
secure (IPsec or other) tunnel between a branch office and a central office. Another common implementation
that uses VPN technology is remote access to a corporate office from a telecommuter location such as a
small office or home office.

In this lab you will build and configure a multi-router network, and then use Cisco IOS and CCP to configure a

site-to-site IPsec VPN and then test it. The IPsec VPN tunnel is from router R1 to router R3 via R2. R2 acts
as a pass-through and has no knowledge of the VPN. IPsec provides secure transmission of sensitive
information over unprotected networks such as the Internet. IPsec acts at the network layer, protecting and
authenticating IP packets between participating IPsec devices (peers), such as Cisco routers.

Note: The router commands and output in this lab are from a Cisco 1841 with Cisco I0S Release 12.4(20)T

(Advanced IP image). Other routers and Cisco 10S versions can be used. See the Router Interface Summary

table at the end of the lab to determine which interface identifiers to use based on the equipment in the lab.
Depending on the router model and Cisco IOS version, the commands available and the output produced
might vary from what is shown in this lab.

Note: Make sure that the routers and the switches have been erased and have no startup configurations.
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Required Resources
e 3 routers with (Cisco 1841 with Cisco I0S Release 12.4(20)T1 or comparable)
e 2 switches (Cisco 2960 or comparable)
e PC-A: Windows XP, Vista, or Windows 7 with CCP 2.5 installed
e PC-C: Windows XP, Vista, or Windows 7 with CCP 2.5 installed
e Serial and Ethernet cables as shown in the topology
¢ Rollover cables to configure the routers via the console

CCP Notes:

e Refer to Chp 00 Lab A for instructions on how to install CCP. Hardware/software recommendations
for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0 11 up to 1.6.0_21,
Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.

e |f the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e |norderto run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.
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Part 1. Basic Router Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings, such as the interface IP
addresses, dynamic routing, device access, and passwords.

Note: All tasks should be performed on routers R1, R2, and R3. The procedure for R1 is shown here as an
example.
Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram, and cable as necessary.

Step 2: Configure basic settings for each router.
a. Configure host names as shown in the topology.
b. Configure the interface IP addresses as shown in the IP addressing table.
c. Configure a clock rate for the serial router interfaces with a DCE serial cable attached.

Rl (config)# interface S0/0/0
Rl (config-if) # clock rate 64000

Step 3: Disable DNS lookup.
To prevent the router from attempting to translate incorrectly entered commands, disable DNS lookup.

Rl (config)# no ip domain-lookup

Step 4: Configure the EIGRP routing protocol on R1, R2, and R3.
a. On R1, use the following commands.

Rl (config)# router eigrp 101

Rl (config-router)# network 192.168.1.0 0.0.0.255
Rl (config-router)# network 10.1.1.0 0.0.0.3

Rl (config-router)# no auto-summary

b. On R2, use the following commands.

config)# router eigrp 101

config-router)# network 10.1.1.0
config-router)# network 10.2.2.0
config-router)# no auto-summary

R2 (
R2 ( 0.0.0.3
R2 ( 0.0.0.3
R2 (

c. On R3, use the following commands.

R3
R3
R3
R3

config)# router eigrp 101

config-router)# network 192.168.3.0 0.0.0.255
config-router)# network 10.2.2.0 0.0.0.3
config-router)# no auto-summary

—~ e~~~

Step 5: Configure PC host IP settings.

a. Configure a static IP address, subnet mask, and default gateway for PC-A, as shown in the IP
addressing table.

b. Configure a static IP address, subnet mask, and default gateway for PC-C, as shown in the IP
addressing table.

Step 6: Verify basic network connectivity.
a. Ping from R1 to the R3 Fa0/1 interface at IP address 192.168.3.1.
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Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.
b. Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.

Were the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-A to PC-C, you have demonstrated that the EIGRP routing protocol is
configured and functioning correctly. If you cannot ping but the device interfaces are up and IP addresses
are correct, use the show run and show ip route commands to help identify routing protocol-related
problems.

Step 7: Configure a minimum password length.

Note: Passwords in this lab are set to a minimum of 10 characters but are relatively simple for the benefit
of performing the lab. More complex passwords are recommended in a production network.

Use the security passwords command to set a minimum password length of 10 characters.

Rl (config)# security passwords min-length 10

Step 8: Configure the basic console and vty lines.

a. Configure a console password and enable login for router R1. For additional security, the exec-
timeout command causes the line to log out after 5 minutes of inactivity. The logging
synchronous command prevents console messages from interrupting command entry.

Note: To avoid repetitive logins during this lab, the exec-timeout can be set to 0 0, which prevents
it from expiring. However, this is not considered a good security practice.

Rl (config)# line console 0

Rl (config-line) # password ciscoconpass

Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

Rl (config-line)# logging synchronous
b. Configure the password on the vty lines for router R1.

Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

c. Repeat these configurations on both R2 and R3.

Step 9: Encrypt clear text passwords.

a. Usethe service password-encryption command to encrypt the console, aux, and vty
passwords.

Rl (config) # service password-encryption

b. Issue the show run command. Can you read the console, aux, and vty passwords? Why or why
not?

c. Repeat this configuration on both R2 and R3.

Step 10: Save the basic running configuration for all three routers.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config
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Step 11: Save the configuration on R1 and R3 for later restoration.

Using a program such as HyperTerminal, copy/paste functions, or TFTP, save the R1 and R3 running
configurations from Part 1 of this lab. These can be used later, in Part 3 of this lab, to restore the routers
in order to configure the VPN with CCP.

Note: When editing the captured running config text, remove all occurrences of “- - More - -.” Remove any
commands that are not related to the items you configured in Part 1 of the lab, such as the Cisco I0S
version number, no service pad, and so on. Many commands are entered automatically by the Cisco I0S
software. Also replace the encrypted passwords with the correct ones specified previously and be sure to
use the no shutdown command for interfaces that need to be enabled.

Part 2: Configure a Site-to-Site VPN with Cisco I0S

In Part 2 of this lab, you configure an IPsec VPN tunnel between R1 and R3 that passes through R2. You will
configure R1 and R3 using the Cisco 10S CLI. You then review and test the resulting configuration.

Task 1: Configure IPsec VPN Settings on R1 and R3

Step 1: Verify connectivity from the R1 LAN to the R3 LAN.
In this task, you verify that with no tunnel in place, the PC-A on the R1 LAN can ping the PC-C on R3 LAN.
a. From PC-A, ping the PC-C IP address of 192.168.3.3.
PC-A:\> ping 192.168.3.3
b. Are the results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 2: Enable IKE policies on R1 and R3.

IPsec is an open framework that allows the exchange of security protocols as new technologies, such as
encryption algorithms, are developed.

There are two central configuration elements to the implementation of an IPsec VPN:
e Implement Internet Key Exchange (IKE) parameters
e Implement IPsec parameters
a. Verify that IKE is supported and enabled.

IKE Phase 1 defines the key exchange method used to pass and validate IKE policies between
peers. In IKE Phase 2, the peers exchange and match IPsec policies for the authentication and
encryption of data traffic.

IKE must be enabled for IPsec to function. IKE is enabled by default on IOS images with
cryptographic feature sets. If it is disabled for some reason, you can enable it with the command
crypto isakmp enable. Use this command to verify that the router I0S supports IKE and that it is
enabled.

Rl (config)# crypto isakmp enable

R3 (config)# crypto isakmp enable

Note: If you cannot execute this command on the router, you need to upgrade the IOS image to one
with a feature set that includes the Cisco cryptographic services.
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Establish an Internet Security Association and Key Management Protocol (ISAKMP) policy and view
the available options.

To allow IKE Phase 1 negotiation, you must create an ISAKMP policy and configure a peer
association involving that ISAKMP policy. An ISAKMP policy defines the authentication and
encryption algorithms and hash function used to send control traffic between the two VPN endpoints.
When an ISAKMP security association has been accepted by the IKE peers, IKE Phase 1 has been
completed. IKE Phase 2 parameters will be configured later.

Issue the crypto isakmp policy number configuration command on R1 for policy 10.
Rl (config)# crypto isakmp policy 10
View the various IKE parameters available using Cisco IOS help by typing a question mark (?).

Rl (config-isakmp) # ?
ISAKMP commands:
authentication Set authentication method for protection suite

default Set a command to its defaults

encryption Set encryption algorithm for protection suite

exit Exit from ISAKMP protection suite configuration mode
group Set the Diffie-Hellman group

hash Set hash algorithm for protection suite

lifetime Set lifetime for ISAKMP security association

no Negate a command or set its defaults

Step 3: Configure ISAKMP policy parameters on R1 and R3.

Your choice of an encryption algorithm determines how confidential the control channel between the
endpoints is. The hash algorithm controls data integrity, ensuring that the data received from a peer has
not been tampered with in transit. The authentication type ensures that the packet was indeed sent and
signed by the remote peer. The Diffie-Hellman group is used to create a secret key shared by the peers
that has not been sent across the network.

a.

Configure an authentication type of pre-shared keys. Use AES 256 encryption, SHA as your hash
algorithm, and Diffie-Hellman group 5 key exchange for this IKE policy.

Give the policy a life time of 3600 seconds (one hour). Configure the same policy on R3. Older
versions of Cisco I0S do not support AES 256 encryption and SHA as a hash algorithm. Substitute
whatever encryption and hashing algorithm your router supports. Be sure the same changes are
made on the other VPN endpoint so that they are in sync.

Note: You should be at the R1(config-isakmp)# at this point. The crypto isakmp policy 10
command is repeated below for clarity.

Rl (config)# crypto isakmp policy 10

Rl (config-isakmp) # authentication pre-share
Rl (config-isakmp) # encryption aes 256

Rl (config-isakmp
R1(
R1 (
R1 (

)

) # hash sha
config-isakmp)# group 5
config-isakmp)# lifetime 3600
config-isakmp)# end

R3 (config)# crypto isakmp policy 10

R3 (config-isakmp) # authentication pre-share
R3 (config-isakmp) # encryption aes 256
R3 (config-isakmp) # hash sha

R3 (config-isakmp)# group 5

R3( )# lifetime 3600

R3( ) # end

config-isakmp
config-isakmp
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c. Verify the IKE policy with the show crypto isakmp policy command.

R1# show crypto isakmp policy
Global IKE policy
Protection suite of priority 10
encryption algorithm: AES - Advanced Encryption Standard (256 bit

keys) .

hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 3600 seconds, no volume limit

Step 4: Configure pre-shared keys.

a. Because pre-shared keys are used as the authentication method in the IKE policy, configure a key on
each router that points to the other VPN endpoint. These keys must match for authentication to be
successful. The global configuration command crypto isakmp key key-string address
address is used to enter a pre-shared key. Use the IP address of the remote peer, the remote
interface that the peer would use to route traffic to the local router.

Which IP addresses should you use to configure the IKE peers, given the topology diagram and IP
addressing table?

b. Each IP address that is used to configure the IKE peers is also referred to as the IP address of the
remote VPN endpoint. Configure the pre-shared key of cisco123 on router R1 using the following
command. Production networks should use a complex key. This command points to the remote peer
R3 S0/0/1 IP address.

Rl (config)# crypto isakmp key ciscol23 address 10.2.2.1

c. The command for R3 points to the R1 S0/0/0 IP address. Configure the pre-shared key on router R1
using the following command.

R3 (config) # crypto isakmp key ciscol23 address 10.1.1.1

Step 5: Configure the IPsec transform set and life times.

a. The IPsec transform set is another crypto configuration parameter that routers negotiate to form a
security association. To create an IPsec transform set, use the crypto ipsec transform-set
tag parameters. Use ? to see which parameters are available.

Rl (config) # crypto ipsec transform-set 50 ?
ah-md5-hmac AH-HMAC-MD5 transform
ah-sha-hmac AH-HMAC-SHA transform

comp-1zs IP Compression using the LZS compression algorithm
esp-3des ESP transform using 3DES (EDE) cipher (168 bits)
esp-aes ESP transform using AES cipher

esp-des ESP transform using DES cipher (56 bits)
esp-md5-hmac ESP transform using HMAC-MD5 auth

esp-null ESP transform w/o cipher

esp-seal ESP transform using SEAL cipher (160 bits)

esp-sha-hmac ESP transform using HMAC-SHA auth

b. On R1 and R3, create a transform set with tag 50 and use an Encapsulating Security Protocol (ESP)
transform with an AES 256 cipher with ESP and the SHA hash function. The transform sets must
match.

Rl (config)# crypto ipsec transform-set 50 esp-aes 256 esp-sha-hmac

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 8 of 27



CCNA Security

Rl (cfg-crypto-trans) fexit

R3 (config) # crypto ipsec transform-set 50 esp-aes 256 esp-sha-hmac
R3 (cfg-crypto-trans) fexit

c. What is the function of the IPsec transform set?

d. You can also change the IPsec security association life times from the default of 3600 seconds or
4,608,000 kilobytes, whichever comes first. On R1 and R3, set the IPsec security association life time
to 30 minutes, or 1800 seconds.

Rl (config) # crypto ipsec security-association lifetime seconds 1800

R3 (config) # crypto ipsec security-association lifetime seconds 1800

Step 6: Define interesting traffic.

a. To make use of the IPsec encryption with the VPN, it is necessary to define extended access lists to
tell the router which traffic to encrypt. A packet that is permitted by an access list used for defining
IPsec traffic is encrypted if the IPsec session is configured correctly. A packet that is denied by one of
these access lists is not dropped, but sent unencrypted. Also, like any other access list, there is an
implicit deny at the end, which, in this case, means the default action is to not encrypt traffic. If there
is no IPsec security association correctly configured, no traffic is encrypted, and traffic is forwarded as
unencrypted.

b. In this scenario, the traffic you want to encrypt is traffic going from R1’s Ethernet LAN to R3’s
Ethernet LAN, or vice versa. These access lists are used outbound on the VPN endpoint interfaces
and must mirror each other.

c. Configure the IPsec VPN interesting traffic ACL on R1.

Rl (config)# access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.3.0
0.0.0.255

d. Configure the IPsec VPN interesting traffic ACL on R3.

R3 (config) # access-list 101 permit ip 192.168.3.0 0.0.0.255 192.168.1.0
0.0.0.255

e. Does IPsec evaluate whether the access lists are mirrored as a requirement to negotiate its security
association?

Step 7: Create and apply a crypto map.

A crypto map associates traffic that matches an access list to a peer and various IKE and IPsec settings.
After the crypto map is created, it can be applied to one or more interfaces. The interfaces that it is
applied to should be the ones facing the IPsec peer.

a. To create a crypto map, use the global configuration command crypto map name sequence-num
type to enter the crypto map configuration mode for that sequence number. Multiple crypto map
statements can belong to the same crypto map and are evaluated in ascending numerical order.
Enter the crypto map configuration mode on R1. Use a type of ipsec-isakmp, which means IKE is
used to establish IPsec security associations.

b. Create the crypto map on R1, name it CMAP, and use 10 as the sequence number. A message will
display after the command is issued.

Rl (config) # crypto map CMAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.
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c. Usethematch address access-1ist command to specify which access list defines which traffic
to encrypt.
Rl (config-crypto-map) # match address 101
d. To view the list of possible set commands that you can do in a crypto map, use the help function.
Rl (config-crypto-map) # set ?
Identity Identity restriction.
Ip Interface Internet Protocol config commands
isakmp-profile Specify isakmp Profile
nat Set NAT translation
peer Allowed Encryption/Decryption peer.
pfs Specify pfs settings
security-association Security association parameters
transform-set Specify list of transform sets in priority order
e. Setting a peer IP or host name is required, so set it to R3’s remote VPN endpoint interface using the

following command.

Rl (config-crypto-map)# set peer 10.2.2.1

Hard code the transform set to be used with this peer, using the set transform-set tag
command. Set the perfect forwarding secrecy type using the set pfs type command, and also
modify the default IPsec security association life time with the set security-association
lifetime seconds seconds command.

Rl (config-crypto-map) #
Rl (config-crypto-map) #
Rl (config-crypto-map) #
Rl (config-crypto-map) #

set pfs group5

set transform-set 50

set security-association lifetime seconds 900
exit

g. Create a mirrored matching crypto map on R3.

R3 (config)# crypto map
R3 (config-crypto-map) #
R3 (config-crypto-map) #
R3 (config-crypto-map) #
R3 (config-crypto-map) #
R3 (config-crypto-map) #
R3 (config-crypto-map) #

CMAP 10 ipsec-isakmp

match address 101

set peer 10.1.1.1

set pfs group5

set transform-set 50

set security-association lifetime seconds 900
exit

The last step is applying the maps to interfaces. Note that the security associations (SAs) will not be
established until the crypto map has been activated by interesting traffic. The router will generate a
notification that crypto is now on.

Apply the crypto maps to the appropriate interfaces on R1 and R3.
s0/0/0

Rl (config) # interface
Rl (config-if) # crypto
*Jan 28 04:09:09.150:
Rl (config)# end

R3 (config) # interface
R3 (config-if) # crypto
*Jan 28 04:10:54.138:
R3(config)# end
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$CRYPTO-6-ISAKMP ON OFF':

ISAKMP is ON

S0/0/1
map CMAP
%CRYPTO-6-TISAKMP ON OFF:

ISAKMP is ON
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Task 2: Verify Site-to-Site IPsec VPN Configuration

Step 1: Verify the IPsec configuration on R1 and R3.

a. Previously, you used the show crypto isakmp policy command to show the configured
ISAKMP policies on the router. Similarly, the show crypto ipsec transform-set command
displays the configured IPsec policies in the form of the transform sets.

R1# show crypto ipsec transform-set
Transform set 50: { esp-256-aes esp-sha-hmac }
will negotiate = { Tunnel, },

Transform set #S!default transform set 1: { esp-aes esp-sha-hmac }
will negotiate = { Transport, },

Transform set #$!default transform set 0: { esp-3des esp-sha-hmac }
will negotiate = { Transport, },

R3# show crypto ipsec transform-set
Transform set 50: { esp-256-aes esp-sha-hmac }
will negotiate = { Tunnel, 1},

Transform set #S!default transform set 1: { esp-aes esp-sha-hmac }
will negotiate = { Transport, },

Transform set #$!default_transform_set_o: { esp-3des esp-sha-hmac }
will negotiate = { Transport, },

b. Use the show crypto map command to display the crypto maps that will be applied to the router.

R1# show crypto map
Crypto Map "CMAP" 10 ipsec-isakmp
Peer = 10.2.2.1
Extended IP access list 101
access-1list 101 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255

Current peer: 10.2.2.1
Security association lifetime: 4608000 kilobytes/900 seconds
PFS (Y/N): Y
DH group: groupb
Transform sets={
50: { esp-256-aes esp-sha-hmac } ,
}
Interfaces using crypto map MYMAP: Serial0/0/0

R3# show crypto map
Crypto Map "CMAP" 10 ipsec-isakmp
Peer = 10.1.1.1
Extended IP access list 101
access-1list 101 permit ip 192.168.3.0 0.0.0.255 192.168.1.0 0.0.0.255

Current peer: 10.1.1.1
Security association lifetime: 4608000 kilobytes/900 seconds
PFS (Y/N): Y
DH group: groupb
Transform sets={
50: { esp-256-aes esp-sha-hmac } ,
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}
Interfaces using crypto map MYMAP: Serial0/0/1

Note: The output of these show commands does not change if interesting traffic goes across the
connection. You test various types of traffic in the next task.

Task 3: Verify IPsec VPN Operation

Step 1: Display isakmp security associations.

The show crypto isakmp sa command reveals that no IKE SAs exist yet. When interesting traffic is
sent, this command output will change.

R1# show crypto isakmp sa

dst src state conn-id slot status

Step 2: Display IPsec security associations.

a. The show crypto ipsec sa command shows the unused SA between R1 and R3. Note the
number of packets sent across and the lack of any security associations listed toward the bottom of
the output. The output for R1 is shown here.

R1# show crypto ipsec sa

interface: Serial0/0/0
Crypto map tag: CMAP, local addr 10.1.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer 10.2.2.1 port 500

PERMIT, flags={origin is acl,}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors O

local crypto endpt.: 10.1.1.1, remote crypto endpt.: 10.2.2.1
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0/0
current outbound spi: 0x0(0)

inbound esp sas:
inbound ah sas:

inbound pcp sas:
outbound esp sas:
outbound ah sas:
outbound pcp sas:

b. Why have no security associations (SAs) been negotiated?

Step 3: Generate some uninteresting test traffic and observe the results.
a. Ping from R1 to the R3 S0/0/1 interface IP address 10.2.2.1. Were the pings successful?
b. Issue the show crypto isakmp sa command. Was an SA created between R1 and R3?

c. Ping from R1 to the R3 Fa01l interface IP address 192.168.3.1. Were the pings successful?
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d. Issue the show crypto isakmp sa command again. Was an SA created for these pings? Why or
why not?

e. Issue the command debug eigrp packets. You should see EIGRP hello packets passing
between R1 and R3.

R1# debug eigrp packets
EIGRP Packets debugging is on

(UPDATE, REQUEST, QUERY, REPLY, HELLO, IPXSAP, PROBE, ACK, STUB,
SIAQUERY, SIAREPLY)
R1#
*Jan 29 16:05:41.243: EIGRP: Received HELLO on SerialO0/0/0 nbr 10.1.1.2
*Jan 29 16:05:41.243: AS 101, Flags 0x0, Seq 0/0 idbQ 0/0 iidbQ
un/rely 0/0 pe
erQ un/rely 0/0
*Jan 29 16:05:41.887: EIGRP: Sending HELLO on Serial0/0/0
*Jan 29 16:05:41.887: AS 101, Flags 0x0, Seq 0/0 idbQ 0/0 iidbQ
un/rely 0/0
R1#
*Jan 29 16:05:43.143: EIGRP: Sending HELLO on FastEthernet(O/1
*Jan 29 16:05:43.143: AS 101, Flags 0x0, Seg 0/0 idbQ 0/0 iidbQ
un/rely 0/0
R1#

f.  Turn off debugging with the no debug eigrp packets or undebug all command.

g. Issue the show crypto isakmp sa command again. Was an SA created between R1 and R3?
Why or why not?

Step 4: Generate some interesting test traffic and observe the results.

a. Use an extended ping from R1 to the R3 Fa0l interface IP address 192.168.3.1. Extended ping
allows you to control the source address of the packets. Respond as shown in the following example.
Press enter to accept the defaults, except where a specific response is indicated.

R1# ping

Protocol [ip]:

Target IP address: 192.168.3.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.3.1, timeout is 2 seconds:

Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 92/92/92 ms
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b. Issue the show crypto isakmp sa command again.

R1# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
10.2.2.1 10.1.1.1 OM IDLE 1001 0 ACTIVE

c. Why was an SA created between R1 and R3 this time?

d. What are the endpoints of the IPsec VPN tunnel?

e. Ping from PC-A to PC-C. Were the pings successful?

f. Issue the show crypto ipsec sa command. How many packets have been transformed between
R1 and R3?

R1# show crypto ipsec sa

interface: Serial0/0/0
Crypto map tag: CMAP, local addr 10.1.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer 10.2.2.1 port 500
PERMIT, flags={origin is acl,}

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: O

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: O

#send errors 0, #recv errors O

local crypto endpt.: 10.1.1.1, remote crypto endpt.: 10.2.2.1
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0/0
current outbound spi: 0xC1DD058 (203280472)

inbound esp sas:
spi: OxDF57120F (3747025423)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2005, flow_id: FPGA:5, crypto map: CMAP
sa timing: remaining key lifetime (k/sec): (4485195/877)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xC1DD058(203280472)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2006, flow_id: FPGA:6, crypto map: CMAP
sa timing: remaining key lifetime (k/sec): (4485195/877)
IV size: 16 bytes
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replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

g. The previous example used pings to generate interesting traffic. What other types of traffic would
result in an SA forming and tunnel establishment?

Part 3: Configure a Site-to-Site IPsec VPN with CCP

In Part 3 of this lab, configure an IPsec VPN tunnel between R1 and R3 that passes through R2. Task 1 will
restore the router to the basic settings using your saved configurations. In task 2, configure R1 using Cisco
CCP. In Task 3, mirror those settings to R3 using CCP utilities. Finally, review and test the resulting
configuration.

Task 1. Restore Router R1 and R3 to the Basic Settings

To avoid confusion as to what was entered in Part 2 of the lab, start by restoring R1 and R3 to the basic
configuration as described in Part 1 of this lab.

Step 1: Erase and reload the router.
a. Connect to the router console, and enter privileged EXEC mode.

b. Erase the startup config and then issue the reload command to restart the router.

Step 2: Restore the basic configuration.

a. When the router restarts, enter privileged EXEC mode with the enable command, and then enter
global config mode. Use the HyperTerminal Transfer > Send File function, copy and paste, or use
another method to load the basic startup config for R1 and R3 that was created and saved in Part 1 of
this lab.

b. Save the running config to the startup config for R1 and R3 using the copy run start command.

c. Test connectivity by pinging from host PC-A to PC-C. If the pings are not successful, troubleshoot the
router and PC configurations before continuing.

Task 2: Configure IPsec VPN Settings on R1 Using CCP

Step 1: Configure a username and password pair and enable HTTP router access.
a. From the CLI, configure a username and password for use with CCP on R1 and R3.

Rl (config)# username admin privilege 15 secret ciscol2345

R3(config)# username admin privilege 15 secret ciscol2345
b. Enable the HTTP server on R1 and R3.
Rl (config) #ip http server

R3 (config) #ip http server

c. Configure local database authentication of web sessions to support CCP connectivity.
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Rl (config)# ip http authentication local

R3(config)# ip http authentication local

Step 2: Access CCP and discover R1.

a. Runthe CCP application on PC-A. In the Select/Manage Community window, input the R1 IP
address 192.168.1.1 in the Hostname/Address field, admin in the Username field, and cisc012345 in
the Password field. Click the OK button.

Select / Manage Community @ x
W/ ]
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Ermter infarmation for up to 5 devices for the selected community

IP Add Hosin Password Connect Securely
1 19216811 adrnin L] &
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|| Discover all devices 0K Cancel

b. Atthe CCP Dashboard, click on the Discovery button to discover and connect to R1. If the discovery
process fails, use the Discover Details button to determine the problem so that you can resolve the
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utilities
Z#Flash File Management =
] |_Manage Devices | | Delete | | piscaver | | Discovery Details | Router Status
¥ Configuration Editar =
84

Step 3: Start the CCP VPN wizard to configure R1.

a. Click the Configure button at the top of the CCP screen, and choose Security > VPN > Site-to-Site
VPN. Read through the description of this option.

b. What must you know to complete the configuration?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 16 of 27



CCNA Security
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o~ : | s ; ; ; ; vl
| {@) Home || 07 configure || [} Honitor | @ TH Cisco Configuration Professional
— Cisco
Select Community Member:
« Configure > Security = ¥PN > Site-to-Site ¥PN @
~
- o
& VPN
e
[ Interface Management =
RN Create Site to Site VF‘N\[ Edit Site to Site YPMN W
auter
~
¥ B3 Security o
Cisca CP can guide you through Site ta Site VPN configuration tasks. Select a task,
[ Firewall then click ‘Launch the selected task' button
v B VPN
] VPN Design Guide Use Case Scenarie
| Site-to-Site VPN
Site-to-Site VPN
| Easv VPN Remote !
Remale
[ Easy WPN Server L Sk o
) bynamic Multipoint WRH =
>33 SSL VPN
» (33 GETWPN I
(33 VPN Components
(2 Public Key Infrastruch
e viinnasucture i+ Create a Site to Site VPH.
» 3 MAC
Use this option to configure a VPN tunnel from this router to anather VPN device
[ web Filter Canfiguration using either a pre-shared key or using digital certificstes. To complete this
e T, configuration, you must know the remote device's IP address. If a pre-shared
] = key is used for authentication, it must match the pre-shared key canfigured on
— e the remete device,
Utilities
(" Create a secure GRE tunnel (GRE over IPSec).
" Flash File Managernent 3
Use this option to configure a protected GRE tunnel from this router ta another —
= configuration Editer WPN device using either a pre-zhared key or using digital certificates, To
lete this configuration, you must know the remote device's IP address. If a
#5ave Configuration to PC 2 g b ¥
7 e pre-shared key is used for authentication, it must match the pre-shared key
7 Write to Startup Configuration configurad on the rarmote dewvice.
4 Talnet Launch the selected task
r hd
HReload Device =
# 1" -
P, L = —
hd

Click the Launch the selected task button to begin the CCP Site-to-Site VPN wizard.

On the initial Site-to-Site VPN Wizard window, the Quick Setup option is selected by default. Click the
View Defaults button to see what settings this option uses. What type of encryption does the default
transform set use?

From the initial Site-to-Site VPN wizard window, choose the Step by Step wizard, and then click
Next. Why would you use this option over the Quick setup option?

Step 4: Configure basic VPN connection information settings.

a.

From the VPN Connection Information window, select the interface for the connection, which should
be R1 Serial0/0/0.

In the Peer Identity section, select Peer with static IP address and enter the IP address of remote
peer R3 S0/0/1 (10.2.2.1).

In the Authentication section, click Pre-shared Keys, and enter the pre-shared VPN key cisc012345.
Re-enter the key for confirmation. This key authenticates the initial exchange to establish the Security
Association between devices. When finished, your screen should look similar to the following. Once
you have entered these settings correctly, click Next.
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Site-to-Site YPH| Wizard 3]

YPN Connection Information
Select the interface for this YPM connection: Serallini | Details...

Peer ldentity
Select the type of peers) used for this WP
connection: | Peerwith static IP address v
Enter the IF address of the remote peer: |1D.2.2.1

Authentication

Authentication ensures that each end ofthe WP connection uses the same secret key.

" Digital Ceificates

<Elack| Mext = | Cancel| Help |

Step 5: Configure IKE policy parameters.

IKE policies are used while setting up the control channel between the two VPN endpoints for key exchange.
This is also referred to as the IKE secure association (SA). In contrast, the IPsec policy is used during IKE
Phase Il to negotiate an IPsec security association to pass target data traffic.

a. Inthe IKE Proposals window, a default policy proposal is displayed. You can use this one or create a
new one. What function does this IKE proposal serve?

b. Click the Add button to create a new IKE policy.

c. Set up the security policy as shown in the Add IKE Policy dialog box below. These settings are
matched later on R3. When finished, click OK to add the policy. Then click Next.

x|

Caonfigure [KE Palicy k

Pricrity: Authentication:

[10 |PRE_SHARE =l
Encryption: D-H Group:

[AES_256 =] {groups =]

Hash: Lifetime:

{MD5 = jx o o HHMMSS

(]34 | Cancel | Help |

d. Click the Help button for assistance in answering the following questions. What is the function of the
encryption algorithm in the IKE policy?
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e. What is the purpose of the hash function?

f.  What function does the authentication method serve?

g. How is the Diffie-Hellman group in the IKE policy used?

h. What event happens at the end of the IKE policy’s lifetime?

Step 6: Configure a transform set.

The transform set is the IPsec policy used to encrypt, hash, and authenticate packets that pass through the
tunnel. The transform set is the IKE Phase 2 policy.

a. A CCP default transform set is displayed. Click the Add button to create a new transform set.

b. Set up the transform set as shown in the Transform Set dialog box below. These settings are
matched later on R3. When finished, click OK to add the transform set. Then click Next.

Add Transform Set EJ

Marme: Lab-Transfarm

[v Data integrity with encreption (ESF)
Integrity Algorithim: ESF_SHA_HMALC w

Encryption Algorithm:  |ESP_AES_256 w

Show Advanced ==

Ok Cancel Help |

Step 7: Define interesting traffic.

You must define interesting traffic to be protected through the VPN tunnel. Interesting traffic is defined

through an access list applied to the router. By entering the source and destination subnets that you would
like to protect through the VPN tunnel, CCP generates the appropriate simple access list for you.

In the Traffic to protect window, enter the information as shown below. These are the opposite of the settings
configured on R3 later in the lab. When finished, click Next.
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Site-to-5ite YEN Wizard

Traffic to protect

IPSec rules define the traffic, such as file transfers (FTF) and e-mail (SMTF) that will be
protected by this YPM connection. Other data traffic will be sent unprotected to the remote
device. You can protect all traffic hetween a paticular source and destination subnet, or
specify an IPSec rule that defines the traffic types to be protected.

+ Protect all traffic between the following subnets

Local Metwark Remaote Metwork
Enter the IP address and subnet mask of Enter the IP Address and Subnet Mask of
the netwark where IPSec traffic ariginates. the destination Metwark.
IP Address: IP Address:
[192.168.1.0 | [192.168.3.0 |
Subnet Mask: Subnet Mask:
| 256.255.255.0 [orj2a |255.255.255.0] [or24 4

" CreatefSelect an access-list for IPSec traffic \—l

<Elack| Mext = | | Cancel| Help |

Step 8: Review the summary configuration and deliver commands to the router.

a. Review the Summary of the Configuration window. It should look similar to the one below. Do not
select the checkbox for Test VPN connectivity after configuring. This is done after configuring R3.

Site-to-Site VPN Wizard

Summary of the Configuration

Click Finish to deliver the canfiguration to the router.

Interface:Serial 000 [+
Feer Device:10.2.2.1

Authentication Type : Pre-shared key

pre-shared key =

IKE Paolicies:
Hash  DH Group Authentication  Encryption
MDS  groups PRE_SHARE  AES_256
SHA_1 group? PRE_SHARE  3DES

Transform Sets:

Mame:CCMNA-Security-Transform N
ESF Encryption:ESP_AES_2456

ESP Integrit:ESP_SHA_HMAC

Mode: TUNNEL

2

[~ TestWPN connectivity after configuring.

= Back Finish Cancel Help
| et | Finisn | | |

In the Deliver Configuration to router window, select Save running config to router’s startup config

and click the Deliver button. After the commands have been delivered, click OK. How many
commands were delivered?
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Task 3: Create a Mirror Configuration for R3

Step 1: Use CCP on R1 to generate a mirror configuration for R3.

a. OnR1, click the Configure button at the top of the CCP screen, and then choose Security > VPN >
Site-to-Site VPN. Click the Edit Site to Site VPN tab. You should see the VPN configuration listed
that you just created on R1. What is the description of the VPN?

b. What is the status of the VPN and why?

c. Select the VPN policy you just configured on R1 and click the Generate Mirror button in the lower
right of the window. The Generate Mirror window displays the commands necessary to configure R3
as a VPN peer. Scroll through the window to see all the commands generated.

& x|

ITIKE polices and transform sets supported in this router are not supported
in the peer device the mirror configuration will notwaork,

Feer Device 10.2.21 w

The mirrar canfiguration should anly be used as a quide when canfigr
The following configuration MUST MOT he directly applied to the peer

crypto isakmp policy 10

authentication pre-share

BNCHaes 256

hash mda

group &

lifetire 28800

exit

chypto isakmp policy 1

authentication pre-share

enct 3des

hash sha

qroup 2

lifetime 86400

exit

crypto isakmp key ciscod 2345 address 10.1.1.1
£ >

(0] Sane Help

d. The text at the top of the window states that the configuration generated should only be used as a

guide for setting up a site-to-site VPN. What commands are missing to allow this crypto policy to
function on R3?

Hint: Look at the description entry following the crypto map SDM_CMAP_ 1 command.

Step 2: Save the configuration commands for R3.
a. Click the Save button to create a text file for use in the next task.
b. Save the commands to the desktop or other location and name it VPN-Mirror-Cfg-for-R3.txt.
Note: You can also copy the commands directly from the Generate Mirror window.

c. (Optional) Edit the file to remove the explanation text at the beginning and the description entry
following the crypto map SDM_CMAP_1 command.
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Task 4: Apply the Mirror Configuration to R3 and Verify the Configuration

Step 1: Access the R3 CLI and copy the mirror commands.

Note: You can also use CCP on R3 to create the appropriate VPN configuration, but copying and pasting
the mirror commands generated from R1 is easier.

a. On R3, enter privileged EXEC mode and then global config mode.
b. Copy the commands from the text file into the R3 CLI.

Step 2: Apply the crypto map to the R3 S0/0/1 interface.

R3 (config) # interface S0/0/1
R3 (config-if)# crypto map SDM CMAP 1
*Jan 30 13:00:38.184: %CRYPTO-6-ISAKMP ON OFF: ISAKMP is ON

Step 3: Verify the VPN configuration on R3 using Cisco I0S.

a. Display the running config beginning with the first line that contains the string “0/0/1” to verify that the
crypto map is applied to S0/0/1.

R3# sh run | beg 0/0/1

interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
crypto map SDM CMAP 1

b. On RS, use the show crypto isakmp policy command to show the configured ISAKMP policies
on the router. Note that the default CCP policy is also present.

R3# show crypto isakmp policy

Global IKE policy
Protection suite of priority 1

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key

Diffie-Hellman group: #2 (1024 Dbit)

lifetime: 86400 seconds, no volume limit

Protection suite of priority 10

encryption algorithm: AES - Advanced Encryption Standard (256
bit keys
) .

hash algorithm: Message Digest 5

authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 28800 seconds, no volume limit

c. Inthe above output, how many ISAKMP policies are there?

d. Issuethe show crypto ipsec transform-set command to display the configured IPsec
policies in the form of the transform sets.

R3# show crypto ipsec transform-set
Transform set Lab-Transform: { esp-256-aes esp-sha-hmac }
will negotiate = { Tunnel, },

Transform set #$!default transform set 1: { esp-aes esp-sha-hmac }
will negotiate = { Transport, 1},
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Transform set #S!default transform set 0: { esp-3des esp-sha-hmac }
will negotiate = { Transport, },

e. Use the show crypto map command to display the crypto maps that will be applied to the router.

R3# show crypto map
Crypto Map "SDM CMAP 1" 1 ipsec-isakmp
Description: Apply the crypto map on the peer router's
interface having
IP address 10.2.2.1 that connects to this router.
Peer = 10.1.1.1
Extended IP access list SDM 1
access-list SDM 1 permit ip 192.168.3.0 0.0.0.255
192.168.1.0 0.0.0.255
Current peer: 10.1.1.1
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={
Lab-Transform: { esp-256-aes esp-sha-hmac } ,
}
Interfaces using crypto map SDM CMAP 1:
Serial0/0/1

f. In the above output, the ISAKMP policy being used by the crypto map is the CCP default policy with
sequence number priority 1, indicated by the number 1 in the first output line: Crypto Map
“SDM CMAP 1”1 ipsec-isakmp. Why is it not using the one you created in the CCP session — the
one shown with priority 10 in Step 3b above?

g. (Optional) You can force the routers to use the more stringent policy that you created by changing the
crypto map references in the R1 and R3 router configs as shown below. If this is done, the default
ISAKMP policy 1 can be removed from both routers.

Rl (config) # interface S0/0/1

Rl (config-if)# no crypto map SDM CMAP 1

Rl (config-if) # exit

*Jan 30 17:01:46.099: %CRYPTO—6—ISAKMP_ON_OFF: ISAKMP is OFF

Rl (config)# no crypto map SDM CMAP 1 1

Rl (config)# crypto map SDM CMAP 1 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

Rl (config-crypto-map) # description Tunnel to 10.2.2.1

Rl (config-crypto-map)# set peer 10.2.2.1

Rl (config-crypto-map) # set transform-set Lab-Transform

Rl (config-crypto-map) # match address 100

Rl (config-crypto-map) # exit

Rl (config) #int S0/0/1

Rl (config-if)# crypto map SDM CMAP 1

Rl (config-if) #e

*Jan 30 17:03:16.603: 3CRYPTO-6-ISAKMP ON OFF: ISAKMP is ON

R3 (config) # interface S0/0/1

R3 (config-if)# no crypto map SDM CMAP 1

R3 (config-if) # exit

R3 (config) # no crypto map SDM CMAP 1 1

R3 (config) # crypto map SDM CMAP 1 10 ipsec-isakmp

NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

R3 (config-crypto-map) # description Tunnel to 10.1.1.1

%
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Task 5: Test the VPN Configuration Using CCP on R1.

a.

f.

config-crypto-map set peer 10.1.1.1

) #
config-crypto-map) # set transform-set Lab-Transform
) #

R3(
R3(
R3 (config-crypto-map match address 100
R3 (config-crypto-map) # exit

R3 (config) # int S0/0/1

R3(config-if)# crypto map SDM CMAP 1

R3 (config-if) #

*Jan 30 22:18:28.487: %CRYPTO-6-ISAKMP ON OFF: ISAKMP is ON

On R1, use CCP to test the IPsec VPN tunnel between the two routers. Choose the folder Security >
VPN > Site-to-Site VPN and click the Edit Site-to-Site VPN tab.

From the Edit Site to Site VPN tab, choose the VPN and click Test Tunnel.

When the VPN Troubleshooting window displays, click the Start button to have CCP start

troubleshooting the tunnel.

When the CCP Warning window displays indicating that CCP will enable router debugs and generate

some tunnel traffic, click Yes to continue.

In the next VPN Troubleshooting window, the IP address of the R1 Fa0/1 interface in the source
network is displayed by default (192.168.1.1). Enter the IP address of the R3 Fa0/1 interface in the
destination network field (192.168.3.1) and click Continue to begin the debugging process.

VPN Troubleshooting

Debugging the WP session requires that ¥PM traffic be generated.

Local ® \"E Remole

Action | Source Destination Service Log

< 13

(« Have Cizco CP generate VPR traffic

Generate WPM Traffic by doing an extended ping to one ofthe hosts in
destination netwark

Enter the IF address of a host in the source network

Enterthe IP address of a hast in the destination 18216831
network:

" 1will generate VPN traffic from the source network

YRR traffic can be generated by invaking an application that genarates traffic on the
YEM tunnel. This can be done from any hostin the source networlk. Enter sufficient
wiait time.

Wait interval time {in minutes)

Cantinue Close Help

X

If the debug is successful and the tunnel is up, you should see

the screen below. If the testing fails,

CCP displays failure reasons and recommended actions. Click OK to remove the window.
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v X

Tunnel Details

Interface: Serial0fom Peer: 10.2.21

Summary Details

Activity | status
Checking the tunnel status... & Dowen
Checking interface status... W' Successiul
Checking the canfiguration. .. v Successul
Checking Rauting... ' Successiul
Checking peer cannectivity... v Successful
Checking MAT ... v Successiul
Checking Firewall ... v Successiul
Debugging the VPR connection ... Completed
Checking the tunnel status. .. e Up
| Failure Reason(s) | Recommended Action(s)

Information EJ

@ VPN Troubleshooting is successful |

The ¥PM Tunnel is up.

Start | Save Report... | Close | Help

g. You can save the report if desired; otherwise, click Close.

Note: If you want to reset the tunnel and test again, you can click the Clear Connection button from the
Edit Suite-to-Site VPN window. This can also be accomplished at the CLI using the clear crypto

session command.

h. Display the running config for R3 beginning with the first line that contains the string “0/0/1” to verify

that the crypto map is applied to S0/0/1.

R3# sh run | beg 0/0/1

interface Serial0/0/1
ip address 10.2.2.1 255.255.255.252
crypto map SDM CMAP 1

<output omitted>

i. Issuethe show crypto isakmp sa command on R3 to view the security association created.

R3# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id slot status

10.2.2.1 10.1.1.1 QM IDLE 1001

0 ACTIVE

j- Issue the show crypto ipsec sa command. How many packets have been transformed between

R1 and R3?

R3# show crypto ipsec sa

interface: Serial0/0/1
Crypto map tag: SDM CMAP 1, local addr 10.2.2.1

protected vrf: (none)
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local ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)

current peer 10.1.1.1 port 500
PERMIT, flags={origin is acl,}

#pkts encaps: 116, #pkts encrypt: 116, #pkts digest: 116
#pkts decaps: 116, #pkts decrypt: 116, #pkts verify: 116

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed:

#pkts not decompressed: 0, #pkts decompress failed: O

#send errors 0, #recv errors 0

local crypto endpt.: 10.2.2.1, remote crypto endpt.: 10.1.1.1
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0/1

current outbound spi: 0x207AAD8A (544910730)

inbound esp sas:

spi: OxAF102CAE (2937072814)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 2007, flow id: FPGA:7, crypto map:
sa timing: remaining key lifetime (k/sec):

IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0x207AAD8A (544910730)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 2008, flow id: FPGA:8, crypto map:
sa timing: remaining key lifetime (k/sec):

IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

SDM_CMAP 1
(4558294/3037)

SDM_CMAP 1
(4558294/3037)
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Reflection

1. Would traffic on the Fast Ethernet link between PC-A and the R1 Fa0/0 interface be encrypted by the site-
to-site IPsec VPN tunnel? Why or why not?

2. Compared to using the CCP VPN wizard GUI, what are some factors to consider when configuring site-to-
site IPsec VPNs using the manual CLI?

Router Interface Summary Table

Router Interface Summary

Router Model | Ethernet Interface Ethernet Interface Serial Interface Serial Interface
#1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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Chapter 8 Lab B: Configuring a Remote Access VPN Server and

Client
Topology
$0/0/0 2 ~ S0/0/1
10.2.2.0/30
s0/0/1
Fa0/1
Fa0/5 Fa0/5
PC-A
RV Faos = L S3
Fa0/18
192.168.1.0/24 192.168.3.0/24
PC-C

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of FastEthernet Interfaces.
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IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway | Switch Port
R1 Fa0/1 192.168.1.1 255.255.255.0 N/A S1 Fa0/5
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A N/A
R3 Fa0/1 192.168.3.1 255.255.255.0 N/A S3 Fa0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 Fa0/6
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 Fa0/18
Objectives
Part 1: Basic Router Configuration
e Configure host names, interface IP addresses, and access passwords.
e Configure static routing.
Part 2: Configuring a Remote Access VPN
e Configure a zone-based firewall (ZBF) on R3 using CCP.
¢ Configure Router R3 to support Cisco Easy VPN Server using CCP.
e Configure the Cisco VPN Client on PC-A and connect to R3.
¢ Verify the configuration.
e Test VPN functionality.
Background

VPNSs can provide a secure method of transmitting data over a public network, such as the Internet. A
common VPN implementation is used for remote access to a corporate office from a telecommuter location
such as a small office or home office (SOHO).

In this lab, you build a multi-router network and configure the routers and hosts. You configure a remote

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

access IPsec VPN between a client computer and a simulated corporate network. You start by using CCP to
configure a zoned-based firewall (ZBF) to prevent connections from outside the corporate network. You next
use CCP to configure Cisco Easy VPN Server on the corporate gateway router. Finally, you configure the
Cisco VPN Client on a host and connect to the corporate network through a simulated ISP router.

The Cisco VPN Client allows organizations to establish end-to-end, encrypted (IPsec) VPN tunnels for secure
connectivity for mobile employees or teleworkers. It supports Cisco Easy VPN, which allows the client to
receive security policies upon a VPN tunnel connection from the central site VPN device (Cisco Easy VPN
Server), minimizing configuration requirements at the remote location. Easy VPN is a scalable solution for
remote access deployments for which it is impractical to individually configure policies for multiple remote
PCs.

Router R1 represents a remote site, and R3 represents the corporate headquarters. Host PC-A simulates an
employee connecting from home or a small office over the Internet. Router R2 simulates an Internet ISP
router and acts as a passthrough with no knowledge of the VPN connection running through it.

Note: The router commands and output in this lab are from a Cisco 1841 with Cisco 10S Release 12.4(20)T
(Advanced IP image). Other routers and Cisco 10S versions can be used. See the Router Interface Summary
table at the end of the lab to determine which interface identifiers to use based on the equipment in the lab.
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Depending on the router model and Cisco IOS version, the commands available and the output produced
might vary from what is shown in this lab.

Note: Make sure that the routers and the switches have been erased and have no startup configurations.

Required Resources
e 3 routers with Cisco 1841 with Cisco I0OS Release 12.4(20)T1 or comparable
e 2 switches (Cisco 2960 or comparable)
e PC-A: Windows XP, Vista, or Windows 7 with Cisco VPN Client
e PC-C: Windows XP, Vista, or Windows 7 with CCP 2.5 installed
e Serial and Ethernet cables as shown in the topology
e Rollover cables to configure the routers via the console

CCP Notes:

e Refer to Chp 00 Lab A for instructions on how to install CCP. Hardware/software recommendations
for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up to 1.6.0_21,
Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.

e |f the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e Inorder to run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.
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Part 1: Basic Router Configuration
In Part 1, you set up the network topology and configure basic settings, such as the interface IP addresses
and static routing. Perform the steps on the routers as indicated.

Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram, and cable as necessary.

Step 2: Configure basic settings for all routers.
a. Configure host names as shown in the topology.
Configure the physical interface IP addresses as shown in the IP addressing table.
c. Configure a clock rate for the routers with a DCE serial cable attached to their serial interface.

Rl (config)# interface S0/0/0
Rl (config-if) # clock rate 64000

d. Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands
as though they were host names.

Rl (config)# no ip domain-lookup

Step 3: Configure static default routes on R1 and R3.
Configure a static default route from R1 to R2 and from R3 to R2.
R1 (config)# ip route 0.0.0.0 0.0.0.0 10.1.1.2

R3 (config)# ip route 0.0.0.0 0.0.0.0 10.2.2.2

Step 4: Configure static routes on R2.
a. Configure a static route from R2 to the R1 LAN.
R2 (config) # ip route 192.168.1.0 255.255.255.0 10.1.1.1

b. Configure a static route from R2 to the R3 LAN.
R2 (config)# ip route 192.168.3.0 255.255.255.0 10.2.2.1

Step 5: Configure PC host IP settings.
Configure a static IP address, subnet mask, and default gateway for PC-A and PC-C, as shown in the IP
addressing table.
Step 6: Verify connectivity between PC-A and R3.
From PC-A, ping the R3 S0/0/1 interface at IP address 10.2.2.1.
PC-A:\> ping 10.2.2.1
Are the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Step 7: Configure a minimum password length.

Note: Passwords in this lab are set to a minimum of 10 characters, but are relatively simple for the benefit
of performing the lab. More complex passwords are recommended in a production network.

Use the security passwords command to set a minimum password length of 10 characters.

Rl (config)# security passwords min-length 10
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Step 8: Configure the enable secret password and console and vty lines.
a. Configure the enable secret password cisco12345 on R1.

Rl (config) # enable secret ciscol2345

b. Configure a console password and enable login for router R1. For additional security, the exec-
timeout command causes the line to log out after 5 minutes of inactivity. The logging
synchronous command prevents console messages from interrupting command entry.

Note: To avoid repetitive logins during this lab, the exec-timeout can be set to 0 0, which prevents it
from expiring. However, this is not considered a good security practice.

Rl (config)# line console 0

Rl (config-line)# password ciscoconpass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

Rl (config-line)# logging synchronous

c. Configure the password on the vty lines for router R1.

Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

d. Repeat these configurations on R2 and R3.

Step 9: Encrypt clear text passwords.

a. Usethe service password-encryption command to encrypt the console, aux, and vty
passwords.

Rl (config)# service password-encryption

b. Issue the show run command. Can you read the console, aux, and vty passwords? Why or why
not?

c. Repeat this configuration on R2 and R3.

Step 10: Configure a login warning banner on routers R1 and R3.
Configure a message-of-the-day (MOTD) warning banner to unauthorized users.

Rl (config) # banner motd $Unauthorized access strictly prohibited and
prosecuted to the full extent of the law$

Step 11: Save the basic running configuration for all three routers.

Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config

Part 2: Configuring a Remote Access VPN

In Part 2 of this lab, configure a firewall and a remote access IPsec VPN. You will use CCP to configure R3 as
a VPN server. On PC-C you will enable and configure the Cisco VPN client.

Task 1. Prepare R3 for CCP Access

Step 1: Configure HTTP router access and a AAA user.
a. Enable the HTTP server on R3.
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R3(config)# ip http server

Note: For added security, you can enable the HTTP secure server on R3 using the ip http secure-
server command. The HTTP server and the HTTP secure server are disabled by default.

b. Create an admin01 account on R3 with privilege level 15 and a password of adminOlpass for use
with AAA.

R3(config)# username admin0Ol privilege 15 password 0 adminOlpass
c. Configure R3 so that CCP use the local database to authenticate web sessions.

R3(config)# ip http authentication local

Step 2: Access CCP and discover R3.

a. Runthe CCP application on PC-C. In the Select/Manage Community window, input the R1 IP
address 192.168.3.1 in the Hostname/Address field, admin01 in the Username field and
adminOlpass in the Password field. Click on the OK button.

Manage Devices 'i_I) »

ofn
&8

New Community

Enter infarmation for up to 10 devices for the selected community

IP Address/Hostmame Usermame Password Connect Securely
1, 419z4i68.3.1 adrmin0l st ok ok ok ok kR R [] @
2, L e
3 || e
4, || G
. L | fw
&, || e
e || e
g, || e
9 L e
io, L |l
|| Discover all devices | OK | Cancel |

b. Atthe CCP Dashboard, click the Discovery button to discover and connect to R3. If the discovery
process fails, click the Discover Details button to determine the problem in order to resolve the
issue.
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"4 Cisco Configuration Professional

Application  Help

- PR

Monitor J ‘ O

Select Community Mamber:

192.168.1.1 | v

] Gommunity View

«

Utlities

5

/¥ Flash File Management

7 Canfiguratian Editor

Cisco Configuration Professional "cll"'
Home > Community Wiaw

Cisco ©

F

ation l News @ due to connection failure with www.cisco.com

Community Information

Selected Cormmunity: New Community .Select 2 device from the table belaw, Use the buttons at the bottarn to continue,

jo!

| 1 rows retrieved |

IP address / Hostname Router Hostname

R5

Connection Type Discovery Status

192.162.1.1 Mon secure Discovered

{ Manage Devices I{ Delete J Discover Jl Discovery Details J

sCoO

Router Status

Ilu g

@

¥

ffth

Task 2: Configure a ZBF F

Step 1: Use the CCP firewall wi

irewall on R3

zard to configure a zone-based firewall (ZBF) on R3.

a. Click the Configure button at the top of the CCP screen, and choose Security > Firewall > Firewall.

“" Cisco Configuration Professional

Application  Help
e ° = % I
2 ral R 2o B A A A
| G) ome || 407 configure || || Monitor | | % &% L 2] Cisco Configuration Professional ''l''!I'*
I - Ccisco J
eleck Community Member:
« tonfigure > Security > Firewall > Firewall
192.168.3.1 |+ o - @
-~
ey "
{3 Firewall
(23 Interface Management
B Create FirewaIIT Edit Firewall Puhcﬂ
» [ Router
¥ B Security Cisco CF can guide you thraugh Firewall configuration Use Case Scenario
Select a task, then click Launch the selected task,
¥ 5 Firewall
|| Firawall ¥ Basic Firewall on ane
Inside Outside
» [ Firewall Companents lse Basic Firewall wizard to apply pre-defined rules to
R srotect your private network fram the most common
sttacks, Basic Firewall will not allow you to configure
» (3 Public Key Infrastructure M2 services (for example, WWW, FTP),
(33 HAC .
" Advanced Firewall
[] web Filter Sonfiguration
[\ Irusion Prevantion Il Jse Advanced Firewall wizard to apply either
wre-defined rules or your own custornized rules to
[} g02.1x srotect you private network fram the most cornman
ttacks, Advanced Firewall will allow you to configure
Port to Application Mappings R
] & (R SMZ services (for example, W, FTP),
»[JC3PL
| Security Audit Launch the selected task
5 Unified € icati
ey catich . The curent Ul configures Zone Based Firawal. Ta use older
- = 2 form of classic firewall use the below link,
g Switch to Classic Firswall
7 Flash File Manzgament -
7 configuration Editor
7 saue Configuration to PC
7 wirite to Startup Configuration
P Telnet
& How dol:  |How Do | Configure a Firewvall an an Unsupported Irterface v | Go
p
Reload Devic =

I3

Choose Basic Firewall and click the Launch the selected task button. On the Basic Firewall
Configuration wizard screen, click Next.

Check the Inside (Trusted) check box for FastEthernet0/1 and the Outside (Untrusted) check box
for Serial0/0/1. Click Next. Click OK when the CCP launch warning for Serial0/0/1 is displayed.
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Firewall Wizard x|

Basic Firewall Interface Configuration

Selectinside(trusted) and outside{untrusted) interfaces. You can select one ar
more insidedrusted) and outside{untrusted) interfaces.

Mote: Do not selectthe interface through which you accessed S0OM as the outside
(untrusted) interface. If you do, vou will not be able to launch S0 fram that

interface after you complete the Firewall Wizard.

interface outside{untrusted) insidedtrusted)
FastEthemetOr I 74
Serial0/ni I -

[~ | Allows secure 5B access fiom outside interfaces

<Back | Next= | Finien | cancer|  Heip |

d. Inthe next window, select Low Security for the security level and click Next.

e. Inthe Summary window, click Finish.

f. Click Deliver to send the commands to the router. Click OK in the Commands Delivery Status
window. Click OK on the Information window. You are returned to the Edit Firewall Policy tab as
shown below.

“4 Cisco Configuration Professional

A

Application  Help

l@ﬂume | @Cunﬁgum Monitur I | %—?g

Q}» = 0 Cisco Configuration Professional

Select Community Member:

<«
192.168.3.1 | ¥

» [ Interface Management
» [ Router
¥ 5 Security
¥ B Firewall
| Firewall
b [ Firewsll Companents
B vPN
b (23 Public Key Infrastructure
» [ NAC
|| Web Filter Sonfigueation
[ Intrusion Pravention I
[ e02.1x
[} Port to applicstion Mappings
> C3PL
[ security Audit

» [ Unified Cornmunications

utilities
7 Flash File Management .
7 Configuration Editor
¥ save Configuration to o

#/ wiite to Startup Confiqurstion

S Telnet
7 Relozd Device a

~

cisco
Configure * Security > Firewall = Firewall @
Firewall
Create Firewall | Edit Firewall Policy
4 Add ~ @ Edt.. [ Delete | fF Movelp § MoveDown ¥ cut By Copy [ Paste ~ |2 Rule Flow Diagram
| Traffic Classification | )
Action Rule Opl
1D Source Destination Service
1 @ any sip €5 Inspect
2 @ any h3z3 5 Inspect
3 @ any h3z3-annexe €5 nspect
4 @ any hzz5ras ﬁ Inspect L
3 @ any h3z3-rxg €5 nspect
& @ any skinrry ﬁ Inspect
~£]7 Unmatched Traffic @ brop
B-cop-inspect { in-zone to out-zone)
1 L3 @ any @ Drop £ Log
# 255.255.255.255 - any
- @ 127.0.0.040,255 255,255 - = any. v
< | >

Rule Flow Diagram

out-zone

Apply Changes | Discard Changes

Step 2: Verify firewall functionality.
a. From PC-C, ping the R2 interface S0/0/1 at IP address 10.2.2.2.
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Are the pings successful? Why or why not?

b. From external router R2, ping PC-C at IP address 192.168.3.3

Are the pings successful? Why or why not?

Task 3: Use the CCP VPN Wizard to Configure the Easy VPN Server

Step 1: Launch the Easy VPN Server wizard and configure AAA services.

a. Click the Configure button at the top of the CCP home screen. Choose Security > VPN > Easy VPN
Server.

b. Click on the Launch Easy VPN Server Wizard button.

"/ Cisco Configuration Professional El@@

Application  Help
e i r. &5 ' . . . g
| () vome | 55 vontigure || @l wenter | | %% &% 1 €)  Cisco Configuration Professional alul

Cisco

Select Community Mamber:

<« Configure > Sacurity > VPN > Easy WPN Server 2

Create Easy VPN SenmrT Edit Easy VPN Sewerw

[ Interface Management e

» 23 Router

~
¥ & security Cisco CP can guide you through Easy VPN Server configuration tasks.

» 3 Firewall
=t
] vPH Design Guide Use Case Scenario
[ site-to-Site VPN

Configure Easy VPN Server
|| Easy ¥PH Remote

Easy UPH S .
|_]Easy erver e il
D Multi it VPN adm
[ Dynarmic Multipoin O— =
» 21 55L VRN Il Client 2 O e ine
[ GETVPH

Prerequisite task
» [0 VPM Components

b 3 Public Key Infrastructure AdAs disabled onthe router, A% must be enabled to configure Easy PN Server. Epable ass

» B3 A
|) web Filter Configuration u UUse this option to configure this router as an Easy ¥PN Server. To
— complete the configuration, you must know the different group policies to
Utilities wihich the clients can connect and their attributes.
= Flash File Management —
= Configuration Editar Launch Easy WPN Server Wizard
7 save Configuration to PC
7 Write to Startup Configuration ‘
" Telnet v
y < >
=~ Reload Device |ﬂ

c. The Easy VPN Server wizard checks the router configuration to see if AAA is enabled. If AAA is not
enabled, the Enable AAA window displays. AAA must be enabled on the router before the Easy VPN
Server configuration starts. Click Yes to continue with the configuration.

d. When prompted to deliver the configuration to the router, click Deliver.

e. Inthe Command Delivery Status window, click OK. When the message “AAA has been successfully
enabled on the router” displays, click OK.

f.  When returned to the Easy VPN Server wizard window, click Next.

g. Now that AAA is enabled, you can start the Easy VPN Server wizard by clicking the Launch Easy
VPN Server Wizard button. Read through the descriptions of the tasks that the wizard guides you
through.
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Welcome to the Easy VPN Server Wizard

This wizard will guide you through configuring of an Easy VPN Server on this router. An Easy
VPN Server allows a remaote end userto use IP Security (IPSec) when cammunicating with
a Cisco [0S Yirtual Private Netwark (VPN) gateway. Centrally managed IPSec policies are
"pushed” to the client by the server, minimizing configuration by the end user.

This wizard will guide you in perfarming the following tasks to successfully configure an
Easy YPN Server an this router:

* Configuring virtual ternplate interface and authentications

= Configuring IKE policies

* Configuring an IPSec transform set.

* Configuring a group policy lookup method

* Configuring user authentication

= Configuring external RADIUS server details

* Configuring group policies on the local router,

* Configuring cisco tunneling control protocol(eTCP) optionally,

| neit> | | cancel| Hem |

How does the client receive the IPsec policies?

How does the Easy VPN remote server configuration differ from the site-to-site?

h. Click Next when you are finished answering the above questions.

Step 2: Configure the virtual tunnel interface and authentication.

a. Select the interface on which the client connections terminate. Click the Unnumbered to radio button
and select the Serial0/0/1 interface from the pull-down menu.

b. Choose Pre-shared Keys for the authentication type and click Next to continue.

Easy ¥YPN Server Wizard - 10% Complete 5]

Interface and Authentication

-~ Interface

Avirtual ternplate interface will he created as part of this Easy VPN Server configuration.
Any Cisco [0S feature that should be applied before encryption to the traffic going into
the VPN tunnel can be corfigured on this interface.

IP Address ofvirtual Tunnel Interface:

" Unnumbered to Mew Loophack Interface

IP Address |
Subnet Mask: | o [

& Unnumbered to ISenaIDfDM hd Details... I

——Authentication

Selectthe method used for authenticating VPN clients connecting to this Easy
WP Server.

@+ Pre-shared Keys ¢ Digital Certificates  Both

<Back | Mext> | Firict | cancel|  Hep |
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Step 3: Select an IKE proposal.

a. Inthe IKE Proposals window, the default IKE proposal is used for R3.

Easy VPN Server, Wizard - 20% Complete

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algarithm and key exchange
methad that is used by this router when negotiating a VPN connection with the rermote
device.

Clickthe Add... buttan to add moare policies and the Edit... button to edit an existing policy.

Friority| Encryption Hash D-H Group Authentication| Type

group? FRE_SHARE Ci

Add... ‘ ‘

< Back | Next=

| Cancel| Help |

What is the encryption method used with the default IKE policy?

What is the hash algorithm used to ensure that the keys have not been tampered with?
b. Click Next to accept the default IKE policy.

Note: Configurations on both sides of the tunnel must match exactly. The Cisco VPN client automatically

selects the proper configuration for itself. Therefore, an IKE configuration is not necessary on the client
PC.

Step 4: Select the transform set.

a. Inthe Transform Set window, the default CCP transform set is used. What ESP encryption method is
used with the default transform set?
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Easy VPN Server Wizard - 35% Complete

Transform Set
Atransform set specifies the encryption and authentication algorithms used to protect the

data in the WPMN tunnel.

Click the Add... button to add a new transform set and the Edit.. button to editthe specified
transform set.

Select Transform Set:

Cisco CP Default Transform Set h

Details ofthe specified transform set
ESP Encryption | ESF Integrity AH Integrity

_HMAC

|

Finishl Cancell Help |

< Back | Next >

b. Click Next to accept the default transform set.

Step 5: Specify group authorization and group policy lookup.

a. Inthe Group Authorization and Group Policy Lookup window, choose the Local option.

Easy ¥YPN Server Wizard - 50% Complete

Group Authorization and Group Policy Lookup

AN ISAKMP client configuration graup (ar VPN group) is a group af VP clients that share the
same authentication and configuration infarmation. Group policies can be canfigured locally
on this router, an an external server, ar an bath. Easy WPN Server will use these group policies

to authenticate YPN clignts.

—— Method List for Group Policy Lookup

Selectthe servers on which group policies will be configured, ar select an existing AAR
policy that defines the servers used for configuring group policies.

# Local
" RADIUS

I~ RADIUS and Local

Surnmary

The local database will be used for group autharization. This option is recommended if
you do not have a RADIUS or TACACS+ server in your network:

<Back | Next> | “irien | cancer | Heip |

b. Click Next to create a new AAA method list for group policy lookup that uses the local router
database.
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Step 6: Configure user authentication (XAuth).

a. Inthe User Authentication (XAuth) window, you can select where user credentials will be configured.
You can select an external server, such as a RADIUS server, a local database, or both. Check the
Enable User Authentication check box and accept the default of Local Only.

Easp ¥YPH Server Wizard - 652 Complete

User Authentication (Xauth)
Liser Authentication (XAuth) provides additional security by authenticating the user of a device
after the device has undergone IKE authentication. User credentials XAuth can he canfigured
locally on this router, on an external sener, ar on hoth.

v Enahle User Authentication

Select the servers thatwill be used for configuring user credentials, or select an existing
AAs policy that defines the servers used for configuring user credentials.

o+ Local Only
 RADIUS

" RADIUS and Local Only
" Select an Existing A8 Method List

Add User Credentials...

sSummary

Local database will be used for user authentication.

<Eack| et = | | Cancel| Help |

Where does the router look for valid user accounts and passwords to authenticate remote VPN users
when they attempt to log in?

b. Click the Add User Credentials button. In the User Accounts window, you can view currently defined
users or add new users.

What is the name of the user currently defined and what is the user privilege level?

How was this user defined?

c. Inthe User Accounts window, click the Add button to add another user. Enter the username
VPNuserl with a password of VPNuserlpass. Select the check box for encrypting the password
using the MD5 hash algorithm. Leave the privilege level at 1.

What is the range of privilege level that can be set for a user?
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Add an Account

Enter the username and passward

Username: YPMuser!
Passward
Password =Mone=
Mew Passward: e —

Confirm Mew Password: I

v Encrypt password using MDA hash algorithm

Privilege Level: |1 vI
(0] 4 | Cancel | Help |

c. Click OK to accept the VPNuserl entries, and then click OK to close the User Accounts window.

User Accounts
Llzername | Password | Privilege L
admin01 i 15
YRMUSEr o 1
+ I -
ik | Cancel | Help |

X

d. Inthe User Authentication (XAuth) window, click Next to continue.
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Step 7: Specify group authorization and user group policies.

a. Inthe Group Authorization and User Group Policies window, you must create at least one group
policy for the VPN server.

Eazy YPN Server Wizard - B0 Complete

Group Authorization and User Group Policies

The Easy VP Server allows you to group remote users who are using Cisco VPR clients or
other Easy WP Remote client products. The group attributes will be downloaded through the
clients or device that is part of a given group. The same group name should be configured on
the remote client or device to ensure that appropriate group attributes are downloaded.

Click the Add... button to add moare groups, the Edit... button to edit an existing group, ar the
Clone... button to create a new group fram an existing group.

Select Group Name Foaol DME WINS Daomain Name

Add...

I~ Gonfigure |dle Timer

Configure a timeout value after which VPR tunnels from idle clients should be
cleared.

Idle Timer: [ I [ | HHmmss

<Elack| Mext = | | Cancel| Help |

b. Click Add to create a group policy.

c. Inthe Add Group Policy window, enter VPN-Access as the name of this group. Enter a new pre-
shared key of cisc012345 and then re-enter it.

d. Leave the Pool Information box checked and enter a starting address of 192.168.3.100, an ending
address of 192.168.3.150, and a subnet mask of 255.255.255.0.

e. Enter 50 for the Maximum Connections Allowed.

f. Click OK to accept the entries.
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Add Group Policy ﬂ

General | DNSAWINS | Split Tunneling | Client Settings | XAuth Options | Client Update |

Mame of This Group: [VPN-Actess

Pre-shared Keys

Specify the key that will be used to authenticate the clients associated with this group.

Current Key =pone=

Enter new pre-shared key: I“‘“‘“‘*‘“‘*

I

Reenter new pre-shared key:

¥ Paol Infarmatian

Specify a local pool containing a rande of addresses that will he used to allocate an
internal IF address to a client.

" Select from an existing poal

Starting IP address: |192.168.3.1DD -Select an entry j Details...l
Ending IP address: |1 92168.3.140

Enter the subnet mask that should be sentto the client along with the IP address.

Subnet Mask: |255.255.255.D (Optional)

Maximum Connections Allowed: IED

Ok Cancel | Help

g. A CCP warning message displays indicating that the IP addresses in the pool and the IP address of
the Fast Ethernet0/1 interface are in the same subnet. Click Yes to continue.

h. When you return to the Group Authorization window, check the Configure Idle Timer check box and
enter one hour (1). This disconnects idle users if there is no activity for one hour and allows others to
connect. Click Next to continue.

i. When the Cisco Tunneling Control Protocol (cTCP) window displays, do not enable cTCP. Click Next
to continue.
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Easy ¥PN Server Wizard - 80% Complete il

Group Authorization and User Group Policies

The Easy YPM Server allows you to group remote users who are using Cisco VPN clients or
other Easy WFPN Remaote client praducts. The group attributes will be downloaded through the
clients or device that is part of a given group. The same aroup name should be configured on
the remote client ar device to ensure that appropriate group attributes are downloaded.

Click the Add... button to add more groups, the Edit... button to edit an existing group, or the
Clane... hutton to create a new group fram an existing group.

Selectl Group Narme Ponl DNS  ©| WINS | Domain Nam
IV

| | 3

Add... | Edit... Clone... Delete |

W Caonfigure Idle Timer
Configure a timeout value after which WP tunnels from idle clients should be
clearad.

Idle Tirner: [t Jo Jo HHmm:sS

Finishl Cancell Help |

< Back | Next

J-

VPN traffic to reach

the internal LAN. Click OK to continue.

Easy VPN Server Passthrough Configuration

Modify Firewall

WPM towork, Choose

InterfacefZone

Cisco CP has detected a firewall ar inbound access list configuration on your rauter,
Firewall Palicy or Access contral entries must be added to the listed interfaces for Easy

contral lists or fireswall palicy. Click Details to view the entries that Cisco CPowill add.

Modify to allow Cisco CP to add entries to the appropriate access

Service Firewall Action

0k Cancel Help
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Step 8: Review the configuration summary and deliver the commands.

a. Scroll through the commands that CCP will send to the router. Do not check the check box to test the
VPN. Click Finish.

b. When prompted to deliver the configuration to the router, click Deliver.

Easy ¥PN Server Wizard - 90% Complete x|

Summary of the Configuration

Click Finish to deliver the canfiguration to the router.

Tunnel Interface Details: -
Interface: Wirtual-Template1
Type: Tunnel
Mode: IPSec-1Pyd
IP Address: Unnumbered to Serial0i0sn

IKE Palicies:
Hash DH Group Authentication  Encryption
SHA_1 group2 FRE_SHARE JDES

Transform Set:

Mame: ESP-3DES-SHA

ESF Encryption: ESF_3DES
ESF Integrity, ESP_SHA_HMAC
Mode: TUMNMEL

Srpnn Palicwe | anlion Mothod | ict 1 aral _ILI
4 I k

[~ TestVPH connectivity after configuring.

<Back | red - | Finish | cancel| Help |

c. Inthe Command Delivery Status window, click OK. How many commands are delivered?

Step 9: Test the VPN Server.

a. You are returned to the main VPN window with the Edit Easy VPN Server tab selected. Click the
Test VPN Server button in the lower right corner of the screen.

b. Inthe VPN Troubleshooting window, click the Start button.

Your screen should look similar to the one below. Click OK to close the information window. Click Close
to exit the VPN Troubleshooting window.
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Tunnel Details %

Interface:  Virtual-Templated

3 surmrmary Details
Acthity | status
Checking Easy VPN v Successiul
QR o X e
Checking Firewall... v Successiul

@ WPN Troubleshooting 1s successiil |

The WPM Tunnelis up.

Failure Reasonis)
Start Save Report Close Help

Note: If you receive a failure after testing the VPN server, close the VPN Troubleshooting window.
1. Click the Edit button on top right of Edit Easy VPN Server Tab.

2. Click OK in the Edit Easy VPN Server Connection window.

3. Click OK in the Easy VPN Server Passthrough Configuration window.

4. Check the box to the right of the FastEthernetO/1 interface indicating that it is inside (Trusted).
5. Rerun Test VPN Server by clicking on that button on bottom right of Edit Easy VPN Server Tab.
6. Click Start button and test should pass this time.

Task 4: Use the Cisco VPN Client to Test the Remote Access VPN

Step 1: (Optional) Install the Cisco VPN client.

If the Cisco VPN Client software on host PC-A is not installed, install it now. If you do not have the Cisco VPN
Client software, contact your instructor.
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i’ Cisco Systems VPN Client 4.8.02.0010 Setup =gl

Welcome to the Cisco Systems
VPN Client 4.8.02.0010
Installation Wizard

It iz strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
wou have running. Click Mext to continue the installation.

WiaRMIMG: Thiz program is protected by copyright law and
intemational treaties.

Unautharized repraduction or distribution of thiz program, or anp
partion of it, rmay result in severe civil and criminal penalties, and
will be prozecuted to the maximurn extent possible under law.

< Back [ et ] [ Cancel ]

Step 2: Configure PC-A as a VPN client to access the R1 VPN server.

a. Start the Cisco VPN Client and choose Connection Entries > New, or click the New icon with the
red plus sign (+) on it.

#| status: Disconnected | VPN Client - Version 4.8.02.0010

Connection Entries Statuz  Cerlificates Log Ophions  Help

EE i ) 11;?] E NI

Connect e Import Fodify Delete CIsCoO
I Certificates | Log I

| Connection Entry 7 I Host Tranzport

| | ]

[ Mot connected. [ a

b. Enter the following information to define the new connection entry. Click Save when you are finished.
Connection Entry: VPN-R3
Description: Connection to R3 internal network
Host: 10.2.2.1 (IP address of the R3 S0/0/1 interface)
Group Authentication Name: VPN-Access (defines the address pool configured in Task 2)
Password: cisc012345 (pre-shared key configured in Task 2)
Confirm Password: cisc012345

Note: The group authentication name and password are case-sensitive and must match the ones created
on the VPN Server.
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# ¥PN Client | Create Mew YPN x|

Connection Entry: I'v'F'N A3

D escrption: IEDnneu:tiu:un ta B3 intermnal nebwark,

Host: |1 0221
Authentication ITranspu:urt | Backup Servers | Dial-Up |
{*  Group Authentication " Mutual Group Suthentication
Marmne: IVPN-."—".CCESS
Paszaword: Ixxxxxxxxxx

s

Canfirm Passwurd:l

{~ Cehificate Authentication

Mamies I ;l

™ Send L Certificate Chain

Eraze |l zer Passwurdl Save I Cancel

Step 3: Test access from PC-A without a VPN connection.

In the previous step, you created a VPN connection entry on the VPN client computer PC-A but have not
activated it, so the VPN tunnel is not yet up.

Open a command prompt on PC-A and ping the PC-C IP address at 192.168.3.3 on the R3 LAN. Are the
pings successful? Why or why not?

Step 4: Establish a VPN connection and log in.

a. Select the newly created connection VPN-R3 and click the Connect icon. You can also double-click
the connection entry.

#| status: Disconnected | VEN Client - Version 4.8.02.0010

Connection Entriez Statuz  Certificates Log Options Help

= A ol

Connect [ @y Import rd odify Delete

Connection Entries lCertificates l Log l

Trangport
e R

Connection Entry

J »

Mot connected.

b. Enter the previously created username VPNuserl in the VPN Client User Authentication dialog box
and enter the password VPNuserlpass. Click OK to continue. The VPN Client window minimizes to
a lock icon in the tools tray of the taskbar. When the lock is closed, the VPN tunnel is up. When it is

open, the VPN connection is down.
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authentication.

The zerver has requested the following information to complete the uzer

vty Ueemame: |"JF'Nuser1

s Paszward:

HERRHRHRRENN

Ok

Cancel

Task 5: Verify the VPN Tunnel between the Client, Server, and Internal Network

Step 1: Open the VPN Client icon.

a. Double-click the VPN lock icon to expand the VPN Client window.

What does it say about the connection status at the top of the window?

b. From the PC-A command line, issue the ipconfig command.

What is the IP address of the first Local Area Connection?

What is the IP address of Local Area Connection 27?

Step 2: Close the VPN connection and reopen it.

a. Click the Disconnect icon in the VPN Client window to close the VPN-R3 connection.

b. Click the Connect icon and log in again as VPNuser1.

What is the IP address of Local Area Connection 2 now?

Note: Each time you disconnect and reconnect to the VPN server, you receive a new IP address until the

limit is reached.

Step 3: Check the tunnel statistics.

a. Choose Status > Statistics. Click the Tunnel Details tab.
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# YPHN Client | Statistics

Route Details l Firewwall l

Addresz Information Connection Information
Client: 192168.32101 Entry: WPM-R 2
Server 10221 Time: 0 day(z], 00:01.06
Bytes Crypto
Feceived: 0 E ncroption: 168-bit 3-DES
Sent: EE13 Authentication; HMALC-5HAT
Packets Tranzport
Encrypted: 54 Transparent Tunneling: lnactive
Decrypted:0 Local Lak: Digabled
Dizcarded: 21 Compreszsion: M one

Bypazzed: 26

Fiezet

Cloze

b. What is the current address obtained from the R3 VPN server and what is the range of addresses
that can be assigned?

What is the VPN server address?

How many packets have been encrypted?

What is the encryption method?

What is the authentication method?

c. Leave the VPN Client Statistics window open.

Step 4: Test access from the client PC-A using the VPN connection.

a. With the VPN connection from computer PC-A to router R3 activated, open a command prompt on
PC-A and ping the PC-C IP address at 192.168.3.3 on the R3 LAN. Are the pings successful?

b. How many packets have now been encrypted?

Step 5: Check the Cisco I0S message on R3 when the tunnel is created.

Open the console connection for R3 and locate the message displayed indicating that the virtual interface
came up when the VPN Client connection was made.

What is the name of the interface on R3 that is activated for the VPN?

Step 6: Verify the VPN connection information for PC-A.

a. From the PC-A command prompt, issue the ipconfig /all command to see the network
connections.

b. What is the configuration for the first Local Area Connection?

IP Address:
Subnet Mask:
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Default Gateway:
Description:

c. What is the configuration for Local Area Connection 2?

IP Address:

Subnet Mask:

Default Gateway:
Description:

Step 7: Telnet from PC-A to R3.

a. From the PC-A command prompt, telnet to R3 at the Fa0/1 IP address 192.168.3.1. Log in as
admin01 with a password of adminOlpass. What is the router command prompt and why is this?

b. Issue the show run command to view the various commands generated by CCP to configure the

VPN server.

c. Issue the show users command to see connections to router R3. What connections are present?

d. Close the Telnet connection using the quit or exit command.

Reflection

Why is VPN a good option for remote users?

Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco I0S commands to
represent the interface.
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Cisco | Networking Academy”

Mind Wide Open

Chapter 8 Lab C (Optional): Configuring a Remote Access VPN
Server and Client

Topology

VPN
Client

192.168.1.0/24

PC-A

Fa0/6

Faoi

192.168.2.0/24
10.2.2.0/30
$0/0/1

EIGRP 101

Fao/1 8@
83

192.168.3.0/24

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.

IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway Switch Port

R1 Fa0/1 192.168.1.1 255.255.255.0 N/A S1 Fa0/5
S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 | N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 | N/A N/A
Loopback 0 192.168.2.1 255.255.255.0 N/A N/A

R3 Fa0/1 192.168.3.1 255.255.255.0 N/A S3 Fa0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 Fa0/6

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 Fa0/18
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Objectives

Part 1: Basic Router Configuration
e Configure host names, interface IP addresses, and access passwords.
e Configure the EIGRP dynamic routing protocol on R2 and R3.

Part 2: Configuring a Remote Access VPN
e Use CCP to configure a router to support an Easy VPN server.
e Configure the Cisco VPN client on PC-A and connect to R2.
o Verify the configuration.

e Test VPN functionality.

Background

VPNSs can provide a secure method of transmitting data over a public network, such as the Internet. A
common VPN implementation is used for remote access to a corporate office from a telecommuter location
such as a small office or home office (SOHO).

In this lab, you build a multi-router network and configure the routers and hosts. You configure a remote
access IPsec VPN between a client computer and a simulated corporate network. You use CCP to configure
a Cisco Easy VPN server on the corporate edge gateway router and configure the Cisco VPN client on a host.
Then you connect to the corporate network through a simulated ISP router.

The Cisco VPN client allows organizations to establish end-to-end, encrypted (IPsec) VPN tunnels for secure
connectivity for mobile employees or teleworkers. It supports Cisco Easy VPN, which allows the client to
receive security policies upon a VPN tunnel connection from the central site VPN device (Cisco Easy VPN
Server), minimizing configuration requirements at the remote location. This is a scalable solution for remote
access deployments where it is impractical to individually configure policies for multiple remote PCs.

Note: The router commands and output in this lab are from a Cisco 1841 with Cisco I0S Release 12.4(20)T
(Advanced IP image). Other routers and Cisco I0S versions can be used. See the Router Interface Summary
table at the end of the lab to determine which interface identifiers to use based on the equipment in the lab.
Depending on the router model and Cisco 10S version, the commands available and the output produced
might vary from what is shown in this lab.

Note: Make sure that the routers and the switches have been erased and have no startup configurations.

Required Resources
e 3routers (Cisco 1841 with Cisco IOS Release 12.4(20)T1 or comparable)

Note: This lab requires that R2 have a comparable I0S and hardware characteristics to R1 and R3 in
order for it to play the role of the VPN server.

e 2 switches (Cisco 2960 or comparable)
e PC-A: Windows XP, Vista, or Windows 7 with Cisco VPN Client and CCP 2.5 installed
e PC-C: Windows XP, Vista, or Windows 7
e Serial and Ethernet cables as shown in the topology
¢ Rollover cables to configure the routers via the console
CCP Notes:

e Refer to Chp 00 Lab A for instructions on how to install CCP. Hardware/software recommendations
for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up to 1.6.0_21,
Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.
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e |f the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e Inorderto run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.

Part 1. Basic Router Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings, such as the interface IP
addresses, dynamic routing, device access, and passwords.

Note: Perform all tasks on routers R1, R2, and R3. The procedure for R1 is shown here as an example.

Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram, and cable as necessary.

Step 2: Configure basic settings for each router.
a. Configure hostnames as shown in the topology.
Configure the physical interface IP addresses as shown in the IP addressing table.

c. Configure the logical loopback 0 interface on R2. This simulates the network from which the remote
access clients receive addresses (192.168.2.0/24). Because loopback interfaces are up by default, it
is not necessary to use the no shutdown command.

R2 (config) # interface Loopback 0
R2 (config-if) # ip address 192.168.2.1 255.255.255.0

d. Configure a clock rate for the serial router interfaces with a DCE serial cable attached.

Rl (config) # interface S0/0/0
Rl (config-if) # clock rate 64000

Step 3: Disable DNS lookup.
To prevent the router from attempting to translate incorrectly entered commands, disable DNS lookup.

Rl (config)# no ip domain-lookup

Step 4: Configure the EIGRP routing protocol on R2 and R3.

Note: R2 and R3 exchange routes in EIGRP AS 101. R1 is acting as an ISP router and does not participate in
the EIGRP routing process.

a. On R2, use the following commands.

R2 (config) # router eigrp 101

R2 (config-router)# network 10.1.1.0
R2 (config-router)# network 10.2.2.0

R2 (config-router)# network 192.168.2.0 0.0.0.255
R2 ( ) # no auto-summary

0.0.0.3
0.0.0.3
config-router

b. On RS3, use the following commands.

R3 (config)# router eigrp 101

R3 (config-router)# network 192.168.3.0 0.0.0.255
R3 (config-router)# network 10.2.2.0 0.0.0.3

R3 (config-router)# no auto-summary
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Step 5: Configure a static default route on R2.

Router R1 represents a connection to the Internet. A default route is configured on R2 for all traffic whose
destination network does not exist in the R2 routing table.

Note: Without the default route configured on R2, R2 cannot respond to the CCP HTTP connection from
PC-A later in the lab. Because R1 is not part of the EIGRP domain and is not advertising the PC-A LAN,
R2 does not know about the 192.168.1.0/24 network.

a. Configure a static default route on R2 that points to the R1 S0/0/0 interface IP address.
R2 (config)# ip route 0.0.0.0 0.0.0.0 10.1.1.1
b. Redistribute the static default into EIGRP so that R3 also learns the route.
R2 (config)# router eigrp 101
R2 (config-router)# redistribute static
Step 6: Configure PC host IP settings.

a. Configure a static IP address, subnet mask, and default gateway for PC-A, as shown in the IP
addressing table.

b. Configure a static IP address, subnet mask, and default gateway for PC-C, as shown in the IP
addressing table.
Step 7: Verify basic network connectivity.
a. Ping from PC-A to the R2 S0/0/0 interface at IP address 10.1.1.2. Are the results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Note: PC-A should be able to ping external R2 interface S0/0/0 but is not able to ping any of the internal
EIGRP network IP addresses on R2 and R3.

b. Ping from R2 to PC-C on the R3 LAN. Are the results successful?
If the pings are not successful, troubleshoot the basic device configurations before continuing.

Note: If you can ping from R2 to PC-C, you have demonstrated that the EIGRP routing protocol is
configured and functioning correctly. If you cannot ping but the device interfaces are up and IP addresses
are correct, use the show run and show ip route commands to help identify routing protocol-related
problems.

Step 8: Configure a minimum password length.

Note: Passwords in this lab are set to a minimum of 10 characters but are relatively simple for the benefit
of performing the lab. More complex passwords are recommended in a production network.

Use the security passwords command to set a minimum password length of 10 characters.

Rl (config)# security passwords min-length 10

Step 9: Configure the basic console and vty lines.

a. Configure a console password and enable login for router R1. For additional security, the exec-
timeout command causes the line to log out after 5 minutes of inactivity. The logging
synchronous command prevents console messages from interrupting command entry.

Note: To avoid repetitive logins during this lab, the exec-timeout can be set to 0 0, which prevents
it from expiring. However, this is not considered a good security practice.
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Rl (config)# line console 0

Rl (config-line)# password ciscoconpass
Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

Rl (config-line)# logging synchronous

b. Configure the password on the vty lines for router R1.

Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass
Rl (config-line)# exec-timeout 5 0

Rl (config-line)# login

c. Repeat these configurations on both R2 and R3.

Step 10: Encrypt clear text passwords.

a. Usethe service password-encryption command to encrypt the console, aux, and vty
passwords.

Rl (config) # service password-encryption

b. Issue the show run command. Can you read the console, aux, and vty passwords? Why or why
not?

c. Repeat this configuration on both R2 and R3.

Step 11: Save the basic running configuration for all three routers.
Save the running configuration to the startup configuration from the privileged EXEC prompt.

R1# copy running-config startup-config

Part 2: Configuring a Remote Access VPN

In Part 2 of this lab, you configure a remote access IPsec VPN. You will use CCP to configure R2 as an Easy
VPN server and configure the Cisco VPN client on PC-A. The PC-A host simulates an employee connecting
from home over the Internet. Router R1 simulates an Internet ISP router.

Task 1: Prepare R2 for CCP Access and Easy VPN Server Setup

Step 1: Configure user credentials for HTTP router access prior to starting CCP.
a. Enable the HTTP server on R2.
R2 (config) # ip http server
b. Create an admin account on R2 with privilege level 15 for use with AAA and CCP.
R2 (config) # username admin privilege 15 password 0 ciscol2345
c. Have CCP use the local database to authenticate web sessions

R2 (config)# ip http authentication local

Step 2: Access CCP and discover R2.

a. Runthe CCP application on PC-A. In the Select/Manage Community window, input the R2 IP address
10.1.1.2 in the IP Address/Hostname field, admin in the Username field and cisc012345 in the
Password field. Click on the OK button.
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Select / Manage Community 'IED X
¥/ &
(\Qﬁ
g8
New Community
Enter information for up to 10 devices for the selected community
IP Address/Hostname Username Password Connect Securely
1. 110.1.1.2 admin EXEEEEREEE v v
2. L] &
g5 L] &
4 L] &
5 L] &
6 L] @
7 L@
8 L] @
9 L @
10. L]
|_| Discover all devices l OK J | Cancel |

b. Atthe CCP Dashboard, click on the Discover button to discover and connect to R1. If the discovery
process fails, use the Discover Details button to determine the possible problem in order to resolve
the issue.

Task 2: Use the CCP VPN Wizard to Configure the Easy VPN Server

Step 1: Launch the Easy VPN server wizard and configure AAA services.

a. Click the Configure button at the top of the CCP home screen. Choose Security > VPN > Easy VPN
Server.
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Y Cisco Confiquration Professioral [o @ =]

Application  Help
A = o2 = - - - "
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Cisco G can guide you through Easy VPN Server configuration tasks.

Use Case Scenario

Configure Easy VPN Server
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b. Click Launch Easy VPN Server Wizard.

c. The Easy VPN Server wizard checks the router configuration to see if AAA is enabled. If not, the
Enable AAA window displays. AAA must be enabled on the router before the Easy VPN Server
configuration starts. Click Yes to continue with the configuration.

d. If prompted to deliver the configuration to the router, click Deliver.

e. Inthe Command Delivery Status window, click OK. When the message “AAA has been successfully
enabled on the router” displays, click OK.

f.  Now that AAA is enabled, you can start the Easy VPN Server wizard by clicking Next in the Welcome
window. Read through the descriptions of the tasks that the wizard guides you through.
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Easy VPN Server Wizard T e e gy . W — p—— — M

Welcome to the Easy VPN Server Wizard

This wizard will guide you through configuring of an Easy VPN Server on this router. An Easy
VPN Server allows a remote end user to use IP Security {IPSec) when communicating with
a Cisco 108 Virtual Private Network (VPN) gateway. Centrally managed IPSec policies are
"pushed" to the client by the server, minimizing configuration by the end user.

This wizard will guide you in performing the following tasks to successfully configure an
Easy VPN Server on this router:

* Selecting the interface on which the client connections will terminate.
* Configuring IKE policies.

* Configuring an IPSec transform set.

* Configuring a group policy lookup method.

* Configuring user authentication.

* Configuring group policies on the local router.

Fﬁ.z?\‘l CanceII Help I

How does the client receive the IPsec policies?

How does the Easy VPN remote server configuration differ from the site-to-site?

g. Click Next when you are finished answering the above questions.

Step 2: Configure the virtual tunnel interface and authentication

a. Select the Serial0/0/0 interface from the pull-down menu as the interface for the Easy VPN Server.
This is the interface on which the client connections terminate.

b. Select Pre-shared Keys for the authentication type and click Next to continue.
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Easy VPN Server Wizard - 10° (o

Interface and Authentication

Interface
Avirtual template interface will he created as par ofthis Easy WYPM Server configuration.

Any Cisco 105 feature that should be applied before encryption to the traffic going into
the VPN tunnel can be configured on this interface.

IP Address of Virtual Tunnel Interface:

 Unnumbered to Mew Loophack Interface
IP Address: |

Subnet Mask: | | ar \:E
& Unnumbered to Serial0i0/0 - Details... |

Authentication

Select the method used for authenticating ¥PM clients connecting to this Easy
VRN Server.

& Pre-shared Keys " Digital Certificates < Both

{Elackl Next}l Finish | Cancell Help |

Step 3: Select the IKE proposal.

a. Inthe Internet Key Exchange (IKE) Proposals window, the default IKE proposal is used for R2.

Easy VPN Server Wizard - 20% Complete - s S S S0 s s [

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algorithm and key exchange
method that is used by this router when negotiating a VPN connection with the remote
device.

Click the Add... button to add maore policies and the Edit... button to edit an existing policy.

Priority| Encryption Hash D-H Group | Authentication| Type

group2 PRE_SHARE Cisco CP Defal

<Back| Next>| Finish | Cancel| Help |

What is the encryption method used with the default IKE policy?
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What is the hash algorithm used to ensure that the keys have not been tampered with?

b. Click Next to accept the default IKE policy.
Note: Configurations on both sides of the tunnel must match exactly. However, the Cisco VPN client automatically

selects the proper configuration for itself. Therefore, no IKE configuration is necessary on the client PC.

Step 4: Select the transform set.

a.

Easy VPN Server Wizard - 35% Complete - P ——

Transform Set
Atransform set specifies the encryption and authentication algorithms used to protect the

data in the VPN tunnel.
Click the Add... button to add a new transform set and the Edit... button to edit the specified
transform set.

Select Transform Set:

6i§co (5Pbéféﬁlﬁransiformrsétr v

Details of the specified transform set
ESP Encryption| ESP Integrity AH Integrity

Name

E= ESP-3DES-SHA ESP_3DES ESP_SHA_HMAC

<Back| Nexl>| Finish | Cancell Help I

b. Click Next to accept the default transform set.

Step 5: Specify group authorization and group policy lookup.
In the Group Authorization and Group Policy Lookup window, choose the Local option because a

a.

RADIUS server is not available.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

In the Transform Set window, the CCP default transform set is used. What is the ESP encryption method used
with the default transform set?
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=
Easp VPN Server Wizard - 50% Complete

Group Authorization and Group Policy Lookup

An 1SAKMP client configuration group (or VPN group) is @ group of PN clients that share the
same authentication and configuration infarmation. Group policies can be configured locally
on this router, an an external server, or on both. Easy PR Server will use these group policies
to authenticate YPM clients.

Methiod List for Group Policy Lookup

Selectthe sewvers onwhich group policies will be configured, or select an existing Ad4
policy that defines the servers used for configuring group policies

= Local
" RADIUS

" RADIUS and Local

Surmmary
| | The laocal database will be used for group authorization. This option is recommended if
¥ou do not have a RADIUS or TACACS+ server In your network,

«Back | mext> | | cancel| e |

b. Click Next to create a new AAA method list for the group policy lookup that uses the local router
database.

Step 6: Configure User Authentication (XAuth)

a. Inthe User Authentication (XAuth) window, you can specify where user information will be configured.

Choices include an external server, such as a RADIUS server, a local database or both. Check the
Enable User Authentication check box and accept the default of Local Only.

Easy VPN Server Wizard - 65% Complete Jr—— - pa— g

User Authentication (XAuth)

User Authentication (Auth) provides additional security by authenticating the user of a device
after the device has undergone IKE authentication. User credentials XAuth can be configured
locally on this router, on an external server, or on hoth.

[V Enable User Authentication
Selectthe servers that will he used for configuring user credentials, or select an existing
AAA policy that defines the servers used for configuring user credentials.

@ Local Only

 RADIUS Add RADIUS Serve
" RADIUS and Local Only

" Select an Existing AAA Method List -Select an entry

Add User Credentials...

Summary

Local database will be used for user authentication.

<Back | Next> | Finien | cancel | Help |

Where does the router look for valid user account and passwords to authenticate remote VPN users
when they attempt to log in?

b. Click the Add User Credentials button. In the User Accounts window, you can view currently defined

users or add new users. What is the name of the user currently defined, and what is the user privilege
level?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 11 of 20
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How was this user defined?

In the User Accounts window, click the Add button to add another user. Enter the username user01
with a password of userO1pass, and check the Encrypt Password Using MD5 Hash Algorithm check

box. Leave the privilege level at 1.

What is the range of privilege levels that can be set for a user?

-
Add an Account

Enter the username and password

Username: userdl
Passwaord
Password =MNone=

Mew Passwaord: e

Canfirm Mew Password: e

Iv Encrypt passwaord using MDS hash algorithm

Frivilege Level:

Ok | Cancel |

5

®

1 v

Help |

d. Click OK to accept the user01 entries, and then click OK to close the User Accounts window.

e.

Step 7: Specify group authorization and user group policies.

a.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

User Accounts

x|

Username Passward Privilege

L|

admin . 14

useril

i 1

Add..

O ‘ Cancel | Help

S

T
|

In the User Authentication (XAuth) window, click Next to continue.

In the Group Authorization and User Group Policies window, you must create at least one group

policy for the VPN server.
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Easy VBN Server Wizard - 80% Complete

Group Authorization and User Group Policies

The Easy VP Server allows you to group remote users who are using Cigco VPN clients or
other Easy VPN Remote client products. The group attributes will be downloaded through the
clients ar device thatis part of a given group. The same group name should be configured on
the remote client or device to ensure that appropriate group atiributes are downloaded

Click the Add... hutton to add more groups, the Edit... button to edit an existing group, or the
Clone... hutton to create a new group from an existing graup.

Select Group Mame Pool DNS WINS Domain Mame

Add

I Configure Idle Timer

Canfigure a timeout value after which YPH tunnels fram idle clients should be
cleared

Idle Timer: HH:MM:SS

< Back | Next> | | cancel| Help |

b. Click Add to create a group policy.

c. Inthe Add Group Policy window, enter VPN-Access as the name of this group. Enter a new pre-
shared key of cisc012345 and then re-enter it.

d. Leave the Pool Information box checked. Enter a starting address of 192.168.2.101, an ending
address of 192.168.2.150, and a subnet mask of 255.255.255.0.

e. Enter 50 for the Maximum Connections Allowed.

f.  Click OK to accept the entries.

g. A CCP warning message displays indicating that the IP addresses in the pool and the IP address of
the LoopbackO interface are in the same subnet. Click Yes to confirm.

Why use an IP network for the VPN clients pool that is associated with a loopback interface?

How does R3 route traffic to the VPN clients?

h. When you return to the Group Authorization window, check the Configure Idle Timer check box and
enter one hour (1). This disconnects idle users if there is no activity for one hour and allows others to
connect. Click Next to continue.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 13 of 20
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@
Easy YPN Server Wizard - 80% Complete

Group Authorization and User Group Policies

The EasyYPM Server allowes you to group remote users who are using Cisco YPH clients or
other Easy VPN Remote client products. The group attributes will be downloaded through the
clients or device that is part of a given group. The same group name should be configured an
the rernote client or device to ensure that appropriate group attributes are downloaded.

Click the Add... button to add mare groups, the Edit... button to edit an existing group, ar the
Clane... button to create a new group from an existing group.

Select Group MName Pool DS WINS Doma
[v

4 >
Add... | Edit... | Clone... | Delete

v Configure Idle Timer

Configure a tirmeoutvalue after which VPN tunnels from idle clients should be
cleared.

Idle Timer: 0 |0 | HHmmss

=Elack‘ Mext = | | Cancel| Help |

i.  If the Cisco Tunneling Control Protocol (cTCP) window displays, do not enable cTCP. Click Next to

continue.

Step 8: Review the configuration summary and deliver the commands.

a. Scroll through the commands that CCP will send to the router. Do not check the Test VPN
connectivity after configuring check box. Click Finish.

b. If prompted to deliver the configuration to the router, click Deliver.

=

Easp YPM Server Wizard - 90% Complete

Summary of the Configuration

Click Finish to deliver the configuration to the router.

Tunnel Interface Details:
Interface: Yirtual-Ternplatel
Type: Tunnel
hode: IPSec-IPvd
IP Address: Unnumbered to Serial0/0/0

(3

IKE Policies:

Hash  DH Group Authentication  Encryption

SHA_T group2 FRE_SHARE 3DES

Transform Set.
MName: ESP-3DES-SHA
ESP Encryption: ESP_3DES
ESP Intedrity: ESP_SHA_HMAC
Mode: TUNMEL

%

frann Palicw | anlin Mathael | ict 1 acal

[ Test¥PM connectivity after configuring

< Back | | Finisn | cancel | Help |

c. Inthe Command Delivery Status window, click OK. How many commands were delivered?

Step 9: Test the VPN server.

a. You are returned to the main VPN window with the Edit Easy VPN Server tab selected. Click the

Test VPN Server button in the bottom right corner of the screen.

b. Inthe VPN Troubleshooting window, click the Start button.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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c. Your screen should look similar to the one below. Click OK to close the information window. Click
Close to exit the VPN Troubleshooting window.

Tunnel Details %

Interface: Virtual-Templatel

[E Surnmary Details
Activity [ status
Checking Easy VP  Buccessiul
s oo D ) ...
Checking Firawall v Buccessiul

@ WPN Troubleshooting is successful |

The VPN Tunnelis up.

oK
Failure Reason(s) - 2
Start Save Report Glose Help

Note: If you receive a failure after testing the VPN server, close the VPN Troubleshooting window.
1. Click the Edit button on top right of Edit Easy VPN Server Tab.
. Click OK in the Edit Easy VPN Server Connection window.
. Click OK in the Easy VPN Server Passthrough Configuration window.
. Check the box to the right of the FastEthernet0/1 interface indicating that it is inside (Trusted).
. Rerun Test VPN Server by clicking on that button on bottom right of Edit Easy VPN Server Tab.
. Click Start button and test should pass this time.

OO WN

Task 3: Use the Cisco VPN Client to Test the Remote Access VPN

Step 1: (Optional) Install the Cisco VPN client.
If not already installed, install Cisco VPN client software on host PC-A. If you do not have the Cisco VPN
client software, contact your instructor.

Welcome to the Cisco Systems
VPN Client 4.8.02.0010
Installation Wizard

Itiz strongly recommended that you exit all Windows programs
before running thiz zetup program.

Click. Cancel to quit the setup program, then cloze any programs
you have runhing. Click Mest to continue the installation.

‘WARMIMG: Thiz program iz pratected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent possible under law,

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 15 of 20
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Step 2: Configure PC-A as a VPN client to access the R2 VPN server.

a. Start the Cisco VPN client and choose Connection Entries > New or click the New icon.

# | status: Disconnected | VPN Client - Version 4.8.02.0010

Connection Enties  Status  Certificates Log Oplions Help

Z3 M X

Irport Fd odify Delete

lEertificates ] Log ]

oE®

vl
cisco

| Connection Entry | Hast Tranzport

ol

Mot connected,

b. Enter the following information to define the new connection entry. Click Save when you are finished.

Connection Entry: VPN-R2
Description: Connection to R2 internal network
Host: 10.1.1.2 (IP address of the R2 S0/0/0 interface)

Group Authentication Name: VPN-Access (Defines the address pool configured in Task 2)

Password: cisco12345 (Pre-shared key configured in Task 2)

Confirm Password: cisco12345

Note: The group authentication name and password are case-sensitive and must match the ones

created on the VPN server.

Connection Entry: |\-"F'N-H 2

Description: |Connection ta R2 intermal netwark .":I|Is. ":Iol.
Hest [10.1.1.2
Authentication lTramport l Backup Servers l Dial-Up l
+ Group Authentication " Mutual Group Authentication
Marne: |VF'N-Access
Password: | xxxxxxxxxx

xxxxxxxxxx

Confirn Pagsword: |

" Certificate Authentication

M arne:; | ﬂ

[~ Send CA Certificate Chain

Erase User Paszword Save | Cancel

Step 3: Test access from PC-A without a VPN connection.

Open a command prompt on PC-A, and ping the PC-C IP address at 192.168.3.3 on the R3 LAN. Are the

pings successful? Why or why not?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Note: After creating a VPN connection entry, you must activate it. Currently, the VPN tunnel is not up.

Step 4: Establish a VPN connection and login
a. Select the newly created connection VPN-R2 and click the Connect icon. You can also double-click
the connection entry.

# ctatus: Dizconnected | VPN Client - Version 4.8.02.0010

Connection Entries  Statuz  Certificates  Log Options  Help

gg ﬁ Nl
Connect Mew Impart Fadify Delete CIsco

Connection Entries lCertificales ] Log ]

Transpart
g R

Connection Entry

<

Mot connected.

b. Enter the username admin created previously on the VPN router, and enter the password
cisc012345.

Click OK to continue. The VPN Client window minimizes to a lock icon in the tools tray of the taskbar.
When the lock is closed, the VPN tunnel is up. When it is open, the VPN connection is down.

-
# VPN Client | User Authentication for, "¥PN-R2"

The server has requested the following information to complete the user
authentication.

vl | ve Username: |admin
Ccisco

Password: |

Task 4: Verify the VPN Tunnel between the Client, Server, and Internal Network

Step 1: Check the VPN Client status.
Double-click the VPN lock icon to expand the VPN Client window.

What does it say about the connection status at the top of the window?

Step 2: Check the tunnel statistics
a. Choose Status > Statistics to display the Tunnel Details tab.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 17 of 20
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2 &)
Tunnel Detailz | Route Details ] Firevaall ]
Address Information Connection Information
Clignt: 192.168.2.104 Entry: WPMH-R2
Server  101.1.2 Time: 0 day(s]. 00:05.41
Bytes Cryppto
Received: 240 Encryptian: 168-bit 3-DES
Sent: a1z Authehtication: HMAC-SHAD
Packets Transport
Encrypted: 70 Tranzparent Tunneling: Inactive
Decrypted: 4 Local LAM: Disabled
Dizcarded: 2 Compression: Mone
Bypassed: B3
Reset

Close

b. What is the Client IP address obtained from the VPN server?

Note: Each time you disconnect and reconnect to the VPN server, you receive a new IP address until the

limit is reached.

What is the VPN server address?

What is the encryption method being used?

C.
d. How many packets have been encrypted?
e.
f.

What is the authentication being used?

Step 3: Check the Cisco I0S messages on R2 when the tunnel is created.

Open the console connection for R2 and locate the message displayed indicating that the virtual interface

came up when the VPN Client connection was made.
R2#

*Feb 2 16:09:08.907: SLINEPROTO-5-UPDOWN: Line protocol on Interface

Virtual-Access?2, changed state to up
R2#

Step 4: Verify the VPN connection.

a. From the PC-A command prompt, issue the ipconfig /all command to see the network

connections currently in use.
b. What is the configuration for the first local area connection?

IP Address:
Subnet Mask:

Default Gateway:
Description:

c. What is the configuration for Local Area Connection 2?

IP Address:
Subnet Mask:

Default Gateway:
Description:

Step 5: Test the access from the client with the VPN connection.

With the VPN connection from computer PC-A to router R2 activated, open a command prompt on PC-A
and ping the PC-C IP address at 192.168.3.3 on the R3 LAN. Are the pings successful? Why or why not?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Step 6: Telnet to R2 from PC-A.

a.

From the PC-A command prompt, telnet to R2 at the LoO IP address 192.168.2.1. Log in as admin
with the password cisc012345. What is the router command prompt and why?

Issue the show run command to view the various commands generated by CCP to configure the
VPN server.

Issue the show users command to see the connections to router R2. What connections are
present?

Exit the Telnet session with the quit or exit command.

Right-click the VPN Client icon in the tools tray and choose Disconnect, or click the VPN-R2
connection and click the Disconnect icon.

Open the VPN client connection again but this time log in as user01 with the password userOlpass.

Telnet from PC-A to R2 again at the LoO IP address 192.168.2.1. Log in as user01 with the password
userOlpass. What is the router command prompt and why is this?

Note: You could have Telnetted to R2 from the first VPN session and logged in as user01, but this

process demonstrates the VPN disconnect and connect process and verifies that userO1 is set up
properly.

Reflection
Why is VPN a good option for remote users?

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 19 of 20
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco I0OS commands to
represent the interface.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Chapter 9 Lab A: Security Policy Development and
Implementation

Topology

S0/0/0 ~ 501011

10.1.1.0/30 10.2.2.0/30

S0/0/0 S0/0/1

Fa0/1

Fa0/5

Fal/
e e s g

Fa0/6 Fa0/18 ‘

Fa0/18

192.168.1.0/24 192.168.3.0/24

PC-B

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
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IP Addressing Table

Device Interface IP Address Subnet Mask Default Gateway | Switch Port

R1 FAO/1 192.168.1.1 255.255.255.0 N/A S1 FAO0/5
S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 [ N/A N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 [ N/A N/A
S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 | N/A N/A

R3 FAO/1 192.168.3.1 255.255.255.0 N/A S3 FAO/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

S1 VLAN 1 192.168.1.11 | 255.255.255.0 192.168.1.1 N/A

S2 VLAN 1 192.168.1.12 | 255.255.255.0 192.168.1.1 N/A

S3 VLAN 1 192.168.3.11 | 255.255.255.0 192.168.3.1 N/A

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 FA0/6

PC-B NIC 192.168.1.2 255.255.255.0 192.168.1.1 S2 FA0/18

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 FA0/18

Objectives

Part 1: Create a Basic Technical Security Policy

e Develop a Network Device Security Guidelines document.

Part 2: Basic Network Device Configuration

e Configure hostnames, interface IP addresses, and passwords.
e Configure static routing.

Part 3: Secure Network Routers

e Configure passwords and a login banner.

e Configure SSH access and disable Telnet.

e Configure HTTP secure server access.

e Configure a synchronized time source using NTP.

e Configure router syslog support.

e Configure centralized authentication using AAA and RADIUS.

e Use Cisco IOS to disable unneeded services and secure against login attacks.

e Use CCP to disable unneeded services.

e Configure a CBAC firewall.

e Configure a ZBF firewall.

e Configure intrusion prevention system (IPS) using Cisco I0S and CCP.

e Back up and secure the Cisco I0S image and configuration files.

Part 4: Secure Network Switches

e Configure passwords, and a login banner.

e Configure management VLAN access.

All contents are Copy right © 1992—-2012 Cisco Sy stems, Inc. All rights reserved. This document is Cisco Public Infommation.
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e Configure a synchronized time source using NTP.

e Configure syslog support.

e Configure SSH access.

e Configure AAA and RADIUS.

e Secure trunk ports.

e Secure access ports.

e Protect against STP attacks.

e Configure port security and disable unused ports.
Part 5: Configure VPN remote access

e Use CCP to configure Easy VPN Server.

e Use the Cisco VPN Client to test the remote access VPN.

Background

A comprehensive security policy covers three main areas: governing policies, end-user policies, and technical
policies. Technical policies can include e-mail, remote access, telephony, applications, and network policies,

such as device access controls and logging. The focus of this lab is the creation of a technical network policy
that specifies security measures to be configured for network devices and implementation of those measures.

In Part 1 of this lab, you create a basic Network Device Security Guidelines document that can serve as part
of a comprehensive policy. This document addresses specific router and switch security measures and
describes the security requirements to be implemented on the infrastructure equipment. The Network Device
Security Guidelines document is presented to your instructor for review prior to starting Part 2 of the lab.

In Part 2, you build the network and configure basic device settings. In Parts 3 and 4, you secure routers and
switches. In Part 5, you configure a router for VPN remote access. The Network Device Security Guidelines
policy is used as the guiding document.

The company you are working for has two locations connected by an ISP. Router R1 represents a remote
site, and R3 represents the corporate headquarters. Router R2 represents the ISP.

Note: The router commands and output in this lab are from a Cisco 1841 with Cisco IOS Release 12.4(20)T
(Advanced IP image). The switch commands and output are from a Cisco WS-C2960-24TT-L with Cisco I0S
Release 12.2(46)SE (C2960-LANBASEK9-M image). Other routers, switches, and Cisco IOS versions can be
used. See the Router Interface Summary table at the end of the lab to determine which interface identifiers to
use based on the equipment in the lab. Depending on the router or switch model and Cisco IOS wersion, the
commands available and output produced might vary from what is shown in this lab.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 2 routers (Cisco 1841 with Cisco IOS Release 12.4(20)T1 Advanced IP Service or comparable)
e 1 router (Cisco 1841 with Cisco IOS Release 12.4(20)T1 IP Base or comparable)

e 3 switches (Cisco 2960 with Cisco IOS Release 12.2(46)SE C2960-LANBASEK9-M image or
comparable)

e PC-A: Windows XP, Vista, or Windows 7 with CCP 2.5, RADIUS, TFTP, and syslog servers plus
PUTTY and Cisco VPN Client software available

e PC-B: Windows XP, Vista, or Windows 7

e PC-C: Windows XP, Vista, or Windows 7 with CCP 2.5, RADIUS, TFTP, and syslog servers plus
PuUuTTY software available and SuperScan (optional)

All contents are Copy right © 1992—-2012 Cisco Sy stems, Inc. All rights reserved. This document is Cisco Public Infommation. Page 3 of 32
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e Serial and Ethernet cables as shown in the topology
¢ Rollover cables to configure the routers via the console

CCP Notes:

e Referto Chp 00 Lab A for instructions on how to install and run CCP. Hardware/software
recommendations for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up
to 1.6.0_21, Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.

e [fthe PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e Inordertorun CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.

Part 1. Create a Basic Technical Security Policy

In Part 1, you create a Network Device Security Guidelines document that can serve as part of a
comprehensive network security policy. This document addresses specific router and switch security
measures and describes the security requirements to be implemented on the infrastructure equipment.

Task 1: Identify potential sections of a basic network security policy (Chapter 9)

A network security policy should include several key sections that can address potential issues for users,
network access, device access and other areas. List some key sections you think could be part of good
basic security policy.

Task 2: Create Network Equipment Security Guidelines as a Supplement to a
Basic Security Policy (Chapter 9)

Step 1: Review the objectives from previous CCNA Security labs.

a. Open each of the previous labs completed from chapters one through eight and review the objectives
listed for each one.

b. Copy the objectives to a separate document for use as a starting point. Focus mainly on those
objectives that inwolve security practices and device configuration.
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Step 2: Create a Network Device Security Guidelines document for router and switch security.

Create a high-level list of tasks to include for network access and device security. This document should
reinforce and supplement the information presented in a basic Security Policy. It is based on the content
of previous CCNA Security labs and on the networking devices present in the course lab topology.

Note: The Network Device Security Guidelines document should be no more than two pages and is the
basis for the equipment configuration in the remaining parts of the lab.

Step 3: Submit the Network Device Security Guidelines to your instructor.

Provide the Network Device Security Guidelines documents to your instructor for review before starting

Part 2 of the lab. You can send them as e-mail attachments or put them on removable storage media,
such as a flash drive.
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Part 2. Basic Network Device Configuration (Chapters 2 and 6)

In Part 2, you set up the network topology and configure basic settings, such as the interface IP addresses
and static routing. Perform steps on routers and switches as indicated.

Step 1: Cable the network as shown in the topology.

Attach the devices shown in the topology diagram, and cable as necessary.

Step 2: Configure basic settings for all routers.
a. Configure hostnames as shown in the topology.
Configure the interface IP addresses as shown in the IP addressing table.

c. Configure a clock rate for the routers with a DCE serial cable attached to their serial interface.

d. Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands
as though they were hostnames.

Step 3: Configure static default routes on R1 and R3.

Configure a static default route from R1 to R2 and from R3 to R2.

Step 4: Configure static routes on R2.
Configure a static route from R2 to the R1 LAN and from R2 to the R3 LAN.

Step 5: Configure basic settings for each switch.
a. Configure hostnames as shown in the topology.

Configure the VLAN 1 management addresses as shown in the IP Addressing table.

c. Configure the IP default gateway for each of the three switches. The gateway for the S1 and S2
switches is the R1 Fa0/1 interface IP address. The gateway for the S3 switch is the R3 Fa0/1
interface IP address.

d. Disable DNS lookup to prevent the switches from attempting to translate incorrectly entered
commands as though they were hosthames.
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Step 6: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for P C-A, PC-B, and PC-C, as shown in
the IP addressing table.

Step 7: Verify connectivity between PC-A and PC-C.

Step 8: Save the basic running configuration for each router.

Part 3: Secure Network Routers

In Part 3, you configure device access, passwords, firewalls, and intrusion prevention. Perform steps on
routers as indicated.

Task 1: Configure Passwords and a Login Banner (Chapter 2)

Step 1: Configure a minimum password length of 10 characters on all routers.

Step 2: Configure the enable secret password on all routers.

Use an enable secret password of cisc012345.

Step 3: Encrypt plaintext passwords.

Step 4: Configure the console lines on all routers.

Configure a console password of ciscoconpass and enable login. Set the exec-timeout to log out after 5
minutes of inactivity. Prevent console messages from interrupting command entry.

Step 5: Configure the vty lines on R2.

Configure a wty lines password of ciscovtypass and enable login. Set the exec-timeout to log out after 5
minutes of inactivity.

Note: The Wy lines for R1 and R3 are configured for SSH in Task 2.

Step 6: Configure alogin warning banner on routers R1 and R3.

Configure a warning to unauthorized users with a message-of-the-day (MOTD) banner that says
“Unauthorized access strictly prohibited and prosecuted to the full extent of the law”.

Task 2: Configure the SSH Server on Routers R1 and R3 (Chapter 2)

Step 1: Configure a privileged user for login from the SSH client.

Create the user Admin01 account with a privilege level of 15 and a secret password of Admin01pa55.
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Step 2: Configure the domain name ccnasecurity.com.

Step 3: Configure the incoming vty lines.

Specify a privilege level of 15 so that a user with the highest privilege level (15) will default to privileged
EXEC mode when accessing the Wy lines. Other users will default to user EXEC mode. Specify local user
accounts for mandatory login and validation, and accept only SSH connections.

Step 4: Generate the RSA encryption key pair for the router.
Configure the RSA keys with 1024 for the number of modulus bits.

Step 5: Verify SSH connectivity to R1 from PC-A.
a. Ifthe SSH client is not already installed, download either TeraTerm or PuTTY.
b. Launch the SSH client, enter the Fa0/1 IP address, and enter the Admin01 username and password
AdminQOlpa55.
Task 3: Configure a Synchronized Time Source Using NTP (Chapter 2)

Step 1: Set up the NTP master using Cisco I0S commands.

R2 will be the master NTP server. All other routers and switches learn their time from it, either directly or
indirectly.

a. Ensure that R2 has the correct coordinated universal time. Set the time if it is not correct.

b. Configure R2 as the NTP master with a stratum number of 3.

Step 2: Configure R1 and R3 as NTP clients.
a. Configure R1 and R3 to become NTP clients of R2.

b. Verify that R1 and R3 have made an association with R2 using the show ntp associations
command.
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Task 4: Configure Router Syslog Support (Chapter 2)

Step 1: (Optional) Install the syslog server on PC-Aand PC-C.

If a syslog server is not currently installed on the host, download the latest version of Kiwi from
http://www.kiwisyslog.com or Tftpd32 from http://tftpd32.jounin.net and install it on your desktop. If it is already
installed, go to Step 2.

Step 2: Configure R1to log messages to the PC-Asyslog server.

a. Verify that you have connectivity between R1 and host PC-A by pinging the R1 Fa0/1 interface IP
address 192.168.1.1 from PC-A. If the pings are not successful, troubleshoot as necessary before
continuing.

b. Configure logging on the router to send syslog messages to the syslog server.

Step 3: Configure R3to log messages to the PC-C syslog server.

a. Verify that you have connectivity between R3 and the host PC-C by pinging the R3 Fa0/1 interface IP
address 192.168.3.1 from PC-C. If the pings are not successful, troubleshoot as necessary before
continuing.

b. Configure logging on the router to send syslog messages to the syslog server.

Task 5: Configure Authentication Using AAA and RADIUS (Chapter 3)

PC-A will serve as the local RADIUS server for the remote site and R1 accesses the external RADIUS server
for user authentication. The freeware RADIUS server WinRadius is used for this section of the lab.

Step 1: (Optional) Download and configure the WinRadius software.

a. If WinRadius is not currently installed on PC-A, download the latest version from
http://www.suggestsoft.com/soft/itconsult2000/winradius/, http://winradius.soft32.com,
http://www.brothersoft.com/winradius-20914.html. There is no installation setup. The extracted
WinRadius.exe file is executable.

b. Start the WinRadius.exe application. If the application is being started for the first time, follow the
instructions to configure the WinRadius server database.

Note: If WinRadius is used on a PC that uses the Microsoft Windows Vista operating system or the
Microsoft Windows 7 operating system, ODBC may fail to create successfully because it cannot write to
the registry.

Possible solutions:
1. Compatibility settings:
a. Right click on the WinRadius.exe icon and select Properties.

b. While in the Properties dialog box, select the Compatibility tab. In this tab, select the
checkbox for Run this program in compatibility mode for. Then in the drop down menu
below, choose Window s XP (Service Pack 3) for example, if it is appropriate for your
system.

c. Click OK.
2. Run as Administrator settings:

a. Right click on the WinRadius.exe icon and select Properties.
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b. While in the Properties dialog box, select the Compatibility tab. In this tab, select the
checkbox for Run this program as administrator in the Privilege Level section.

c. Click OK.
3. Run as Administration for each launch:
a. Right click on the WinRadius.exe icon and select Run as administrator.

b. When WinRadius launches, click Yes in the User Account Control dialog box.

Step 2: Configure users and passwords on the WinRadius server.
a. Add username RadAdmin with a password of RadAdminpa55.
b. Add username RadUser with a password of RadUserpa5b5.
Step 3: Enable AAA on R1.

Use the aaa new-model command to enable AAA.

Step 4: Configure the default login authentication list.

Configure the list to first use radius for the authentication service and then local to allow access based
on the local router database if a RADIUS server cannot be reached.

Step 5: Verify connectivity between R1 and the PC-A RADIUS server.
Ping from R1 to PC-A.

If the pings are not successful, troubleshoot the PC and router configuration before continuing.

Step 6: Specify a RADIUS server on R1.

Configure the router to access the RADIUS server at the PC-A IP address. Specify port numbers 1812
and 1813, along with the default secret key of WinRadius for the RADIUS server.

Step 7: Test your configuration by logging into the console on R1.
a. Exit tothe initial router screen that displays the following:
R1 con0 is now available.

b. Log in with the username Rad Admin and password RadAdminpa55. Are you able to login with
minimal delay?

Note: If you close the WinRadius server and restart it, you must recreate the user accounts from Step 2.

Step 8: Test your configuration by connecting to R1 with SSH.
a. Clear the log display for the WinRadius server by choosing Log > Clear.
Use PUTTY or another terminal emulation client to open an SSH session from PC-A to R1.

c. At the login prompt, enter the username Rad Admin defined on the RADIUS server and the password
RadAdminpabs.

Are you able to logintoR1?
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d. Exit the SSH session.
e. Stop the WinRadius server on PC-A by choosing Operation > Exit.
f.  Open an SSH session and attempt to log in again as Rad Admin.

Are you able to login to R1?

g. Close the SSH client and open another SSH session to R1 and attempt to log in as Admin01 with a
password of Admin0Olpa55.

With the WinRadius server unavailable, are you able to log in to R1? Why or why not?

Step 9: Configure RADIUS support on R3.
Repeat steps 1 through 6 to configure R3 to access PC-C as a RADIUS server.

Task 6: Use CLIto Disable Unneeded Services on R1 and Secure Against Login
Attacks (Chapter 2)

Step 1: Use CLI to disable common IP services that can be exploited for network attacks.

Tip: You can issue the auto secure management command to see the management related commands
that would be generated. When prompted with “Apply this configuration to running-config?
[ves] :” respond NO and then selectively copy the desired commands to a text file for editing and application
to the router.

a. Disable the following global services on the router.

service finger

service pad

service udp-small-servers
service tcp-small-servers
cdp run

ip bootp server

ip http server

ip finger

ip source-route

ip gratuitous-arps

ip identd

Note: Disabling the HTTP server prevents web-based access to the router via CCP. If you want secure
access to the router via CCP, you can enable it using the command ip http secure-server.

b. For each serial interface, disable the following interface services.

ip redirects

ip proxy-arp

ip unreachables

ip directed-broadcast
ip mask-reply

c. Foreach Fast Ethernet interface, disable the following interface services.
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ip redirects

ip proxy-arp

ip unreachables

ip directed-broadcast
ip mask-reply

mop enabled

Step 2: Secure against login attacks on R1 and R3.

Configure the following parameters:

Blocking period when login attack detected: 60
Maximum login failures with the device: 2

Maximum time period for crossing the failed login attempts: 30

Step 3: Save the running configuration to the startup configuration for R1 and R3.

Task 7: Use CCP to Disable Unneeded Services on R3 (Chapter 2)

Step 1: Configure user credentials for HTTP router access prior to starting CCP.

a.

Enable the HTTP server on R3.

Or enable the HTTP secure server to connect securely.

Create an admin account on R3 with privilege level 15 and password cisco 12345 for use with AAA
and CCP.

Have CCP use the local database to authenticate web sessions.

Step 2: Access CCP and discover R3.

a.

Run the CCP application on PC-C. In the Select/Manage Community window, input the R3 IP
address 192.168.3.1 in the first IP Address/Hostname field. Enter admin in the Username field, and

cisco12345 in the Password field. Click on the OK button.

At the CCP Dashboard, click the Discovery button to discover and connect to R3. If the discovery
process fails, use the Discover Details button to determine the problem in order to resolve the issue.

Step 3: Begin the security audit.

a.

Choose Configure > Security > Security Audit and click the Perform Security Audit button. Click
Next at the welcome screen

Choose FastEthernet 0/1 as the Inside Trusted interface and Serial 0/0/1 as the Outside Untrusted
interface.

View the Security Audit report and note which services did not pass. Click Close.
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d. Inthe Fix It window, click Fix it to disable the following global and interface services:

Global services to disable:
service pad

cdp run

ip bootp server

ip source-route

Per-interface service to disable:
ip redirects

ip unreachables

mop enabled

Note: Do not fix (disable) Proxy ARP because this disables ARP on all R3 interfaces and causes a
problem, specifically with interface Fa0/1, and pings to the R3 VPN server LAN. The VPN server is

configured in Part 5 of the lab.

e. Click Next to view a summary of the problems that will be fixed. Click Finish and deliver the

commands to the router.

Task 8: Configure a CBAC Firewall on R1 (Chapter 4)

Step 1: Use the Cisco I0S AutoSecure feature to enable a CBAC firewall on R1.

a. To configure only the Context Based Access Control (CBAC) firewall on R1, use the auto secure
command and specify the firewall option. Respond as shown in the following AutoSecure output

to the AutoSecure questions and prompts. The responses are in bold.

R1# auto secure firewall
--- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of the router, but it will

not make it absolutely resistant to all security attacks **x*

AutoSecure will modify the configuration of your device. All configuration
changes will be shown. For a detailed explanation of how the configuration
changes enhance security and any possible side effects, please refer to

Cisco.com for

Autosecure documentation.

At any prompt you may enter '?' for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

Is this router connected to internet? [no]: yes
Enter the number of interfaces facing the internet [1]: 1
Interface IP-Address OK? Method Status
FastEthernet0/0 unassigned YES unset administratively down

FastEthernet0/1 192.168.1.1 YES manual up
Serial0/0/0 10.1.1.1 YES SLARP up

Serial0/0/1 unassigned YES unset administratively down

Enter the interface name that is facing the internet: serial0/0/0

Configure CBAC Firewall feature? [yes/no]: yes
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This is the configuration generated:

ip inspect audit-trail

ip inspect dns-timeout 7

ip inspect tcp idle-time 14400

ip inspect udp idle-time 1800

ip inspect name autosec inspect cuseeme timeout 3600
ip inspect name autosec inspect ftp timeout 3600

ip inspect name autosec_ inspect http timeout 3600

ip inspect name autosec_inspect rcmd timeout 3600

ip inspect name autosec_inspect realaudio timeout 3600
ip inspect name autosec_inspect smtp timeout 3600

ip inspect name autosec_inspect tftp timeout 30

ip inspect name autosec_ inspect udp timeout 15

ip inspect name autosec_inspect tcp timeout 3600

ip access-list extended autosec firewall acl

permit udp any any eq bootpc

deny ip any any

interface Serial0/0/0

ip inspect autosec inspect out

ip access-group autosec firewall acl in

|

end
Apply this configuration to running-config? [yes]: yes
Applying the config generated to running-config

R1#

Feb 12 18:34:58.040: %AUTOSEC-5-ENABLED: AutoSecure is configured on the

device

Step 2: Review the AutoSecure CBAC configuration.

a. To which interface is the autosec_inspect name applied and in what direction?

b. To which interface is the ACL autosec_firewall_acl applied and in which direction?

c. What is the purpose of the ACL autosec_firewall _acl?

Step 3: From PC-A, ping the R2 external WAN interface.
a. From PC-A, ping the R2 interface S0/0/0 at IP address 10.1.1.2.

b. Are the pings successful? Why or why not?

Step 4: Add ICMP to the autosec_inspect list.

Configure R1 to inspect ICMP and allow ICMP echo replies from outside hosts with a timeout of 60

seconds.
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Step 5: From PC-A, ping the R2 external WAN interface.

a. From PC-A, ping the R2 interface S0/0/0 at IP address 10.1.1.2.
b. Are the pings successful? Why or why not?

Step 6: From R2, ping PC-A.
From R2 ping PC-A.

Are the pings successful? Why or why not?

Step 7: Test SSH access from PC-C to R1.

From external host PC-C, start a PuTTY session to R1.

Is the SSH session connection successful? Why or why not?

Step 8: Configure the R1 firewall to allow SSH access from external hosts on the 192.168.3.0/24
network.

a. Display the extended ACL named autosec_firewall_acl that is applied to S0/0/0 inbound.

R1# show access-list autosec_firewall_ acl
Extended IP access list autosec firewall acl
10 permit udp any any eq bootpc
20 deny ip any any (57 matches)

b. Configure R1 to allow SSH access by adding a statement to the extended ACL autosec_firewall_acl
that permits the SSH TCP port 22.

Rl (config)# ip access-list extended autosec_firewall acl
Rl (config-ext-nacl)# 13 permit tcp 192.168.3.0 0.0.0.255 any eq 22
Rl (config-ext-nacl)# end

c. From external host PC-C, start a PUTTY SSH session to R1 at IP address 10.1.1.1 and log in as
RADIUS user RadAdmin with a password of RadAdminpa55.

d. From the SSH session on R1, display the modified extended ACL autosec_firewall_acl.

R1# show access-list autosec_firewall acl

Extended IP access list autosec firewall acl
10 permit udp any any eq bootpc
13 permit tcp 192.168.3.0 0.0.0.255 any eq 22 (16 matches)
20 deny ip any any (60 matches)

Step 9: Configure the R1 firewall to allow NTP and VPN traffic.

a. Configure R1 to allow Network Time Protocol (NTP) updates from R2 by adding a statement to the
extended ACL autosec_firewall_acl that permits the NTP (UDP port 123).

Rl (config)# ip access-list extended autosec_firewall acl
Rl (config-ext-nacl)# 15 permit udp host 10.1.1.2 host 10.1.1.1 eq ntp

b. Configure R1 to allow IPsec VPN traffic between PC-A and R3 by adding a statement to the extended
ACL autosec_firewall_acl that permits the IPsec Encapsulating Security Protocol (ESP).

Note: In Part 5 of the lab, R3 will be configured as a VPN server, and PC-A will be the remote client.

Rl (config-ext-nacl)# 18 permit esp any any
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Rl (config-ext-nacl)# end

c. Display the modified extended ACL autosec_firewall_acl.

R1# show access-list autosec_firewall_ acl

Extended IP access list autosec firewall acl
10 permit udp any any eq bootpc
13 permit tcp 192.168.3.0 0.0.0.255 any eqg 22 (67 matches)
15 permit udp host 10.1.1.2 host 10.1.1.1 eqg ntp (3 matches)
18 permit esp any any
20 deny ip any any (21 matches)

Step 10: Test Telnet access from internal PC-Ato external router R2.

a. From PC-A, Telnet to R2 at IP address 10.1.1.2 using the \y line password ciscovtypass.
C:\> telnet 10.1.1.2

Is the Telnet attempt successful? Why or why not?

b. Leave the Telnet session open.

Step 11: Display CBAC inspection sessions.

Display the IP inspect session to see the active Telnet session from PC-A to R2.

Task 9: Configure a ZBF Firewall on R3 (Chapter 4)

Step 1: Use CCP to discover R3.

a. Runthe CCP application on PC-C. In the Select/Manage Community window, input the R3 IP
address 192.168.3.1 in the first IP Address/Hostname field. Enter admin in the Username field, and
cisco12345 in the Password field. Click on the OK button.

b. At the CCP Dashboard, click on the Discovery button to discover and connect to R3. If the discovery
process fails, use the Discover Details button to determine the problem in order to resolve the issue.
Step 2: Use the CCP Firewall wizard to configure a ZBF on R3.

a. Click the Configure button at the top of the CCP screen, and then click Security > Firewall >
Firewall.

b. Select Basic Firewall and click the Launch the selected task button. On the Basic Firewall
Configuration wizard screen, click Next.

c. Check the Inside (trusted) check box for Fast Ethernet0/1 and the Outside (untrusted) check box
for Serial0/0/1. Click Next. Click OK when the CCP access warning is displayed.

d. Choose Low Security and click Next. In the Summary window, click Finish and deliver the
commands to the router.

e. Click OK in the Commands Delivery Status window.

Step 3: Verify ZBF functionality.
a. From PC-C, ping the R2 interface S0/0/1 at IP address 10.2.2.2.

Are the pings successful? Why or why not?

b. From external router R2, ping PC-C at IP address 192.168.3.3.
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Are the pings successful? Why or why not?

c. From router R2, Telnet to R3 at IP address 10.2.2.1.

Is the Telnet attempt successful? Why or why not?

d. From PC-C on the R3 internal LAN, Telnet to R2 at IP address 10.2.2.2 and use password
ciscovtypass.

e. With the Telnet session open from PC-C to R2, issue the command show policy-map type

inspect zone-pair session on R3. Continue pressing Enter until you see an Inspect
Established session section toward the end.

Step 4: Save the running configuration to the startup configuration.

Task 10: Configure Intrusion Prevention System (IPS) on R1 Using Cisco I10S
(Chapter 5)
Step 1: (Optional) Install the TFTP server on PC-A.

If a TFTP server is not currently installed on PC-A, download Tftpd32 from http://tftpd32.jounin.net and install
it on your desktop. If it is already installed, go to Step 2.

Step 2: Prepare the router and TFTP server.

To configure Cisco I0S IPS 5.x, the IOS IPS Signature package file and public crypto key files must be
available on PC-A. Check with your instructor if these files are not on the PC. These files can be downloaded
from Cisco.com with a valid user account that has proper authorization.

a. Verify that the I0S-Sxxx-CLI.pkg signature package file is in a TFTP folder. The xxx is the version
number and varies depending on which file was downloaded.

b. Verify that the realm-cisco.pub.key.txt file is available and note its location on PC-A. This is the
public crypto key used by I0S IPS.

c. Verify or create the IPS directory in router flash on R1. From the R1 CLI, display the content of flash
memory using the show f£lash command. Check whether the ipsdir directory exists and if it has files
in it.

d. Ifthe ipsdir directory is not listed, create it.

R1# mkdir ipsdir
Create directory filename [ipsdir]? Press Enter
Created dir flash:ipsdir

e. Ifthe ipsdir directory exists and the signature files are in it, you must remove the files to perform this
part of the lab. Switch to the ipsdir directory and verify that you are in the directory. Remove the files
from the directory, and then return to the flash root directory when you are finishe d.

R1# ed ipsdir

R1# pwd
flash:/ipsdir/

R1# delete R1*

Delete filename [/ipsdir/R1*]?

Delete flash:/ipsdir/Rl-sigdef-typedef.xml? [confirm]
Delete flash:/ipsdir/Rl-sigdef-category.xml? [confirm]
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Delete
Delete
Delete
Delete

R1# cd

R1# pwd
flash:/

flash:/ipsdir/Rl-sigdef-default.xml? [confirm]
flash:/ipsdir/Rl-sigdef-delta.xml? [confirm]
flash:/ipsdir/Rl-seap-delta.xml? [confirm]
flash:/ipsdir/Rl-seap-typedef.xml? [confirm]

flash:/

Step 3: Openthe IPS crypto key file and copy the contents to the router.

On PC-A, locate the crypto key file named realm-cisco.pub.key.txt and open it using Notepad or another
text editor. On R1, enter global config mode, copy the contents of the file, and paste the contents to the

router.

The contents should look similar to the following:

crypto key pubkey-chain rsa
named-key realm-cisco.pub signature
key-string
30820122 300D0609 2A864886
00C19E93 ABAF124A D6CCTA24
17E630D5 CO02AC252 912BE27F
B199ABRCB D34EDOF9 085FADC1
5B2146A9 D7A5EDE3 0298AF03
FE3F0C87 89BCB7BB 994AE74C
50437722 FFBE85B9 5E4189FF
006CF498 079F88F8 A3B3FBIF
2F56D826 8918EF3C 80CA4F4D
F3020301 0001

quit

Step 4: Create an IPSrule.

F70D0101
5097A975
37FDDO9C8
359C189E
DED7A5BS8
FASE481D
CC189CB9
9FB7B3CB
87BFCA3B

01050003 82010F00
206BE3A2 06FBAL13F
11FC7AF7 DCDD81D9
F30AF10A COEFB624
9479039D 20F30663
F65875D6 85EAF974
69C46F9C A84DFBAS
5539E1D1 9693CCBB
BFF668E9 689782A5

3082010A
6F12CB5B
43CDABC3
TE0764BF
9AC64B93
6DI9CC8E3
TAQOAF99E
551F78D2
CF31CB6E

02820101
4E441F16
6007D128
3E53053E
CO0112A35
FOB08B85
AD768C36
892356AE
B4B094D3

On R1, create an IPS rule named iosips. This rule will be used later on an interface to enable IPS.

Step 5: Configure the IPS signature storage location in router flash memory.

Specify the location flash:ipsdir where the signature files will be stored.

Step 6: Configure Cisco I0S IPS to use a pre-defined signature category.

Retire all signatures in the “all” category and then unretire the ios_ips basic category.

Step 7: Apply the IPS rule to interfaces S0/0/0 and FaO/1.

a. Apply the iosips rule that you created on the S0/0/0 interface in the inbound direction.
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b. Apply the IPS rule to the R1 Fa0/1 interface in the inbound direction.

Step 8: Verify the 10S IPS signature package location and TFTP server setup
a. Verify connectivity between R1 and PC-A, the TFTP server.

b. Verify that the PC has the IPS signature package file in a directory on the TFTP server. This file is
typically named 10S-Sxxx-CLI.pkg, where xxx is the signature file version.

Note: Use the newest signature file available if the router memory can support it. If a signature file is
not present, contact your instructor before continuing.

c. Start the TFTP server and set the default directory to the one that contains the IPS signature
package.
Step 9: Copy the signature package from the TFTP server to the router.

a. Usethe copy tftp command to retrieve the signature file. Be sure to use the idconf keyword at
the end of the copy command.

Note: Immediately after the signature package is loaded to the router, signature compiling begins.
Allow time for this process to complete. It can take several minutes.

b. Display the contents of the ipsdir directory created earlier.

Cc. Usethe show ip ips all command to see an IPS configuration status summary. To which
interfaces and in which direction is the iosips rule applied?

Step 10: Save the running configuration to the startup configuration.

Task 11: Configure IPS on R3 Using CCP (Chapter 5)

Step 1: (Optional) Install the TFTP server on PC-C.

If a TFTP server is not currently installed on PC-C, download Tftpd32 from http://tftpd32.jounin.net and install
it on your desktop. If it is already installed, go to Step 2.

Step 2: Prepare the router and TFTP server.

To configure Cisco I0S IPS 5.x, the IOS IPS signature package file and public crypto key files must be
available on PC-C. Check with your instructor if these files are not on the PC. These files can be downloaded
from Cisco.com with a valid user account that has proper authorization.

a. Verify that the 10S-Sxxx-CLI.pkg signature package file is in a TFTP folder. The xxx is the version
number and varies depending on which file was downloaded.

Note: Use the newest signature file available if the router memory can support it. If a signature file is
not present, contact your instructor before continuing.
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b. Verify that the realm-cisco.pub.key.txt file is available and note its location on PC-C. This is the
public crypto key used by Cisco I0S IPS.

c. Verify or create the IPS directory in router flash on R1. From the R1 CLI, display the content of flash
memory and check to see if the ipsdir directory exists.

d. Ifthe ipsdir directory is not listed, create it in privileged EXEC mode.

Step 3: Verify the I0S IPS signature package and TFTP server setup.
a. Verify connectivity between R3 and PC-C, the TFTP server, using the ping command.

b. Verify that the PC has the IPS signature package file in a directory on the TFTP server. This file is
typically named 10S-Sxxx-CLI.pkg, where xxx is the signature file version number.

Note: If this file is not present, contact your instructor before continuing.
c. Start Tftpd32 or another TFTP server and set the default directory to the one with the IPS signature
package in it. Take note of the filename for use in the next step.

Step 4: Configure R3to allow CCP Access and Discovery.

a. Runthe CCP application on PC-C. In the Select/Manage Community window, input R3 IP address
192.168.3.1 in the first IP Address/Hostname field. Enter admin in the Username field, and
cisco012345 in the Password field. Click on the OK button.

b. At the CCP Dashboard, click on the Discovery button to discover and connect to R3. If the discovery
process fails, use the Discover Details button to determine the problem in order to resolve the issue.

Step 5: Use the CCP IPS wizard to configure IPS.

a. Click the Configure button at the top of the CCP screen and then choose Security > Intrusion
Prevention > Create IPS. Click the Launch IPS Rule Wizard button to begin the IPS configuration. If
prompted regarding SDEE notification, click OK. Click Next at the welcome screen.

b. Apply the IPS rule in the inbound direction for FastEthernet0/1 and Serial0/0/1. Click Next.

c. Inthe Signature File and Public Key window, specify the signature file with a URL and use TFTP to
retrieve the file from PC-C. Enter the IP address of the PC-C TFTP server and the filename. Click
OK.

d. Inthe Signature File and Public Key window, enter the name of the public key file realm-cisco.pub.

e. Open the public key file and copy the text that is between the phrase “key -string” and the word “quit.”
Paste the text into the Key field in the Configure Public Key section. Click Next.

f.  Inthe Config Location and Category window, specify flash:/ipsdir as the location to store the
signature information. Click OK.

In the Choose Category field of the Config Location and Category window, choose basic.

h. Click Next to display the Summary window, and click Finish and deliver the commands to the router.
Click OK.

Note: Allow the signature configuration process to complete. This can take several minutes.

Step 6: (Optional) Verify IPS functionality with CCP Monitor and SuperScan.

a. If SuperScan is not on PC-C, download the SuperScan 4.0 tool from the Scanning Tools group at
http://www. foundstone.com.
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d.

Start SuperScan on PC-C. Click the Host and Service Discovery tab. Check the Timestamp
Request check box, and uncheck the Echo Request check box. Scroll the UDP and TCP port
selection lists and notice the range of ports that will be scanned.

Click the Scan tab and enter the IP address of R2 S0/0/1 (10.2.2.2) in the Hostname/IP field.

Note: You can also specify an address range, such as 10.1.1.1 to 10.1.1.254, by entering an address
in the Start IP and End IP fields. The program scans all hosts with addresses in the range specified.

Click the button with the blue arrow in the lower left corner of the screen to start the scan.

Step 7: Check the results with CCP logging.

a.

b.

C.

Enter the logging buffered command in config mode on R3.

From Cisco CCP, choose Monitor > Router > Logging.

Click the Update button. You will see that Cisco IOS IPS has been logging the port scans generated
by SuperScan.

What syslog messages did you see?

Step 8: Save the running configuration to the startup configuration.

Task 12: Back Up and Secure the Cisco Router I0S Image and Configuration
Files (Chapter 2)

Note: The procedures described here can also be used to back up the switch 10S images and configuration

files.

Step 1: Back up the IOS Image from R1 and R3to a TFTP server.

a.

Create a directory for the I10S images on PC-A and PC-C.
Start the TFTP server on PC-A and choose the 10S images directory as the default directory.

Copy the R1 IOS image to the PC-A TFTP server as a backup in case the current image becomes
corrupted.

Start the TFTP server on PC-C and choose the IOS images directory as the default directory.

Copy the R3 IOS image to the TFTP server as a backup in case the current image becomes
corrupted.

Note: The I0S image on R1 should be the same as the one for R3, so a single backup could suffice for
both routers.

Step 2: Back up the configuration files from R1 and R3to a TFTP server.

a.

Create a directory for configurations on PC-A and PC-C.
Start the TFTP server on PC-A and choose the Configs directory as the default directory.
Copy the R1 startup-config file to the PC-A TFTP server as a backup.

Note: If changes have been made to the running config, you can save them to the startup config
before backing up the config file.

Start the TFTP server on PC-C and choose the Configs directory as the default directory.
Copy the R3 startup-config file to the PC-C TFTP server as a backup.
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Step 3: Secure the Cisco I0OS image and archive a copy of the running configuration for R1 and
R3.

a. Secure the I0S boot image to enable Cisco IOS image resilience and hide the file from dir and
show commands.

b. Secure the router running configuration and securely archive it in persistent storage (flash).

Step 4: Verify that the image and configuration are secured.

Display the status of configuration resilience and the primary bootset filename.

Part 4. Secure Network Switches (Chapter 6)
Task 1: Configure Passwords and a Login Banner on All Switches (Chapter 2)

Step 1: Configure the enable secret password.

Use an enable secret password of cisc012345.

Step 2: Encrypt a plaintext password.

Step 3: Configure the console line.

Configure a console password of ciscoconpass and enable login. Set the exec-timeout to log out after 5
minutes of inactivity. Prevent console messages from interrupting command entry.

Note: The Wy lines for the switches are configured for SSH in Task 2.

Step 4: Configure alogin warning banner.

Configure a warning to unauthorized users with a message-of-the-day (MOTD) banner that says
“Unauthorized access strictly prohibited and prosecuted to the full extent of the law”.

Step 5: Disable HTTP access.

HTTP access to the switch is enabled by default. To prevent HTTP access, disable the HTTP server and
HTTP secure server.
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Task 2: Configure Switches as NTP Clients (Chapter 2)

Note: Router R2 is the master NTP server. All other routers and switches learn their time from it, either
directly or indirectly.

Step 1: Configure S1, S2, and S3 to become NTP clients of R2.

Step 2: Verify that S1 has made an association with R2.

Task 3: Configure Syslog Support on All Switches (Chapter 2)

Step 1: (Optional) Install the syslog server on PC-Aand PC-C.

If a syslog server is not currently installed on the host, download the latest version of Kiwi from
http://www.kiwisyslog.com or Tftpd32 from http://tftpd32.jounin.net and install it on your desktop. If it is already
installed, go to Step 2.

Step 2: Configure S1to log messages to the PC-A syslog server.

a. Verify that you have connectivity between S1 and host PC-A by pinging the S1 VLAN 1 interface IP
address 192.168.1.11 from P C-A. If the pings are not successful, troubleshoot as necessary before
continuing.

b. Configure the syslog service on the switch to send syslog messages to the syslog server.

Task 4: Configure the SSH Server on All Switches (Chapter 2)

Step 1: Configure a domain name.

Enter global configuration mode and set the domain name.

Step 2: Configure a privileged user for login from the SSH client.

Use the username command to create the user ID with the highest possible privilege level and a secret
password.

Step 3: Configure the incoming vty lines.

Configure vty access on lines 0 through 15. Specify that a privilege level of 15 is required to access the
Wy lines, use the local user accounts for mandatory login and validation, and accept only S SH
connections.
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Step 4: Generate the RSA encryption key pair.

The switch uses the RSA key pair for authentication and encryption of transmitted SSH data. Configure
the RSA keys with 1024 for the number of modulus bits.

Step 5: Verify SSH connectivity to S1 from the SSH client PC-A.

If the SSH client is not already installed, download either TeraTerm or PuTTY.

a
b. Launch the client, enter the VLAN 1 IP address, and enter the Admin01 username and password.
c. Close the PuTTY SSH session window with the exit or quit command.

d

Try to open a Telnet session to switch S1 from PC-A. Are you able to open the Telnet session? Why
or why not?

Task 5: Configure Authentication Using AAA and RADIUS on All Switches
(Chapter 3)

Step 1: (Optional) Download and configure the WinRadius software.

a. IfWinRadius is not currently installed on PC-A and PC-C, download the latest version from
http://www.suggestsoft.com/soft/itconsult2000/winradius/, http://winradius.soft32.com,
http://www.brothersoft.com/winradius-20914.html. There is no installation setup. The extracted

WinRadius.exe file is executable.

b. Start the WinRadius.exe application. If the application is being started for the first time, follow the
instructions to configure the WinRadius server database.
Step 2: Configure users and passwords on the WinRadius server.

Note: If the RADIUS user accounts were previously configured, you can skip this step. If the RADIUS
server has been shut down and restarted, you must recreate the user accounts.

a. Add username RadAdmin with a password of RadAdminpa5b5.

b. Add username RadUser with a password of RadUserpa5b5.
Step 3: Enable AAA.

Create a AAA new model to enable AAA.

Step 4: Configure the default login authentication list.

Configure the list to first use RADIUS for the authentication service and then local, to allow access based
on the local switch database if a RADIUS server cannot be reached.

Step 5: Verify connectivity between S1 and the PC-A RADIUS server.
Ping from S1 to PC-A.

If the pings are not successful, troubleshoot the PC and switch configuration before continuing.

Step 6: Specify a RADIUS server.

Configure the switch to access the RADIUS server at PC-A. Specify auth-port 1812 and acct-port 1813,
along with the IP address and secret key of WinRadius for the RADIUS server.
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Step 7: Test the RADIUS configuration by logging in to the console on S1.

a. Exit tothe initial switch screen that displays the following: S1 con0 is now available. Press
RETURN to get started.

b. Log in with the username Rad Admin and password RadAdminpa55. Can you log in with minimal
delay?

Note: If you exit the WinRadius server and restart it, you must recreate the user accounts from Step 2.

Step 8: Test your configuration by connecting to S1 with SSH.
a. Clear the log on the WinRadius server by choosing Log > Clear.
Use PUTTY or another terminal emulation client to open an SSH session from PC-A to S1.

c. Atthe login prompt, enter the username Rad Admin defined on the RADIUS server and a password
of Rad Adminpab5.

Are you able to login to S1?

Task 6: Secure Trunk Ports (Chapter 6)

Step 1: Configure trunk ports on S1 and S2.

a. Configure port Fa0/1 on S1 as a trunk port.

b. Configure port Fa0/1 on S2 as a trunk port.

c. Verify that S1 port Fa0/1 is in trunking mode.

Step 2: Change the native VLAN for the trunk ports on S1 and S2.
Changing the native VLAN for trunk ports to an unused VLAN helps prevent VLAN hopping attacks.
a. Set the native VLAN on the S1 Fa0/1 trunk interface to an unused VLAN 99.

b. Set the native VLAN on the S2 Fa0/1 trunk interface to VLAN 99.

Step 3: Prevent the use of DTP on S1 and S2.

Set the trunk ports on S1 and S2 so that they do not negotiate by turning off the generation of DTP
frames.
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Step 4: Verify the trunking configuration on port Fa0/1.

Step 5: Enable storm control for broadcasts.

Enable storm control for broadcasts on the trunk port with a 50 percent rising suppression level using the
storm-control broadcast command.

Step 6: Verify the configuration with the show run command.

Task 7: Secure Access Ports (Chapter 6)

By manipulating the STP root bridge parameters, network attackers hope to spoof his or her system as the
root bridge in the topology. Alternatively, they can spoof a rogue switch that they added to the network as the
root bridge. If a port that is configured with PortFast receives a BPDU, STP can put the port into the blocking
state by using a feature called BPDU guard.

Step 1: Disable trunking on S1, S2, and S3 access ports.

a. On S1, configure ports Fa0/5 and F0/6 as access mode only.

b. On S2, configure Fa0/18 as access mode only.

c. On S3, configure ports Fa0/5 and Fa0/18 as access mode only.

Task 8: Protect Against STP Attacks (Chapter 6)

The topology has only two switches and no redundant paths, but STP is still active. In this step, you enable
some switch security features that can help reduce the possibility of an attacker manipulating switches via
STP-related methods.

Step 1: Enable PortFast on S1, S2, and S3 access ports.

PortFast is configured on access ports that connect to a single workstation or server to enable them to
become active more quickly.

a. Enable PortFast on the S1 Fa0/5 and Fa0/6 access ports.

b. Enable PortFast on the S2 Fa0/18 access port.

c. Enable PortFast on the S3 Fa0/5 and Fa0/18 access port.
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Step 2: Enable BPDU guard on the S1, S2, and S3 access ports.

BPDU guard is a feature that can help prevent rogue switches and spoofing on access ports. Enable BPDU
guard on the switch ports previously configured as access only.

Task 9: Configure Port Security and Disable Unused Ports (Chapter 6)

Step 1: Configure basic port security.

Shut down all end-user access ports that are in use and enable basic default port security. This sets the
maximum MAC addresses to 1 and the violation action to shutdown. Reissue the port security command
using the sticky option to allow the secure MAC address that is dynamically learned on a port, to be added
to the switch running configuration. Re-enable each access port to which port security was applied.

Step 2: Disable unused ports on S1 and S2.

As a further security measure, disable any ports not being used on the switch.

a. Ports Fa0/1, Fa0/5, and Fa0/6 are used on switch S1. Shut down the remaining Fast Ethernet ports
and the two Gigabit Ethernet ports.

b. Ports Fa0l/ and Fa0/18 are used on switch S2. Shut down the remaining Fast Ethernet ports and the
two Gigabit Ethernet ports.

c. Ports Fa0/5 and Fa0/18 are used on switch S3. Shut down the remaining Fast Ethernet ports and the
two Gigabit Ethernet ports.
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Step 3: (Optional) Move active ports to another VLAN and change the management VLAN.

As a further security measure, you can move all active end-user and router ports to a VLAN other than the
default VLAN 1 on the switches. You can also change the management VLAN from VLAN 1 to another VLAN,
but you must have at least one end-user host port in that VLAN to manage the switch remotely using Telnet,
SSH, or HTTP.

Note: The following configuration allows you to manage either switch remotely from either PC-A or PC-B. You
can only access the switches remotely using SSH, because Telnet and HTTP have been disabled. The
procedure for switch S3 is also shown.

a. Configure a new VLAN for users on each switch using the following commands.

Note: You could also configure VLAN 10 on switch S3, but it would not communicate with VLAN 10 on
switches S1 and S2.

b. Add the current active access (non-trunk) ports to the new VLAN.

c. On each switch, remove the management VLAN IP address from VLAN 1 (configured in Part 1 of the
lab) and shut it down.

d. Configure a management VLAN IP address for the VLAN 10 interface on S1 and S2 and enable it.

e. Configure a management VLAN IP address for the VLAN 30 interface on S3 and enable it.

Step 4: Save the running-config to the startup-config.

Part 5. Configuring VPN Remote Access

In Part 5, configure a remote access IPsec VPN. R3 is configured via CCP as an Easy VPN server, and the Cisco
VPN Client is configured on PC-A. The PC-A host simulates an employee connecting from home or a remote
office over the Internet. Router R2 simulates an Internet ISP router.

Task 1: Use the CCP VPN Wizard to Configure the Easy VPN Server (Chapter 8)

Step 1: Configure R3to allow CCP Access and Discovery.
a. Enable the HTTP server on R3.
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Or enable the HTTP secure server to connect securely.

b. Create an admin account on R3 with privilege level 15 for use with AAA and CCP.

c. Have CCP use the local database to authenticate web sessions.

d. Runthe CCP application on PC-C. In the Select/Manage Community window, input the R3 IP
address 192.168.3.1 in the first IP Address/Hostname field. Enter admin in the Username field, and
cisco12345 in the Password field. Click on the OK button.

e. At the CCP Dashboard, click on the Discovery button to discover and connect to R3. If the discovery
process fails, click the Discover Details button to determine the problem in order to resolve the
issue.

Step 2: Launch the Easy VPN Server wizard.

Click the Configure button at the top of the CCP home screen and choose Security > VPN > Easy VPN
Server, and then click Launch Easy VPN Server Wizard. Click Next on the Welcome Screen to
continue.

Note: The Easy VPN Server Wizard checks the router configuration to see if AAA is enabled. If AAA is
not enabled, the Enable AAA window displays. AAA was enabled on the router previously.
Step 3: Configure the virtual tunnel interface and authentication.

a. Choose the interface on which the client connections terminate. Click the Unnumbered to radio
button, and choose the Serial0/0/1 interface from the drop-down menu.

b. Choose Pre-shared Keys for the authentication type and click Next to continue.

Step 4: Select an IKE proposal.
In the Internet Key Exchange (IKE) Proposals window, the default IKE proposal is used for R3. Click Next
to accept the default IKE policy.

Step 5: Select the transform set.

In the Transform Sets window, the default CCP transform set is used. Click Next to accept the default
transform set.

Step 6: Specify the group authorization and group policy lookup.
a. Inthe Group Authorization and Group Policy Lookup window, choose the Local option.
b. Click Next to create a new AAA method list for group policy lookup that uses the local router
database.
Step 7: Configure user authentication (XAuth).

a. Inthe User Authentication (XAuth) window, check the Enable User Authentication check box and
choose Local Only.

b. Click the Add User Credentials button. In the User Accounts window, you can view currently defined
local users or add new users. Which user account is currently defined locally?

c. Add the new user VPNUser1 with a password of VPNUserlpa55 and click OK.

d. Click OK to close the User Accounts window. Click Next.
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Step 8: Specify group authorization and user group policies.

In the Group Authorization and User Group Policies window, you must create at least one group policy for the
VPN server.

a. Click Add to create a group policy.

In the Add Group Policy window, enter VPN-Access in the Name of This Group field. Enter a new
pre-shared key of cisc012345 and then re-enter it. Leave the Pool Information box checked. Enter a
starting address of 192.168.3.200, an ending address of 192.168.3.250, and a subnet mask of
255.255.255.0.

c. Click OK to accept the entries.

d. A CCP warning message displays indicating that the IP address pool and the Fast Ethernet 0/1
address are in the same subnet. Click Yes to continue.

e. Check the Configure Idle Timer check box and enter 1 hour, 0 minutes, and 0 seconds.

f. When the Cisco Tunneling Control Protocol (c TCP) window displays, do not enable c TCP. Click OK if
a firewall warning message displays. Click Next to continue.

g. When the Easy VPN Server Pass-through Configuration window displays, make sure that the Action
Modify check box is checked. This option allows CCP to modify the firewall on S0/0/1 to allow IPsec
VPN traffic to reach the internal LAN.
Step 9: Review the configuration summary and deliver the commands.

Scroll through the commands that CCP will send to the router. Click Finish.

Step 10: Test the VPN Server

You are returned to the main VPN window with the Edit VPN Server tab selected. Click the Test VPN Server
button in the lower right corner of the screen. In the VPN Troubleshooting window, click the Start button. Click
Close to exit the VPN Troubleshooting window.

Task 2: Use the Cisco VPN Client to Test the Remote Access VPN (Chapter 8)

Step 1: (Optional) Install the Cisco VPN client.
If the Cisco VPN Client software is not already installed on host PC-A, install it now. If you do not have the
Cisco VPN Client software or are unsure of the process, contact your instructor.

Step 2: Configure PC-A as a VPN client to access the R3 VPN server

a. Start the Cisco VPN Client. Select Connection Entries > New or click the New icon with the plus
sign (+) on it.

b. Enter the following information to define the new connection entry. Click Save when you are finished.
Connection Entry: VPN-Corp
Description: Connection to R3 corporate network
Host: 10.2.2.1 (IP address of the R3 S0/0/1 interface)
Group Authentication Name: VPN-Access (specifies the address pool configured in Task 2)
Password: cisco12345 (pre-shared key configured in Task 2)
Confirm Password: cisco12345

Note: The group authentication name and password are case-sensitive and must match the ones created
on the VPN Server.
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Step 3: Test access from PC-A without a VPN connection.

Note: In the previous step, you created a VPN connection entry on the VPN client computer PC-A, but
have not activated it yet.

Open a command prompt on PC-A and ping the PC-C IP address at 192.168.3.3 on the R3 LAN. Are the
pings successful? Why or why not?

Step 4: Establish a VPN connection and login.

a. Choose the newly created connection VP N-Corp and click the Connect icon. You can also double-
click the connection entry.

b. When the VPN Client User Authentication dialog box displays, enter the username VPNUser1
created previously on the VPN router R3, and enter the password of VPNUserl1pa55. Click OK to
continue. The VPN Client window minimizes to a lock icon in the tools tray of the taskbar. When the
lock is closed, the VPN tunnel is up. When it is open, the VPN connection is down.

Step 5: Test access from the client with the VPN connection.

With the VPN connection from computer PC-A to router R3 activated, open a command prompt on PC-A
and ping the R3 default gateway at 192.168.3.1. Then ping the PC-C IP address at 192.168.3.3 on the R3
LAN. Are the pings successful? Why or why not?
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (GO/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
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IP Addressing Table

Default

Device Interface IP Address Subnet Mask Gateway Switch Port

R1 FAO0/0 209.165.200.225 | 255.255.255.248 | N/A ASA EO0/0
S0/0/0 10.11.1 255.255.255.252 | N/A N/A
(DCE)

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 10.2.2.2 255.255.255.252 | N/A N/A
(DCE)

R3 FAO0/1 172.16.3.1 255.255.255.0 N/A S3 FA0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

ASA VLAN 1 192.168.1.1 255.255.255.0 NA S2 FA0/24
(E0/1)

ASA VLAN 2 209.165.200.226 | 255.255.255.248 | NA R1 FA0/0
(E0/0)

ASA VLAN 3 192.168.2.1 255.255.255.0 NA S1 FA0/24
(E0Q/2)

PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FA0/6

PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 FA0/18

PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 FA0/18

Objectives

Part 1: Lab Setup

e Cable the network as shown in the topology.
e Configure hostnames and interface IP addresses for routers, switches, and PCs.
e Configure static routing, including default routes, between R1, R2, and R3.

e Configure HTTP and Telnet access for R1.
¢ Verify connectivity between hosts, switches, and routers.

Part 2: Accessing the ASA Console and Using CLI Setup Mode to Configure Basic Settings.

e Access the ASA console and view hardware, software, and configuration settings.

e Clear previous configuration settings.

e Use CLI Setup mode to configure basic settings (hostname, passwords, clock, etc.).

Part 3: Configuring Basic ASA Settings and Interface Security Levels Using CLI.

e Configure the hostname and domain name.

e Configure the login and enable passwords.

e Set the date and time.

e Configure the inside and outside interfaces.

e Test connectivity to the ASA.

e Configure remote management with Telnet.
e Configure HTTPS access to the ASA for ASDM.

Part 4: Configuring Routing, Address Translation and Inspection Policy Using CLI.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 2 of 24



CCNA Security

e Configure a static default route for the ASA.
e Configure port address translation (PAT) for the inside network.
¢ Modify the MPF application inspection policy.
Part 5: Configuring DHCP, AAA, and SSH.
e Configure the ASA as a DHCP server/client.
e Configure Local AAA user authentication.
e Configure remote management with SSH.
Part 6: Configuring a DMZ, Static NAT, and ACLs
e Configure static NAT for the DMZ server.
e Configure an ACL on the ASA to allow access to the DMZ for Internet users.

o Verify access to the DMZ server for external and internal users.

Background / Scenario

The Cisco Adaptive Security Appliance (ASA) is an advanced network security device that integrates a
statefull firewall as well as VPN and other capabilities. This lab employs an ASA 5505 to create a firewall and
protect an internal corporate network from external intruders while allowing internal hosts access to the
Internet. The ASA creates three security interfaces: Outside, Inside, and DMZ. It provides outside users
limited access to the DMZ and no access to inside resources. Inside users can access the DMZ and outside
resources.

The focus of this lab is on the configuration of the ASA as a basic firewall. Other devices will receive minimal
configuration to support the ASA portion of the lab. This lab uses the ASA CLI, which is similar to the I0OS CLI,
to configure basic device and security settings.

In part 1 of the lab you configure the topology and non-ASA devices. In Parts 2 through 4 you configure basic
ASA settings and the firewall between the inside and outside networks. In part 5 you configure the ASA for
additional services such as DHCP, AAA, and SSH. In Part 6 you configure a DMZ on the ASA and provide
access to a server in the DMZ.

Your company has one location connected to an ISP. Router R1 represents a CPE device managed by the
ISP. Router R2 represents an intermediate Internet router. Router R3 represents an ISP that connects an
administrator from a network management company, who has been hired to manage your network remotely.
The ASA is an edge CPE security device that connects the internal corporate network and DMZ to the ISP
while providing NAT and DHCP services to inside hosts. The ASA will be configured for management by an
administrator on the internal network as well as by the remote administrator. Layer 3 VLAN interfaces provide
access to the three areas created in the lab: Inside, Outside and DMZ. The ISP has assigned the public IP
address space of 209.165.200.224/29, which will be used for address translation on the ASA.

Note: The routers used with this lab are Cisco 1841 with Cisco IOS Release 12.4(20)T (Advanced IP image).
The switches are Cisco WS-C2960-24TT-L with Cisco IOS Release 12.2(46)SE (C2960-LANBASEK9-M
image). Other routers, switches, and Cisco IOS versions can be used. However, results and output may vary.

The ASA used with this lab is a Cisco model 5505 with an 8-port integrated switch, running OS version 8.4(2)
and ASDM version 6.4(5) and comes with a Base license that allows a maximum of three VLANS.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 3routers (Cisco 1841 with Cisco I0S Release 12.4(20)T1 or comparable)
e 3 switches (Cisco 2960 or comparable)
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e 1 ASA 5505 (OS version 8.4(2) and ASDM version 6.4(5) and Base license or comparable)
e PC-A: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client

e PC-B: Windows XP, Vista, or Windows 7 with PUuTTy SSH client (ASDM optional)

e PC-C: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client

e Serial and Ethernet cables as shown in the topology

e Rollover cables to configure the routers and ASA via the console
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Part 1: Basic Router/Switch/PC Configuration

In Part 1 of this lab, you set up the network topology and configure basic settings on the routers, such as
interface IP addresses and static routing.

Note: Do not configure any ASA settings at this time.

Step 1: Cable the network and clear previous device settings.

Attach the devices that are shown in the topology diagram and cable as necessary. Make sure that the
routers and switches have been erased and have no startup configurations.

Step 2: Configure basic settings for routers and switches.

a.

Configure host names as shown in the topology for each router.
Configure router interface IP addresses as shown in the IP Addressing Table.

Configure a clock rate for routers with a DCE serial cable attached to their serial interface. Router R1
is shown here as an example.

Rl (config)# interface S0/0/0
Rl (config-if)# clock rate 64000

Configure the host name for the switches. Other than the host name, the switches can be left in their
default configuration state. Configuring the VLAN management IP address for the switches is
optional.

Step 3: Configure static routing on the routers.

a.

Configure a static default route from R1 to R2 and from R3 to R2.

Serial0/0/0
Serial0/0/1

Rl (config)# ip route
R3 (config)# ip route

o o

0.0.0.0 0.0.0.
0.0.0.0 0.0.0.

Configure a static route from R2 to the R1 Fa0/0 subnet (connected to ASA interface E0/0) and a
static route from R2 to the R3 LAN.

R2 (config) # ip route 209.165.200.224 255.255.255.248 Serial0/0/0
R2 (config) # ip route 172.16.3.0 255.255.255.0 Serial0/0/1

Step 4: Enable the HTTP server on R1 and set the enable and vty passwords.

a.

Enable HTTP access to R1 using the ip http server command in global config mode. Also set
the console and VTY passwords to cisco. This will provide web and Telnet targets for testing later in
the lab.

Rl (config)# ip http server
Rl (config)# enable password class

Rl (config)# line vty 0 4
Rl (config-line)# password cisco
Rl (config-line)# login

Rl (config) # line con 0

Rl (config-line)# password cisco
Rl (config-line)# login

On routers R2 and R3, set the same enable, console and vty passwords as with R1.
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Step 5: Configure PC host IP settings.
Configure a static IP address, subnet mask, and default gateway for PC-A, PC-B, and PC-C as shown in
the IP Addressing Table.

Step 6: Verify connectivity.

Because the ASA is the focal point for the network zones and it has not yet been configured, there will be
no connectivity between devices that are connected to it. However, PC-C should be able to ping the R1
interface. From PC-C, ping the R1 Fa0/0 IP address (209.165.200.225). If these pings are not successful,
troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-C to R1 Fa0/0 and S0/0/0 you have demonstrated that static routing is
configured and functioning correctly.

Step 7: Save the basic running configuration for each router and switch.

Part 2: Accessing the ASA Console and Using Setup to Configure Basic
Settings

In Part 2 of this lab, you will access the ASA via the console and use various show commands to determine
hardware, software, and configuration settings. You will clear the current configuration and use the CLI
interactive Setup utility to configure basic ASA settings.

Note: Do not configure any ASA settings at this time.

Step 1: Access the ASA Console.

a. Accessing the ASA via the console port is the same as with a Cisco router or switch. Connect to the
ASA console port with a rollover cable.

b. Use aterminal emulation program such as TeraTerm or HyperTerminal to access the CLI. Then use
the serial port settings of 9600 baud, eight data bits, no parity, one stop bit, and no flow control.

c. Enter privileged mode with the enable command and password (if set). By default the password is
blank so you can just press Enter. If the password has been changed to that specified in this lab,
enter the word class. The default ASA hostname and prompt is ciscoasa>.

ciscoasa> enable
Password: class (or press Enter if none set)
Step 2: Determine the ASA version, interfaces, and license.

The ASA 5505 comes with an integrated 8-port Ethernet switch. Ports EO/O though EQ/5 are normal
Fast Ethernet ports and ports EQ/6 and EOQ/7 are PoE ports for use with POE devices such as IP
phones or network cameras.

a. Use the show version command to determine various aspects of this ASA device.

ciscoasa# show version

Cisco Adaptive Security Appliance Software Version 8.4 (2)
Device Manager Version 6.4 (5)

Compiled on Wed 15-Jun-11 18:17 by builders
System image file is "diskO:/asa842-k8.bin"

Config file at boot was "startup-config"

ciscoasa up 23 hours 0 mins
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Hardware: ASA5505, 512 MB RAM, CPU Geode 500 MHz
Internal ATA Compact Flash, 128MB
BIOS Flash M50FW0l6 @ Oxfff00000, 2048KB

Encryption hardware device : Cisco ASA-5505 on-board accelerator (revision 0x0)
Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode : CNLite-MC-SSLm-PLUS-2.03
IPSec microcode : CNlite-MC-IPSECm-MAIN-2.06

Number of accelerators: 1

0: Int: Internal-Data0/0 : address is 0007.7dbf.5645, irg 11
1: Ext: Ethernet0/0 : address is 0007.7dbf.563d, irg 255
2: Ext: Ethernet0/1 : address is 0007.7dbf.563e, irg 255

<output omitted>

What software version is this ASA running?

What is the name of the system image file and from where was it loaded?

The ASA can be managed using a built-in GUI known as the Adaptive Security Device Manager
(ASDM). What version of ASDM is this ASA running?

How much RAM does this ASA have?

How much flash memory does this ASA have?

How many Ethernet ports does this ASA have?

What type of license does this ASA have?

How many VLANSs can be created with this license?

Step 3: Determine the file system and contents of flash memory.

a. Display the ASA file system using the show file system command to determine what prefixes are
supported.

ciscoasa# show file system

File Systems:

Size (b) Free (b) Type Flags Prefixes
* 128573440 55664640 disk rw disk0O: flash:

- - network rw tftp:
- - opadque rw system:
- - network ro http:
- - network ro https:
- - network rw ftp:
- - network rw smb:

What is another name for flash:?

b. Display the contents of flash memory using one of these commands: show flash, show diskO,
dir flash: ordir diskO:

ciscoasa# show flash:

--#-- --length-- ----- date/time------ path
168 25159680 Aug 29 2011 13:00:52 asa842-k8.bin
122 0 Aug 29 2011 13:09:32 nat ident migrate
13 2048 Aug 29 2011 13:02:14 coredumpinfo
14 59 Aug 29 2011 13:02:14 coredumpinfo/coredump.cfg
169 16280544 Aug 29 2011 13:02:58 asdm-645.bin
3 2048 Aug 29 2011 13:04:42 log
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6 2048 Aug 29 2011 13:05:00 crypto archive
171 34816 Jan 01 1980 00:00:00 FSCKOO000.REC
173 36864 Jan 01 1980 00:00:00 FSCKO0O1l.REC
174 12998641 Aug 29 2011 13:09:22 csd 3.5.2008-k9.pkg
175 2048 Aug 29 2011 13:09:24 sdesktop
211 0 Aug 29 2011 13:09:24 sdesktop/data.xml
176 6487517 Aug 29 2011 13:09:26 anyconnect-macosx-1386-2.5.2014-k9.pkg
177 6689498 Aug 29 2011 13:09:30 anyconnect-linux-2.5.2014-k9.pkg
178 4678691 Aug 29 2011 13:09:32 anyconnect-win-2.5.2014-k9.pkg

<output omitted>

What is the name of the ASDM file in flash:?

Step 4: Determine the current running configuration.

The ASA 5505 is commonly used as an edge security device that connects a small business or teleworker to
an ISP device, such as a DSL or cable modem, for access to the Internet. The default factory configuration for
the ASA 5505 includes the following:

e Aninside VLAN 1 interface is configured that includes the Ethernet 0/1 through 0/7 switch ports. The
VLAN 1 IP address and mask are 192.168.1.1 and 255.255.255.0.

e An outside VLAN 2 interface is configured that includes the Ethernet 0/0 switch port. By default, VLAN 2
derives its IP address from the ISP using DHCP.

e The default route is also derived from the DHCP default gateway.

o Allinside IP addresses are translated when accessing the outside, using interface PAT on the VLAN 2
interface.

o By default, inside users can access the outside with an access list, and outside users are prevented from
accessing the inside.

e The DHCP server is enabled on the security appliance, so a PC connecting to the VLAN 1 interface
receives an address between 192.168.1.5 and 192.168.1.36 (base license), though the actual range may
vary.

e The HTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0/24 network.
¢ No console or enable passwords are required and the default host name is ciscoasa.

Note: In this lab you will manually configure settings similar to those listed above, as well as some additional
ones, using the ASA CLI.

a. Display the current running configuration using the show running-config command.

ciscoasa# show running-config
Saved

ASA Version 8.4 (2)

|

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQOnbNIdI.2KYOU encrypted

names

|

interface Ethernet0/0

switchport access vlan 2
!

interface Ethernet0/1
I

interface Ethernet0/2
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<output omitted>

Note: To stop the output from a command using the CLI, press the letter Q.

If you see VLANs 1 and 2 and other settings as described previously, the device is most likely
configured with the default factory configuration. You may also see other security features such as a
global policy that inspects selected application traffic, which the ASA inserts by default, if the original
startup configuration has been erased. The actual output will vary depending on the ASA model,
version and configuration status.

You can restore the ASA to its factory default settings by using the command configure
factory-default as shown here.

ciscoasa# conf t
ciscoasa (config)# configure factory-default

WARNING: The boot system configuration will be cleared.

The first image found in disk0:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:
Clear all configuration

WARNING: DHCPD bindings cleared on interface 'inside', address pool removed
Executing command: interface Ethernet 0/0
Executing command: switchport access vlan 2
Executing command: no shutdown

Executing command: exit

Executing command: interface Ethernet 0/1
Executing command: switchport access vlan 1
Executing command: no shutdown

Executing command: exit

<output omitted>

Review this output and pay particular attention to the VLAN interfaces, and NAT and DHCP related
sections. These will be configured later in this lab using the CLI.

You may wish to capture and print the factory-default configuration as a reference. Use the terminal
emulation program to copy it from the ASA and paste it into a text document. You can then edit this
file, if desired, so that it contains only valid commands. You should also remove password commands
and enter the no shut command to bring up the desired interfaces.

Step 5: Clear the previous ASA configuration settings.

a.

Use the write erase command to remove the startup-config file from flash memory.

ciscoasa# write erase

Erase configuration in flash memory? [confirm]
[OK]

ciscoasa#

ciscoasa# show start
No Configuration

Note: The IOS command erase startup-config is not supported on the ASA.

Use the reload command to restart the ASA. This will cause the ASA to come up in CLI Setup
mode. If prompted that the config has been modified, asking if you want to save it, respond “N”.

ciscoasa# reload
Proceed with reload? [confirm]

ciscoasa#
* Kk x
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*** ——— START GRACEFUL SHUTDOWN ---

Shutting down isakmp

Shutting down File system

* K x

*** ——— SHUTDOWN NOW ---

Process shutdown finished

Rebooting.....

CISCO SYSTEMS

Embedded BIOS Version 1.0(12)13 08/28/08 15:50:37.45
<output omitted>

Step 6: Use the Setup interactive CLI mode to configure basic settings.

When the ASA completes the reload process, it should detect that the startup-config file is missing and
present a series of interactive prompts to configure basic ASA settings. If it does not come up in this
mode, repeat Step 5. As an alternative, you can run the setup command at the global configuration
prompt, but you must first create a VLAN interface (VLAN 1), name the VLAN “management” (using the
nameif command), and assign the VLAN an IP address.

Note: The interactive prompt mode does not configure the ASA with factory defaults as described in Step
4. This mode can be used to configure minimal basic settings such as host name, clock, passwords, etc.
You can also bypass this mode and go directly to the CLI in order to configure the ASA settings, as
described in Part 3 of this lab.

a.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Respond to the Setup interactive prompts as shown here, after the ASA reloads.

Pre-configure Firewall now through interactive prompts [yes]? <enter>

Firewall Mode [Routed]: <enter>
Enable password [<use current password>]: cisco
Allow password recovery [yes]? <enter>
Clock (UTC) :

Year [2011]: <enter>

Month [Oct]: <enter>

Day [01]: <enter>

Time [12:24:42]: <enter>
Management IP address: 192.168.1.1 <enter>
Management network mask: 255.255.255.0 <enter>
Host name: ASA-Init
Domain name: generic.com
IP address of host running Device Manager: <enter>

The following configuration will be used:

Enable password: cisco

Allow password recovery: yes

Clock (UTC): 12:24:42 Sep 25 2011

Firewall Mode: Routed

Management IP address: 192.168.1.1

Management network mask: 255.255.255.0

Host name: ASA-Init

Domain name: generic.com

IP address of host running Device Manager: <enter>

Use this configuration and write to flash? yes

INFO: Security level for "management" set to 0 by default.

WARNING: http server is not yet enabled to allow ASDM access.

Cryptochecksum: c8a535f0 e273d49%e 5bddfdl9 el2566bl

2070 bytes copied in 0.940 secs
Type help or '?' for a list of available commands.
ASA-Init#
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Note: In the above configuration, the IP address of the host running ASDM was left blank. It is not
necessary to install ASDM on a host. It can be run from the flash memory of the ASA device itself
using the browser of the host. This process is described in Chapter 10 Lab B, Configuring ASA
Basic Settings and Firewall Using ASDM.

You may also see the warning above stating that the ASA HTTP server has not yet been enabled.
This will be done in a subsequent step.

Note: The responses to the prompts are automatically stored in the startup-config and the running
config. However, additional security related commands, such as a global default inspection service
policy, are inserted into the running-config by the ASA OS.

b. Issue the show run command to see the additional security related configuration commands that are
inserted by the ASA.

c. Issuethe copy run start command to capture the additional security related commands in the
startup-config.

d. Issue the reload command to restart the ASA and load the startup configuration.

ASA-Init# reload
Proceed with reload? [confirm] <enter>

<output omitted>

e. Enter privileged EXEC mode with the enable command. Provide the password set in Step 6a
(cisco). Issue the show running-config command. You should see the entries you provided in
the interactive configuration process.

Part 3: Configuring ASA Settings and Interface Security Using the CLI

In Part 3 of this lab, you configure basic settings by using the ASA CLI, even though some of them were
already configured using the Setup mode interactive prompts in Part 2. In this part you start with the
settings configured in Part 2 and add to or modify them to create a more complete basic configuration.

Tip: You will find that many ASA CLI commands are similar to if not the same as those used with Cisco
IOS CLI. In addition, moving between configuration modes and submodes is essentially the same.

Note: You must complete Part 2 before beginning Part 3.

Step 1: Configure the hostname and domain name.

a. Enter Global configuration mode using the config t command. The first time you enter
configuration mode after running Setup you will be asked if you wish to enable anonymous reporting.
Respond with “no”.

ASA-Init# conf t
ASA-Init (config)#

R R I b I S b I 2R S b b Sb S b b S b S Sb  Sb dh I 2 NOTICE Ak khhk Ak kA kA khkhkkhhkhkAhkrkhAhkhkk Ak kA khkhkkhk*%k

Help to improve the ASA platform by enabling anonymous reporting,
which allows Cisco to securely receive minimal error and health
information from the device. To learn more about this feature,
please visit: http://www.cisco.com/go/smartcall

Would you like to enable anonymous error reporting to help improve
the product? [Y]es, [N]Jo, [A]lsk later: n

In the future, if you would like to enable this feature,
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issue the command "call-home reporting anonymous".

Please remember to save your configuration.

b. Configure the ASA host name using the hostname command.

ASA-Init (config) # hostname CCNAS-ASA

c. Configure the domain name using the domain-name command.

CCNAS-ASA (config) # domain-name ccnasecurity.com

Step 2: Configure the login and enable mode passwords.

a. The login password is used for Telnet connections (and SSH prior to ASA version 8.4). By default it is
set to cisco. You can change the login password using the passwd or password command. For this
lab leave it set to the default of cisco.

b. Configure the privileged EXEC mode (enable) password using the enable password command.

CCNAS-ASA (config) # enable password class

Step 3: Set the date and time.

a. The date and time can be set manually using the clock set command. The syntax for the clock set
command is clock set hh:mm:ss {month day | day month} year. The following is an
example of how to set the date and time using a 24-hour clock.

CCNAS-ASA (config)# clock set 14:25:00 october 1 2011

Step 4: Configure the inside and outside interfaces.

ASA 5505 interface notes:

The 5505 is different from the other 5500 series ASA models. With other ASAs, the physical port can be
assigned a Layer 3 IP address directly, much like a Cisco router. With the ASA 5505, the eight integrated
switch ports are Layer 2 ports. To assign Layer 3 parameters, you must create a switch virtual interface
(SVI) or logical VLAN interface and then assign one or more of the physical layer 2 ports to it. All 8 switch
ports are initially assigned to VLAN 1, unless the factory default config is present, in which case port E0/O
is assigned to VLAN 2. In this step you create internal and external VLAN interfaces, name them, assign
IP addresses, and set the interface security level.

If you completed the initial configuration Setup utility, interface VLAN 1 is configured as the management
VLAN with an IP address of 192.168.1.1. You will configure it as the inside interface for this lab. You will
only configure the VLAN 1 (inside) and VLAN 2 (outside) interfaces at this time. The VLAN 3 (dmz)
interface will be configured in Part 6 of the lab.

a. Configure a logical VLAN 1 interface for the inside network, 192.168.1.0/24, and set the security level to
the highest setting of 100.

CCNAS-ASA
CCNAS-ASA
CCNAS-ASA
CCNAS-ASA

config)# interface vlan 1

config-if) # nameif inside

config-if)# ip address 192.168.1.1 255.255.255.0
config-if)# security-level 100

b. Create a logical VLAN 2 interface for the outside network, 209.165.200.224/29, set the security level to
the lowest setting of 0 and bring up the VLAN 2 interface.

CCNAS-ASA (config-if)# interface vlan 2
CCNAS-ASA (config-if) # nameif outside
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INFO: Security level for "outside" set to 0 by default.

CCNAS-ASA (config-if)# ip address 209.165.200.226 255.255.255.248
CCNAS-ASA (config-if) # no shutdown

Interface security level notes:

You may receive a message that the security level for the inside interface was set automatically to 100
and the outside interface was set to 0. The ASA uses interface security levels from 0 to 100 to enforce the
security policy. Security Level 100 (inside) is the most secure and level 0 (outside) is the least secure.

By default, the ASA applies a policy where traffic from a higher security level interface to one with a lower
level is permitted and traffic from a lower security level interface to one with a higher security level is
denied. The ASA default security policy permits outbound traffic, which is inspected by default. Returning
traffic is allowed because of statefull packet inspection. This default “routed mode” firewall behavior of the
ASA allows packets to be routed from the inside network to the outside network but not vice versa. In Part
4 of this lab you will configure NAT to increase the firewall protection.

Cc. Usethe show interface command to ensure that ASA Layer 2 ports EO/O (for VLAN 2) and EO/1 (for
VLAN 1) are both up. An example is shown for EO/O. If either port is shown as down/down, check the
physical connections. If either port is administratively down, bring it up with the no shutdown command.

CCNAS-ASA# show interface e0/0
Interface Ethernet0/0 "", is administratively down, line protocol is up
Hardware is 88E6095, BW 100 Mbps, DLY 100 usec
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
<output omitted>

d. Assign ASA Layer 2 port EO/1 to VLAN 1 and port EO/O to VLAN 2 and use the no shutdown command
to ensure they are up.

CCNAS-ASA
CCNAS-ASA
CCNAS-ASA
CCNAS-ASA
CCNAS-ASA
CCNAS-ASA

config)# interface e0/1

config-if) # switchport access vlan 1
config-if)# no shutdown

config-if)# interface e0/0
config-if)# switchport access vlan 2
config-if)# no shutdown

Note: Even though EO/1 is in VLAN 1 by default, the commands are provided above.

e. Display the status for all ASA interfaces using the show interface ip brief command. Note that
this command is different from the IOS command show ip interface brief. If any of the physical or
logical interfaces previously configured are not UP/UP, troubleshoot as necessary before continuing.

Tip: Most ASA show commands, as well as ping, copy and others, can be issued from within any config
mode prompt without the “do” command required with 10S.

CCNAS-ASA (config) # show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset up up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset up up
Ethernet0/3 unassigned YES unset down down
Ethernet0/4 unassigned YES unset down down
Ethernet0/5 unassigned YES unset down down
Ethernet0/6 unassigned YES unset down down
Ethernet0/7 unassigned YES unset down down
Internal-Data0/0 unassigned YES unset up up

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Internal-Datal/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual up up
Vlan2 209.165.200.226 YES manual up up
VirtualO 127.0.0.1 YES unset up up

f.  Display the information for the Layer 3 VLAN interfaces using the show ip address command.
CCNAS-ASA (config) # show ip address

System IP Addresses:

Interface Name IP address Subnet mask Method
Vlanl inside 192.168.1.1 255.255.255.0 manual
Vlan2 outside 209.165.200.226 255.255.255.248 manual

Current IP Addresses:

Interface Name IP address Subnet mask Method
Vlanl inside 192.168.1.1 255.255.255.0 manual
Vlan2 outside 209.165.200.226 255.255.255.248 manual

g. Usethe show switch vlan command to display the inside and outside VLANSs configured on the ASA
and to display the assigned ports.

CCNAS-ASA# show switch vlan

VLAN Name Status Ports

1 inside up Et0/1, Et0/2, Et0/3, Et0/4
Et0/5, Et0/6, Et0/7

2 outside up Et0/0

h. You may also use the command show running-config interface type/number to display the
configuration for a particular interface from the running-config.

CCNAS-ASA# show run interface vlan 1
|

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

Step 5: Test connectivity to the ASA.

a. Ensure that PC-B has a static IP address of 192.168.1.3 along with subnet mask 255.255.255.0 and
default gateway 192.168.1.1 (the IP address of ASA VLAN 1 inside interface).

b. You should be able to ping from PC-B to the ASA inside interface address and ping from the ASA to PC-
B. If the pings fail, troubleshoot the configuration as necessary.

CCNAS-ASA# ping 192.168.1.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

c. From PC-B, ping the VLAN 2 (outside) interface at IP address 209.165.200.226. You should not be able
to ping this address.

d. From PC-B, telnet to the ASA using address 192.168.1.1. Were you able to make the connection? Why or
why not?
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Step 6: Configure Telnet access to the ASA from the inside network.

a

You can configure the ASA to accept Telnet connections from a single host or a range of hosts on the
inside network. Configure the ASA to allow Telnet connections from any host on the inside network
192.168.1.0/24 and set the Telnet timeout to 10 minutes (the default is 5 minutes).

CCNAS-ASA (config) # telnet 192.168.1.0 255.255.255.0 inside
CCNAS-ASA (config) # telnet timeout 10

From PC-B, telnet to the ASA using address 192.168.1.1 to verify the Telnet access. Use the remote
access login password cisco to access the ASA CLI prompt. Exit the Telnet session using the quit
command.

Note: You cannot use Telnet to the lowest security interface (outside) from the outside unless you use
Telnet inside an IPsec tunnel. Telnet is not the preferred remote access tool because of its lack of
encryption. In Part 5 of this lab you will configure SSH access from the internal and external network.

Step 7: Configure ASDM access to the ASA.

a.

You can configure the ASA to accept HTTPS connections using the http command. This allows
access to the ASA GUI (ASDM). Configure the ASA to allow HTTPS connections from any host on
the inside network 192.168.1.0/24.

CCNAS-ASA (config) # http server enable
CCNAS-ASA (config)# http 192.168.1.0 255.255.255.0 inside

Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1. You
will be prompted with a security certificate warning. Click Continue to this website. Click Yes for the
other security warnings. You should see the Cisco ASDM-IDM Launcher where you can enter a
username and password. Leave the username blank and enter the password cisco, which was
configured when you ran the Setup utility.

Note: Be sure to specify the HTTPS protocol in the URL.

Close the browser. In the next lab, you will use ASDM extensively to configure the ASA. The objective
here is not to use the ASDM configuration screens, but to verify HTTP/ASDM connectivity to the ASA.
If you are unable to access ASDM, check your configurations or contact your instructor or do both.

Part 4. Configuring Routing, Address Translation and Inspection Policy
Using the CLLI.
In Part 4 of this lab, you provide a default route for the ASA to reach external networks. You configure

address translation using network objects to enhance firewall security. You then modify the default
application inspection policy to allow specific traffic.

Note: You must complete Part 3 before going on to Part 4.

Step 1: Configure a static default route for the ASA.

In Part 3, you configured the ASA outside interface with a static IP address and subnet mask. However,
the ASA does not have a gateway of last resort defined. To enable the ASA to reach external networks,
you will configure a default static route on the ASA outside interface.

Note: If the ASA outside interface were configured as a DHCP client, it could obtain a default gateway IP
address from the ISP. However, in this lab, the outside interface is configured with a static address.

a.

b.

Ping from the ASA to R1 Fa0/0 IP address 209.165.200.225. Was the ping successful?

Ping from the ASA to R1 S0/0/0 IP address 10.1.1.1. Was the ping successful?
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c. Create a “quad zero” default route using the route command, associate it with the ASA outside
interface, and point to the R1 Fa0/0 IP address 209.165.200.225 as the gateway of last resort. The
default administrative distance is 1 by default.

CCNAS-ASA (config) # route outside 0.0.0.0 0.0.0.0 209.165.200.225

d. Issue the show route command to display the ASA routing table and the static default route just
created.

CCNAS-ASA# show route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 209.165.200.225 to network 0.0.0.0

C 192.168.10.0 255.255.255.0 is directly connected, inside
C 209.165.200.224 255.255.255.248 is directly connected, outside
S 0.0.0.0 0.0.0.0 [1/0] via 209.165.200.225, outside

e. Ping from the ASA to R1 S0/0/0 IP address 10.1.1.1. Was the ping successful?

Step 2: Configure address translation using PAT and network objects.

Note: Beginning with ASA version 8.3, network objects are used to configure all forms of NAT. A network
object is created and it is within this object that NAT is configured. In Step 2a a network object inside-net
is used to translate the inside network addresses 192.168.10.0/24 to the global address of the outside
ASA interface. This type of object configuration is called Auto-NAT.

a. Create network object inside-net and assign attributes to it using the subnet and nat commands. In
version 8.3 and newer only the nat command is used and the static and global commands are
no longer supported.

CCNAS-ASA
CCNAS-ASA

CCNAS-ASA
CCNAS-ASA

config)# object network inside-net

config-network-object)# subnet 192.168.1.0 255.255.255.0
config-network-object) # nat (inside,outside) dynamic interface
config-network-object) # end

b. The ASA splits the configuration into the object portion that defines the network to be translated and
the actual nat command parameters. These appear in two different places in the running-config.
Display the NAT object configuration using the show run object and show run nat commands.

CCNAS-ASA# show run object
object network inside-net
subnet 192.168.1.0 255.255.255.0

CCNAS-ASA# show run nat
|

object network inside-net
nat (inside,outside) dynamic interface

c. From PC-B attempt to ping the R1 Fa0/0 interface at IP address 209.165.200.225. Were the pings
successful?

d. Issue the show nat command on the ASA to see the translated and untranslated hits. Notice that, of
the pings from PC-B, 4 were translated and 4 were not. This is due to the fact that that ICMP is not
being inspected by the global inspection policy. The outgoing pings (echos) were translated, the
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returning echo replies were blocked by the firewall policy. You will configure the default inspection
policy to allow ICMP in the next step.

CCNAS-ASA# show nat

Auto NAT Policies (Section 2)
1 (inside) to (outside) source dynamic inside-net interface
translate hits = 4, untranslate hits = 4

Ping from PC-B to R1 again and quickly issue the show xlate command to see the actual
addresses being translated.

CCNAS-ASA# show xlate
1 in use, 28 most used
Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice

ICMP PAT from inside:192.168.1.3/512 to outside:209.165.200.226/21469 flags ri idle
0:00:03 timeout 0:00:30

Note: The flags (r and i) indicate that the translation was based on a port map (r) and was done
dynamically (i).

Open a browser on PC-B and enter the IP address of R1 Fa0/0 (209.165.200.225). You should be
prompted by R1 for SDM or CCP GUI login. TCP-based HTTP traffic is permitted by default by the
firewall inspection policy.

On the ASA use the show nat and show xlate commands again to see the hits and addresses
being translated for the HTTP connection.

Step 3: Modify the default MPF application inspection global service policy.

For application layer inspection, as well as other advanced options, the Cisco Modular Policy
Framework (MPF) is available on ASAs. Cisco MPF uses three configuration objects to define modular,
object-oriented, hierarchical policies:

Class maps: Define a match criterion
Policy maps: Associate actions to the match criteria
Service policies: Attach the policy map to an interface, or globally to all interfaces of the appliance.

Display the default MPF policy map that performs the inspection on inside-to-outside traffic. Only
traffic that was initiated from the inside is allowed back in to the outside interface. Notice that the
ICMP protocol is missing.

CCNAS-ASA# show run
<output omitted>

class-map inspection default
match default-inspection-traffic
!
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512

policy-map global policy

class inspection default
inspect dns preset dns map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect ip-options

inspect netbios

inspect rsh
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inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!

service-policy global policy global
b. Add the inspection of ICMP traffic to the policy map list using the following commands:

CCNAS-ASA (config) # policy-map global policy
CCNAS-ASA (config-pmap) # class inspection_default
CCNAS-ASA (config-pmap-c) # inspect icmp

c. From PC-B attempt to ping the R1 Fa0/0 interface at IP address 209.165.200.225. The pings should
be successful this time because ICMP traffic is now being inspected and legitimate return traffic is
being allowed.

Part 5. Configuring DHCP, AAA, and SSH

In Part 5 of this lab, you configure ASA features, such as DHCP and enhanced login security, using AAA
and SSH.

Note: You must complete Part 4 before beginning Part 5.

Step 1: Configure the ASA as a DHCP server.

The ASA can be both a DHCP server and a DHCP client. In this step you configure the ASA as a DHCP
server to dynamically assign IP addresses for DHCP clients on the inside network.

a. Configure a DHCP address pool and enable it on the ASA inside interface. This is the range of
addresses to be assigned to inside DHCP clients. Attempt to set the range from 192.168.1.5 through
192.168.1.100.

CCNAS-ASA (config) # dhcpd address 192.168.1.5-192.168.1.100 inside
Warning, DHCP pool range is limited to 32 addresses, set address range as: 192.1
68.1.5-192.168.1.36

Were you able to do this on this ASA?

Repeat the dhepd command and specify the pool as 192.168.1.5-192.168.1.36

CNAS-ASA (config) # dhcpd address 192.168.1.5-192.168.1.36 inside

b. (Optional) Specify the IP address of the DNS server to be given to clients.

CCNAS-ASA (config)# dhcpd dns 209.165.201.2
Note: Other parameters can be specified for clients, such as WINS server, lease length, and domain
name.

c. Enable the DHCP daemon within the ASA to listen for DHCP client requests on the enabled interface
(inside).

CCNAS-ASA (config) # dhcpd enable inside

d. Verify the DHCP daemon configuration by using the show run dhcpd command.

CCNAS-ASA (config) # show run dhcpd
dhcpd address 192.168.1.5-192.168.1.36 inside
dhcpd enable inside
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Access the Network Connection IP Properties for PC-B and change it from a static IP address to a
DHCP client so that it obtains an IP address automatically from the ASA DHCP server. The
procedure to do this varies depending on the PC operating system. It may be necessary to issue the
ipconfig /renew command on PC-B to force it obtain a new IP address from the ASA.

Step 2: Configure AAA to use the local database for authentication.

a.

Define a local user named admin by entering the username command. Specify a password of cisco123.
CCNAS-ASA (config)# username admin password ciscol23

Configure AAA to use the local ASA database for Telnet and SSH user authentication.

CCNAS-ASA (config) # aaa authentication ssh console LOCAL
CCNAS-ASA (config)# aaa authentication telnet console LOCAL

Note: For added security, starting in ASA version 8.4(2), it is necessary to configure AAA authentication
in order to support SSH connections. The Telnet/SSH default login is not supported. You can no longer
connect to the ASA using SSH with the default username and the login password.

Step 3: Configure SSH remote access to the ASA.

You can configure the ASA to accept SSH connections from a single host or a range of hosts on the
inside or outside network.

a.

Generate an RSA key pair, which is required to support SSH connections. The modulus (in bits)
can be 512, 768, 1024, or 2048. The larger the key modulus size you specify, the longer it takes to
generate an RSA. Specify a modulus of 1024 using the crypto key command.

CCNAS-ASA (config) # crypto key generate rsa modulus 1024
INFO: The name for the keys will be: <Default-RSA-Key>
Keypair generation process begin. Please wait...

Save the RSA keys to persistent flash memory using either the copy run start or write mem
command.

CCNAS-ASA# write mem

Building configuration...

Cryptochecksum: 3¢c845d0f b6b8839%a £9e43bel 33febdef
3270 bytes copied in 0.890 secs

[OK]

Configure the ASA to allow SSH connections from any host on the inside network 192.168.1.0/24
and from the remote management host at the branch office (172.16.3.3) on the outside network.
Set the SSH timeout to 10 minutes (the default is 5 minutes).

CCNAS-ASA (config)# ssh 192.168.1.0 255.255.255.0 inside
CCNAS-ASA (config)# ssh 172.16.3.3 255.255.255.255 outside
CCNAS-ASA (config)# ssh timeout 10

On PC-C, use an SSH client, such as PuTTY, to connect to the ASA outside interface at IP address
209.165.200.226. The first time you connect you may be prompted by the SSH client to accept the
RSA host key of the ASA SSH server. Log in as user admin and provide the password cisco123.
You can also connect to the ASA inside interface from a PC-B SSH client using IP address
192.168.1.1.
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Part 6: Configuring a DMZ, Static NAT and ACLs

In Part 4 of this lab, you configured address translation using PAT for the inside network. In this part, you
create a DMZ on the ASA, configure static NAT to a DMZ server, and apply ACLs to control access to the
server.

To accommodate the addition of a DMZ and a web server, you will use another address from the ISP
range assigned, 209.165.200.224/29 (.224-.231). Router R1 Fa0/0 and the ASA outside interface are
already using 209.165.200.225 and .226, respectively. You will use public address 209.165.200.227 and
static NAT to provide address translation access to the server.

Step 1: Configure the DMZ interface VLAN 3 on the ASA.

a.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Configure DMZ VLAN 3 which is where the public access web server will reside. Assign it IP address
192.168.2.1/24, name it dmz and assign it a security level of 70.

Note: If you are working with the ASA 5505 base license, you will get the error message shown in the
output below. The ASA 5505 base license allows for the creation of up to three named VLAN
interfaces. However, you must disable communication between the third interface and one of the
other interfaces using the no forward command. This is not an issue if the ASA has a Security Plus
license, which allows 20 named VLANS.

Because the server does not need to initiate communication with the inside users, disable forwarding
to interface VLAN 1.

CCNAS-ASA (config)# interface vlan 3
CCNAS-ASA (config-if) # ip address 192.168.2.1 255.255.255.0
CCNAS-ASA (config-if)# nameif dmz

ERROR: This license does not allow configuring more than 2 interfaces with
nameif and without a "no forward" command on this interface or on 1 interface(s)
with nameif already configured.

CCNAS-ASA (config-if)# no forward interface vlan 1

CCNAS-ASA (config-if) # nameif dmz

INFO: Security level for "dmz" set to 0 by default.

CCNAS-ASA (config-if) # security-level 70
CCNAS-ASA (config-if) # no shut

Assign ASA physical interface E0/2 to DMZ VLAN 3 and enable the interface.

CCNAS-ASA (config-if) # interface Ethernet0/2
CCNAS-ASA (config-if) # switchport access vlan 3
CCNAS-ASA (config-if) # no shut

Display the status for all ASA interfaces using the show interface ip brief command.

CCNAS-ASA # show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset up up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset up up
Ethernet0/3 unassigned YES unset down down
Ethernet0/4 unassigned YES unset down down
Ethernet0/5 unassigned YES unset down down
Ethernet0/6 unassigned YES unset down down
Ethernet0/7 unassigned YES unset down down
Internal-Data0/0 unassigned YES unset up up
Internal-Datal/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual up up
Vlan2 209.165.200.226 YES manual up up
Vlan3 192.168.2.1 YES manual up up
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VirtualO 127.0.0.1 YES unset up up
d. Display the information for the Layer 3 VLAN interfaces using the show ip address command.
CCNAS-ASA # show ip address

System IP Addresses:

Interface Name IP address Subnet mask Method
Vlanl inside 192.168.1.1 255.255.255.0 manual
Vlan2 outside 209.165.200.226 255.255.255.248 manual
Vlan3 dmz 192.168.2.1 255.255.255.0 manual

<output omitted>

e. Display the VLANs and port assignments on the ASA using the show switch wvlan command.

CCNAS-ASA (config)# show switch vlan

VLAN Name Status Ports

1 inside up Et0/1, Et0/3, Et0/4, Et0/5
Et0/6, Et0/7

2 outside up Et0/0

3 dmz up Et0/2

Step 2: Configure static NAT to the DMZ server using a network object.

a. Configure a network object named dmz-server and assign it the static IP address of the DMZ server
(192.168.2.3). While in object definition mode, use the nat command to specify that this object is
used to translate a DMZ address to an outside address using static NAT and specify a public
translated address of 209.165.200.227.

CCNAS-ASA (config)# object network dmz-server

CCNAS-ASA (config-network-object) # host 192.168.2.3
CCNAS-ASA (config-network-object) # nat (dmz,outside) static 209.165.200.227

Step 3: Configure an ACL to allow access to the DMZ server from the Internet.

a. Configure a named access list OUTSIDE-DMZ that permits any IP protocol from any external host to
the internal IP address of the DMZ server. Apply the access list to the ASA outside interface in the
“IN” direction.

CCNAS-ASA (config)# access-list OUTSIDE-DMZ permit ip any host 192.168.2.3
CCNAS-ASA (config) # access-group OUTSIDE-DMZ in interface outside

Note: Unlike IOS ACLs, the ASA ACL permit statement must permit access to the internal private
DMZ address. External hosts access the server using its public static NAT address, and the ASA
translates it to the internal host IP address and applies the ACL.

You can modify this ACL to allow only services that you want to be exposed to external hosts, such
as web (HTTP) or file transfer (FTP).
Step 4: Test access to the DMZ server.

a. Create aloopback 0 interface on Internet router R2 representing an external host. Assign LoO IP
address 172.30.1.1 and a mask of 255.255.255.0, Ping the DMZ server public address from R2 using
the loopback interface as the source of the ping. The pings should be successful.

R2 (config-if)# interface Lo0
R2 (config-if)# ip address 172.30.1.1 255.255.255.0

R2# ping 209.165.200.227 source 1lo0
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.165.200.227, timeout is 2 seconds:
Packet sent with a source address of 172.30.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

b. Clear the NAT counters using the clear nat counters command.

CCNAS-ASA# clear nat counters

c. Ping from PC-C to the DMZ server at the public address 209.165.200.227. The pings should be
successful.

d. Issue the show nat and show xlate commands on the ASA to see the effect of the pings. Both
the PAT (inside to outside) and static NAT (dmz to outside) policies are shown.

CCNAS-ASA# show nat

Auto NAT Policies (Section 2)
1 (dmz) to (outside) source static dmz-server 209.165.200.227
translate hits = 0, untranslate hits = 4

2 (inside) to (outside) source dynamic inside-net interface
translate hits = 4, untranslate hits = 0

Note: Pings from inside to outside are translated hits. Pings from outside host PC-C to the DMZ are
considered untranslated hits.

CCNAS-ASA# show xlate

1 in use, 3 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice
NAT from dmz:192.168.2.3 to outside:209.165.200.227 flags s idle 0:22:58 timeout
0:00:00

Note the flag this time is “s” indicating a static translation.

e. Because the ASA inside interface (VLAN 1) is set to security level of 100 (the highest) and the DMZ
interface (VLAN 3) is set to 70, you can also access the DMZ server from a host on the inside
network. The ASA acts like a router between the two networks. Ping the DMZ server (PC-A) internal
address (192.168.2.3) from inside network host PC-B (192.168.1.X). The pings should be successful
due to the interface security level and the fact that ICMP is being inspected on the inside interface by
the global inpseciton policy. The pings from PC-B to PC-A will not affect the NAT translation counts
because both PC-B and PC-A are behind the firewall and no translation takes place.

f. The DMZ server cannot ping PC-B on the inside network. This is because the DMZ interface VLAN 3
has a lower security level and the fact that, when the VLAN 3 interface was created, it was necessary
to specify the no forward command. Try to ping from the DMZ server PC-A to PC-B at IP address
192.168.1.X. The pings should not be successful.

g. Use the show run command to display the configuration for VLAN 3.
CCNAS-ASA# show run interface vlan 3
|

interface Vlan3

no forward interface Vlanl

nameif dmz

security-level 70

ip address 192.168.2.1 255.255.255.0

Note: An access list can be applied to the inside interface if it is desired to control the type of access to
be permitted or denied to the DMZ server from inside hosts.
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Reflection

1. How does the configuration of the ASA firewall differ from that of an ISR?

2. What does the ASA use to define address translation and what is the benefit?

3. How does the ASA 5505 use logical and physical interfaces to manage security and how does this
differ from other ASA models?
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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Chapter 10 Lab B: Configuring ASA Basic Settings and Firewall
Using ASDM

Topology
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Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet interfaces.
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IP Addressing Table

Default

Device Interface IP Address Subnet Mask Gateway Switch Port

R1 FAO0/0 209.165.200.225 | 255.255.255.248 | N/A ASA EO0/0
S0/0/0 10.11.1 255.255.255.252 | N/A N/A
(DCE)

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 10.2.2.2 255.255.255.252 | N/A N/A
(DCE)

R3 FAO0/1 172.16.3.1 255.255.255.0 N/A S3 FA0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

ASA VLAN 1 192.168.1.1 255.255.255.0 NA S2 FA0/24
(E0/1)

ASA VLAN 2 209.165.200.226 | 255.255.255.248 | NA R1 FA0/0
(E0/0)

ASA VLAN 3 192.168.2.1 255.255.255.0 NA S1 FA0/24
(E0Q/2)

PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FA0/6

PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 FA0/18

PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 FA0/18

Objectives

Part 1: Lab Setup

e Cable the network as shown in the topology.
e Configure hostnames and interface IP addresses for routers, switches, and PCs.
e Configure static routing, including default routes, between R1, R2, and R3.

e Configure HTTP and Telnet access for R1.
¢ Verify connectivity between hosts, switches, and routers.

Part 2: Accessing the ASA Console and ASDM

e Access the ASA console and view hardware, software, and configuration settings.

e Clear previous configuration settings.

e Use CLI to configure settings for ASDM access.

e Test Ethernet connectivity to the ASA.

e Access the ASDM GUI and explore major windows and options.
Part 3: Configuring ASA Settings and Firewall Using the ASDM Startup Wizard

e Configure the hostname, domain name, and enable password.

e Configure the inside and outside VLAN interfaces.

e Configure DHCP for the inside network.

e Configure port address translation (PAT) for the inside network.

e Configure Telnet and SSH administrative access.

Part 4: Configuring ASA Settings from the ASDM Configuration Menu

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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e Set the date and time.
e Configure a static default route for the ASA.
e Test connectivity using ASDM Ping and Traceroute.
e Configure Local AAA user authentication.
e Modify the MPF application inspection policy.
Part 5: Configuring a DMZ, Static NAT and ACLs
e Configure static NAT for the DMZ server.
e Configure an ACL on the ASA to allow access to the DMZ for Internet users.
e Verify access to the DMZ server for external and internal users.

e Use ASDM Monitor to graph traffic.

Background / Scenario

The Cisco Adaptive Security Appliance (ASA) is an advanced network security device that integrates a
statefull firewall as well as VPN and other capabilities. This lab employs an ASA 5505 to create a firewall and
protect an internal corporate network from external intruders while allowing internal hosts access to the
Internet. The ASA creates three security interfaces: Outside, Inside and DMZ. It provides outside users limited
access to the DMZ and no access to internal resources. Inside users can access the DMZ and outside
resources.

The focus of this lab is on the configuration of the ASA as a basic firewall. Other devices will receive minimal
configuration to support the ASA portion of the lab. This lab uses the ASA GUI interface ASDM, which is
similar to the SDM and CCP used with Cisco ISRs, to configure basic device and security settings.

In Part 1 of the lab you will configure the topology and non-ASA devices. In Part 2 you will prepare the ASA
for ADSM access. In Part 3 you will use the ASDM Startup wizard to configure basic ASA settings and the
firewall between the inside and outside networks. In Part 4 you will configure additional settings via the ASDM
configuration menu. In Part 5 you will configure a DMZ on the ASA and provide access to a server in the
DMZ.

Your company has one location connected to an ISP. Router R1 represents a CPE device managed by the
ISP. Router R2 represents an intermediate Internet router. Router R3 connects an administrator from a
network management company, who has been hired to manage your network remotely. The ASA is an edge
CPE security device that connects the internal corporate network and DMZ to the ISP while providing NAT
and DHCP services to inside hosts. The ASA will be configured for management by an administrator on the
internal network as well as the remote administrator. Layer 3 VLAN interfaces provide access to the three
areas created in the lab: Inside, Outside, and DMZ. The ISP has assigned the public IP address space of
209.165.200.224/29, which will be used for address translation on the ASA.

Note: The routers used with this lab are Cisco 1841 with Cisco IOS Release 12.4(20)T (Advanced IP image).
The switches are Cisco WS-C2960-24TT-L with Cisco I0S Release 12.2(46)SE (C2960-LANBASEK9-M
image). Other routers, switches, and Cisco IOS versions can be used. However, results and output may vary.

The ASA use with this lab is a Cisco model 5505 with an 8-port integrated switch, running OS version 8.4(2)
and ASDM version 6.4(5) and comes with a Base license that allows a maximum of three VLANS.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 3routers (Cisco 1841 with Cisco I0S Release 12.4(20)T1 or comparable)
e 3 switches (Cisco 2960 or comparable)
e 1 ASA 5505 (OS version 8.4(2) and ASDM version 6.4(5) and Base license or comparable)
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e PC-A: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client (Web and FTP server optional)

e PC-B: Windows XP, Vista, or Windows 7 with PUuTTy SSH client and Java version 6.x or higher
(ASDM loaded on the PC is optional)

e PC-C: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client
e Serial and Ethernet cables as shown in the topology
e Rollover cables to configure the routers and ASA via the console

Part 1. Basic Router/Switch/PC Configuration

In Part 1 of this lab, you will set up the network topology and configure basic settings on the routers such as
interface IP addresses and static routing.

Note: Do not configure any ASA settings at this time.

Step 1: Cable the network and clear previous device settings.
Attach the devices that are shown in the topology diagram and cable as necessary. Make sure that the
routers and switches have been erased and have no startup configurations.
Step 2: Configure basic settings for routers and switches.
a. Configure host names as shown in the topology for each router.
Configure router interface IP addresses as shown in the IP Addressing Table.

c. Configure a clock rate for routers with a DCE serial cable attached to the serial interface. Router R1 is
shown here as an example.

Rl (config)# interface S0/0/0
Rl (config-if)# clock rate 64000

d. Configure the host name for the switches. With the exception of the host name, the switches can be
left in their default configuration state. Configuring the VLAN management IP address for the switches
is optional.

Step 3: Configure static routing on the routers.

a. Configure a static default route from R1 to R2 and from R3 to R2.

Serial0/0/0
Serial0/0/1

Rl (config)# ip route
R3 (config)# ip route

o o

0.0.0.0 0.0.0.
0.0.0.0 0.0.0.

b. Configure a static route from R2 to the R1 Fa0/0 subnet (connected to ASA interface EO/0) and a
static route from R2 to the R3 LAN.

R2 (config)# ip route 209.165.200.224 255.255.255.248 Serial0/0/0
R2 (config) # ip route 172.16.3.0 255.255.255.0 Serial0/0/1

Step 4: Enable the HTTP server on R1 and set the enable and vty passwords.

a. Enable HTTP access to R1 using the ip http server command in global config mode. Configure
an enable password of class. Also set the VTY and console passwords to cisco. This will provide
web and Telnet targets for testing later in the lab.

Rl (config)# ip http server
Rl (config)# enable password class
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Rl (config)# line vty 0 4
Rl (config-line) # password cisco
Rl (config-line)# login

Rl (config)# line con 0
Rl (config-line) # password cisco
Rl (config-line)# login

Step 5: Configure PC host IP settings.
Configure a static IP address, subnet mask, and default gateway for PC-A, PC-B, and PC-C as shown in
the IP Addressing Table.

Step 6: Verify connectivity.

Because the ASA is the focal point for the network zones and it has not yet been configured, there will be
no connectivity between devices that are connected to it. However, PC-C should be able to ping the R1
interface Fa0/0. From PC-C, ping the R1 Fa0/0 IP address (209.165.200.225). If these pings are not
successful, troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-C to R1 Fa0/0 and S0/0/0 you have demonstrated that static routing is
configured and functioning correctly.

Step 7: Save the basic running configuration for each router and switch.

Part 2: Accessing the ASA Console and ASDM

In Part 2 of this lab, you will access the ASA via the console and use various show commands to determine
hardware, software, and configuration settings. You will prepare the ASA for ASDM access and explore some
of the ASDM screens and options.

Step 1: Access the ASA console.

a. Accessing the ASA via the console port is the same as with a Cisco router or switch. Connect to the
ASA console port with a rollover cable.

b. Use aterminal emulation program such as TeraTerm or HyperTerminal to access the CLI. Use the
Serial port settings of 9600 baud, eight data bits, no parity, one stop bit, and no flow control.

c. If prompted to enter Interactive Firewall configuration (Setup mode), answer no.

d. Enter privileged mode with the enable command and password (if set). By default the password is
blank so you can just press Enter. If the password has been changed to that specified in this lab,
enter the password class. The default ASA hostname and prompt is ciscoasa>.

ciscoasa> enable
Password: class (or press Enter if no password is set)
Step 2: Determine the ASA version, interfaces, and license.

The ASA 5505 comes with an integrated 8-port Ethernet switch. Ports E0/O though EO/5 are normal
Fast Ethernet ports and ports E0/6 and EOQ/7 are PoE ports for use with PoE devices such as IP
phones or network cameras.

Use the show version command to determine various aspects of this ASA device.

ciscoasa# show version
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Cisco Adaptive Security Appliance Software Version 8.4 (2)
Device Manager Version 6.4 (5)

Compiled on Wed 15-Jun-11 18:17 by builders
System image file is "diskO:/asa842-k8.bin"
Config file at boot was "startup-config"

ciscoasa up 23 hours 0 mins
Hardware: ASA5505, 512 MB RAM, CPU Geode 500 MHz

Internal ATA Compact Flash, 128MB
BIOS Flash M50FW0l6 @ Oxfff00000, 2048KB

Encryption hardware device : Cisco ASA-5505 on-board accelerator (revision 0x0)
Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode : CNLite-MC-SSLm-PLUS-2.03
IPSec microcode : CNlite-MC-IPSECm-MAIN-2.06

Number of accelerators: 1

0: Int: Internal-Data0/0 : address is 0007.7dbf.5645, irg 11
1: Ext: Ethernet0/0 : address is 0007.7dbf.563d, irg 255
2: Ext: Ethernet0/1 : address is 0007.7dbf.563e, irg 255

<output omitted>

What Software version is this ASA running?

What is the name of the System image file and from where was it loaded?

The ASA can be managed using a built-in GUI known as the Adaptive Security Device Manager
(ASDM). What version of ASDM is this ASA running?

How much RAM does this ASA have?

How much flash memory does this ASA have?

How many Ethernet ports does this ASA have?

What type of license does this ASA have?

How many VLANSs can be created with this license?

Step 3: Determine the file system and contents of flash memory.

a. Display the ASA file system using the show file system command to determine what prefixes are
supported.

ciscoasa# show file system

File Systems:

Size (b) Free (b) Type Flags Prefixes
* 128573440 55664640 disk rw diskO: flash:

- - network rw tftp:
- - opaque rw system:
- - network ro http:
- - network ro https:
- - network rw ftp:
- - network rw smb:

What is another name for flash:?
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b. Display the contents of flash memory using one of these commands: show flash, show diskO,
dir flash: or dir diskO:

ciscoasa# show flash:

--#-- --length-- ----- date/time------ path
168 25159680 Aug 29 2011 13:00:52 asa842-k8.bin
122 0 Aug 29 2011 13:09:32 nat ident migrate
13 2048 Aug 29 2011 13:02:14 coredumpinfo
14 59 Aug 29 2011 13:02:14 coredumpinfo/coredump.cfg
169 16280544 Aug 29 2011 13:02:58 asdm-645.bin
3 2048 Aug 29 2011 13:04:42 log
6 2048 Aug 29 2011 13:05:00 crypto archive
171 34816 Jan 01 1980 00:00:00 FSCKOO00.REC
173 36864 Jan 01 1980 00:00:00 FSCKO0O1l.REC
174 12998641 Aug 29 2011 13:09:22 csd 3.5.2008-k9.pkg
175 2048 Aug 29 2011 13:09:24 sdesktop
211 0 Aug 29 2011 13:09:24 sdesktop/data.xml
176 6487517 Aug 29 2011 13:09:26 anyconnect-macosx-1386-2.5.2014-k9.pkg
177 6689498 Aug 29 2011 13:09:30 anyconnect-linux-2.5.2014-k9.pkg
178 4678691 Aug 29 2011 13:09:32 anyconnect-win-2.5.2014-k9.pkg

<output omitted>

What is the name of the ASDM file in flash:?

Step 4: Determine the current running configuration.

The ASA may be configured with the default factory configuration or may have a configuration remaining from
a previous lab. The default factory configuration for the ASA 5505 includes the following:

An inside VLAN 1 interface is configured and by default, Ethernet 0/1 through 0/7 switch ports are
assigned to it. The VLAN 1 IP address and mask are 192.168.1.1 and 255.255.255.0.

An outside VLAN 2 interface is configured that includes the Ethernet 0/0 switch port. By default, VLAN 2
derives its IP address from the upstream device (usually the ISP) using DHCP.

The default route is also derived from the upstream DHCP default gateway.

All inside IP addresses are translated when accessing the outside interface using PAT on the VLAN 2
interface.

By default, an access list allows inside users to access the outside, and outside users are prevented from
accessing the inside.

The DHCP server is enabled on the security appliance. Therefore, a PC connecting to any VLAN 1
interface receives an address between 192.168.1.5 and 192.168.1.36 (Base license).

The HTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0/24 network.

No console or enable passwords are required and the default host name is ciscoasa.

Note: In this lab you will use ASDM to configure settings similar to those listed above, as well as some
additional ones.

a. Display the current running configuration using the show running-config command.

ciscoasa# show running-config
Saved

ASA Version 8.4 (2)

i

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQOnbNIdI.2KYOU encrypted
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names
|

interface Ethernet0/0

switchport access vlan 2
|

interface Ethernet0/1
1
interface Ethernet0/2

<output omitted>

Note: To stop the output from a command using the CLI, press the letter Q.

If you see VLANs 1 and 2 configured and other settings as described previously, the device is most
likely configured with the default factory configuration. You may also see other security features such
as a global policy that inspects selected application traffic, which the ASA inserts by default, if the
original startup configuration has been erased. The actual output will vary depending on the ASA
model, version and configuration status.

Step 5: Clear the previous ASA configuration settings.
a. Usethewrite erase command to remove the startup-config file from flash memory.

ciscoasa# write erase

Erase configuration in flash memory? [confirm]
[OK]

ciscoasa#

ciscoasa# show start
No Configuration

Note: The IOS command erase startup-config is not supported on the ASA.

b. Use the reload command to restart the ASA.

ciscoasa# reload
Proceed with reload? [confirm] <enter>

ciscoasa#
* % %

**% ——— START GRACEFUL SHUTDOWN ---
Shutting down isakmp

Shutting down File system
* kK

*** ——— SHUTDOWN NOW ---

Process shutdown finished

Rebooting.....

CISCO SYSTEMS

Embedded BIOS Version 1.0(12)13 08/28/08 15:50:37.45
<output omitted>

Step 6: Bypass setup mode and configure the ASDM VLAN interfaces.

When the ASA completes the reload process, it should detect that the startup-config file is missing and
present a series of interactive prompts to configure basic ASA settings. If it does not come up in this
mode, repeat Step 5.

a. When prompted to pre-configure the firewall through interactive prompts (Setup mode), respond with

“ ”

no

Pre-configure Firewall now through interactive prompts [yes]? no

b. Enter privileged EXEC mode with the enable command. The password should be blank (no
password) at this point.
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Enter global configuration mode using the command config t. The first time you enter configuration
mode after reloading you will be asked if you wish to enable anonymous reporting. Respond with

no-.

Configure the inside interface VLAN 1 to prepare for ASDM access. The Security Level should be
automatically set to the highest level of 100. The VLAN 1 logical interface will be used by PC-B to
access ASDM on ASA physical interface EO/1.

ciscoasa (config)# interface vlan 1

ciscoasa(config-if)# nameif inside

INFO: Security level for "inside" set to 100 by default.
ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0
ciscoasa (config-if)# exit

PC-B is connected to switch S2 which is connected to ASA port EO/1. Why is it not necessary to add
physical interface E0/1 to this VLAN?

ASA 5505 interface notes:
The 5505 is different from the other 5500 series ASA models. With other ASAs, the physical port can be
assigned a Layer 3 IP address directly, much like a Cisco router. With the ASA 5505, the eight integrated
switch ports are Layer 2 ports. To assign Layer 3 parameters, you must create a switch virtual interface
(SVI) or logical VLAN interface and then assign one or more of the physical Layer 2 ports to it.

e.

By default, all ASA physical interfaces are administratively down, unless the Setup utility has been
run or the factory defaults have been reset. Because no physical interface in VLAN 1 has been
enabled, the VLAN 1 status is down/down. Use the show interface ip brief command to

verify this.

ciscoasa(config)# show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset administratively down up
Ethernet0/1 unassigned YES unset administratively down up
Ethernet0/2 unassigned YES unset administratively down up
Ethernet0/3 unassigned YES unset administratively down up
Ethernet0/4 unassigned YES unset administratively down down
Ethernet0/5 unassigned YES unset administratively down down
Ethernet0/6 unassigned YES unset administratively down down
Ethernet0/7 unassigned YES unset administratively down down
Internal-Data0/0 unassigned YES unset up up
Internal-DataO/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual down down
VirtualO 127.0.0.1 YES unset up up

Enable the EO/1 interface using the no shutdown command and verify the E0/1 and VLAN 1
interface status. The status and protocol for interface EO/1 and VLAN 1 should be up/up.

ciscoasa (config)# interface e0/1
ciscoasa(config-if)# no shut
ciscoasa(config-if)# exit

ciscoasa(config)# show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset administratively down up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset administratively down up
Ethernet0/3 unassigned YES unset administratively down up
Ethernet0/4 unassigned YES unset administratively down down
Ethernet0/5 unassigned YES unset administratively down down
Ethernet0/6 unassigned YES unset administratively down down
Ethernet0/7 unassigned YES unset administratively down down
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Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual up up
VirtualO 127.0.0.1 YES unset up up

g. Also pre-configure outside interface VLAN 2, add physical interface EO/O to VLAN 2, and bring up the
EO/0 interface. You will assign the IP address using ASDM.

ciscoasa (config)# interface vlan 2
ciscoasa(config-if)# nameif outside
INFO: Security level for "outside" set to 0 by default.

ciscoasa(config-if)# interface e0/0
ciscoasa(config-if)# switchport access vlan 2
ciscoasa(config-if)# no shut
ciscoasa(config-if)# exit

h. Test Connectivity to the ASA by pinging from PC-B to ASA interface VLAN 1 IP address 192.168.1.1.
The pings should be successful.
Step 7: Configure ASDM and verify access to the ASA.

a. Configure the ASA to accept HTTPS connections using the http command to allow access to ASDM
from any host on the inside network 192.168.1.0/24.

ciscoasa(config) # http server enable
ciscoasa (config)# http 192.168.1.0 255.255.255.0 inside

b. Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1.
Note: Be sure to specify the HTTPS protocol in the URL.

Step 8: Access ASDM and explore the GUIL.

a. After entering the URL above, you should see a security warning about the website security
certificate. Click Continue to this website. The ASDM Welcome page will display. From this screen,
you can run ASDM as a local application on the PC (installs ASDM on the PC), run ASDM as a
browser-based Java applet directly from the ASA, or run the Startup wizard.
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|»

Cisco ASDM 6.4(5) Uil

Cisco ASDM 6.4(5) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

When you run Cisco ASDM as a local application, it connects to your security appliance from
yvour desktop using SSL. Running Cisco ASDM as an application has these advantages:

e You can invoke ASDM from a desktop shortcut. No browser is required.

e One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher and Run ASDM

ou can run Cisco ASDM as a Java Web Start application that is dynamically downloaded
rom the security appliance.

e Click Run ASDM to run Cisco ASDM.

e Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you
through, step by step, the initial configuration of your security appliance.

Run ASDM Run Startup Wizard

Copyright @ 2006-2011 Cisco Systems, Inc. All rights reserved.

=l

b. Click the Run ASDM button.

c. Click Yes for any other security warnings. You should see the Cisco ASDM-IDM Launcher dialog
box where you can enter a username and password. Leave these fields blank as they have not yet
been configured.
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& Cisco ASDM-IDM Launcher ¥1.5{50) o o =]

=L, Cisco ASDM-IDM Launcher *(!scls

Enter username and password for 192.168.1.1

Username: |

Password: |

| OK I Close

s|a

d. Click OK to continue. ASDM will load the current configuration into the GUI.

e. The initial GUI screen is displayed with various areas and options. The main menu at the top left of
the screen contains three main sections; Home, Configuration, and Monitoring. The Home section is
the default and has two dashboards: Device and Firewall. The Device dashboard is the default screen
and shows device information such as Type (ASA 5505), ASA and ASDM version, amount of memory
and firewall mode (routed). There are five areas on the Device Dashboard.

e Device Information

e Interface Status

e VPN Sessions

e System Resources Status

e Traffic Status
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% Cisco ASDM 6.4 for ASA - 192.168.1.1 -8 x|
File View Tools Wizards Window Help Look For: | Go | ' 1 I |
(] ' '
l@ Home G%; Configuration @ Monitoring| Q Save GReFresh’ O Back o Forwardl ? Helpl CISCO
Device List a g X Home a
P Add ﬁ Delete ﬂ Connect % Device Dashboard Firewall Dashboard
Find: I Go Device Information Interface Status B
) — 92.168.1.1 General I License | Interface I IP AddressjMask l Line I Link ] t
inside 192.168.1.1/24 © w © w 3
Host Name:  ciscoasa > z
outside no ip address © uw © uw o
ASA Version: 8.4(2) Device Uptime: 0d Oh 22m 23s
ASDM Version: 6.4(5) Device Type: ASA 5505
Firewall Mode: Routed Context Mode: Single
Total Flash: 128 MB Total Memory: 512 MB
Select an interface to view input and output Kbps
Traffic Status
IPSec: O Clientless S5LYPN: 0 AnyConnect Client: 0  Details —Connections Per Second Usage
2
System Resources Status
~CPU-——— CPU Usage {percent) 1
100
0
129 50 17:40 17:41 17:42 17:43 17:44
— WUOP: 0 M TCP: 0 M Total: 0
17:44:42 l'l\. ™
~ ~'outside’ Interface Traffic Usage (Kbps)
~Memory — —Memory Usage (ME)
400 0 o
Zﬁ 200 rEER
17:44:42 e R S T PR,
| | »
Latest ASDM Syslog Messages Oa & X
ASDM logging is disabled. To enable ASDM logaing with informational level, click the button below.
Enable Logaging I
Device configuration refreshed successfully. |<adrnin> [15 | E |ﬁ ] B \ | | | @ ]10}1 1/11 5:44:42 PM UTC

f.  Click the Configuration and Monitoring tabs to become familiar with their layout and to see what
options are available.
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Part 3. Configuring Basic ASA Settings and Firewall Using the ASDM
Startup Wizard.

Step 1: Access the Configuration menu and launch the Startup wizard.
a. Click the Configuration button at the top left of the screen. There are five main configuration areas:
e Device Setup
e Firewall
e Remote Access VPN
e Site-to-Site VPN
e Device Management

b. The Device Setup Startup wizard is the first option available and displays by default. Read through
the on-screen text describing the Startup wizard and then click the Launch Startup Wizard button.

2 Cisco ASDM 6.4 for ASA - 192.168.1.1 L 0 ] 4
File View Tools Wizards Window Help Look For:
- alvaln
@ Home Gg,} Configuration E’j Monitoring G Save @- Refresh | o Back J Forward ? Help ‘ H CISCO
Device List a 8 X Configuration > Device Setup > Startup Wizard [m]
% add [J Delete & Connect
Find: L2 Click the "Launch Startup Wizard" button to start the wizard.
i8] 192.168.1.1 |
Startup Wizard
Device Setup o 2 ; : S
The Cisco ASDM Startup Wizard assists you in getting your
(%) Cisco Adaptive Security Appliance configured and running. Use
&3 Interfaces this wizard to create a basic configuration that enforces
[+ 0:30 Routing security policies in your network.
C‘)G Device NamePassword Tha Star bl Wisard b . i d will ba initialized
Ti e Startup Wizard can be run at any time and will be initialize
C o gystenTime with values from the current running configuration.
&) Device Setup
% Firewall
g;g Remote Access VPN
gg Site-to-Site YPN
m) Device Management
» Launch Startup Wizard I
<adminz 15 NERE = I | & [10/11/11 5:39:32 PM UTC

Step 2: Configure hostname, domain name, and enable password.

a. On the first Startup Wizard screen, you have a choice of modifying the existing configuration or
resetting the ASA to the factory defaults. With the Modify Existing Configuration option selected,
click Next to continue.

b. On the Startup Wizard Step 2 screen, configure the ASA host name CCNAS-ASA and domain name
of ccnasecurity.com. Click the checkbox for changing the enable mode password and change it

from blank (no password) to class and enter it again to confirm. When the entries are completed,
click Next to continue.
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i Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard B x|
Startup Wizard Basic Configuration (Step 2 of ...)

[~ Configure the device for Teleworker usage

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP)
requires that your host uses DHCP, you may need to use the device name supplied by the ISP
as the host name of the ASA.

ASA Host Mame: [CCNAS-ASA

Domain Mame: Iccnasecurity.com

Privileged Mode {(Enable) Password

The privileged mode {enable) password is required to administer the ASA using ASDM or
the Command Line Interface (CLI).

v Change privileged mode (enable) password

Old Password: I

MNew Password: I*’*‘***

Confirm Mew Password: I*****

Step 3: Configure the inside and outside VLAN interfaces.

a. On the Startup Wizard Step 3 screen — Interface Selection, for the Outside and Inside VLANS, do
not change the current settings because these were previously defined using the CLI. The inside
VLAN is named inside and the security level is set to 100 (highest). The Outside VLAN interface is
named outside and the security level set to O (lowest). For the DMZ VLAN click the Do not
configure button and uncheck the Enable VLAN checkbox. The DMZ VLAN will be configured later.
Click Next to continue.
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#% Cisco ASDM 6.4 for ASA - 192.168.1.1 - StartupWizard x|
Startup Wizard Interface Selection (Step 3 of ...)

Logical YLAN interfaces can divide the eight, Fast Ethernet switch ports of the ASA 5505 into
separate, Layer-3 network groups. Switch ports exchange packets at Layer 2 if they are on
the same VLAN. Choose or create YLAN identifiers to define these logically named networks.

Outside YLAN
(¢ Choose a VLAN Ivlanz jv [# Enable YLAN Interface Mame: outside;
" Create new VLAN |3_ St

Inside YLAN

{+ Choose a YLAN lvlanl vI
{ Create new YLAN I4

Interface Mame: inside;

[V Enable YLAN Security Level: 100

DMZ YLAN
" Choose a YLAN Ivlanl v I
¢ Create new YLAN IS [~ Enable YLAN Interface Name: dmz;

Security Level: 50

{* Do not configure

b. On the Startup Wizard Step 4 screen — Switch Port Allocation, verify that port Ethernetl is in Inside
VLAN 1 and that port EthernetO is in Outside VLAN 2.
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f Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard —_ I8 x|
Startup Wizard Switch Port allocation {Step 4 of ...)

Allocate physical switch ports to each logically named YLAR.

Switch Ports for Outside YLAN (vlan2)
Available Ports Allocated Ports r

4] Ethernet0/0 |

add ==

Ethernet0f2
Ethernet0/3
Ethernet0/4
Ethernet0fs =< Remoye
Ethernet0/6

Ethernetdf7 ;]

|

Switch Ports For Inside YLAN {vlan1)
Available Ports Allocated Ports r

4] Ethernetj1 |
EthernetD/2
Bdd >> Ethernet0f3
EthernetD/4
SEHIOE Ethernet0js
Ethernet0/6

;_I Ethernet/7 _'J

|

c. On the Startup Wizard Step 5 screen — Interface IP Address Configuration, enter an Outside IP
Address of 209.165.200.226 and Mask 255.255.255.248. You can use the pull-down menu to select
the mask. Leave the inside interface IP address as 192.168.1.1 with a mask of 255.255.255.0. Click
Next to continue.
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@% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard

Sta rtup Wizard Intetface IP Address Configuration (Step 5 of ...)

Assign IP addresses to each named VLA,

Qutside IP Address

{+ Use the following IP address

IP Address: [209.165.200.226 Mask: | 255.255.255.24¢ |

(" Use DHCP [~ Obtain default route using DHEP

(" Use PPPoE
Inside IP Address

{+ Use the following IP address

IP Address: [192.168.1.1 Mask: | 255.255.255.0 |

(" Use DHCP [~ Obtain route using DHEP

{" Use PPPoE

Step 4: Configure DHCP, address translation and administrative access.

a. On the Startup Wizard Step 6 screen — DHCP Server, select the checkbox to Enable DHCP server
on the inside interface. Enter a Starting IP Address of 192.168.1.3 and Ending IP Address of
192.168.1.30. Enter the DNS Server 1 address of 10.20.30.40 and Domain Name
ccnasecurity.com. Do NOT check the box to enable Autoconfiguration from Interface. Click Next to
continue.
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% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard N l x|
Startup Wizard DHCP Server (Step 6 of 9)

The ASA can act as a DHCP server and provide IP addresses to the hosts on your inside
network. To configure a DHCP server on an interface other than the inside interface, go to
Configuration > Device Management > DHCP > DHCP Server in the main ASDM window,

v Enable DHCP server on the inside interface

DHCP Address Pool
Starting IP Address: |192.168.1.3 Ending IP Address: |192.168.1.30
DHCP Parameters
DNS Server 1: 10.20.30.40 DNS Server2: |
WINS Server 1: | WINS Server 2: |
Lease Length: I— sec  Ping Timeout: ,_ ms
Domain Name: Iccnasecurity.com

Enabling auto-configuration causes the DHCP server to automatically configure DRS, WINS
and domain name. The values in the fields above take precedence over the auto-configured
values.

|~ Enable auto-configuration from interface:

Ioutside v l

b. On the Startup Wizard Step 7 screen — Address Translation (NAT/PAT), click the button Use Port
Address Translation (PAT). The default is to use the IP address of the outside interface. Note that
you can also specify a particular IP address for PAT or a range of addresses with NAT. Click Next to
continue.
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Startup Wizard Address Translation (NAT/PAT) (Step 7 of 9)

Select Port Address Translation (PAT) to share a sinale external IP address for devices on the
inside interface. Select Network Address Translation (NAT) to share several external IP
addresses for devices on the inside interface. Select the first option, if no address translation
is desired between the inside and outside interfaces.

This NAT configuration applies to all the traffic from the inside interface to the
outside interface.

" No Address Translatiors

(¢ Use Port Address Translation (PAT)
(+ Use the IP address on the outside interface

(" Specify an IP address

1P fddress; | _I

" Use Network Address Translation (NAT)

1P Address Range; I _l

c. On the Startup Wizard Step 8 screen — Administrative Access, HTTPS/ASDM access is currently
configured for hosts on inside network 192.168.1.0/24. Add Telnet access to the ASA for the inside
network 192.168.1.0 with a subnet mask of 255.255.255.0. Add SSH access to the ASA from host
172.16.3.3 on the outside network. Make sure the checkbox Enable HTTP server for HTTPS/ASDM
access is checked. Click Next to continue.
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Administrative Access (Step 8 of 9)

outside

|~ Enable ASDM history metrics

[v Enable HTTP server for HTTPS/ASDM access

Mask
Type Interface IP Address Prefis Fegth
HTTPS/ASDM inside 192.168.1.0 255.255,255.0
Telnet inside 192,168.1.0

Disabling HTTP server will prevent HTTPS/ASDM access ko this ASA.

Specify the addresses of all hosts or networks, which are allowed to access the ASA using
HTTPS/ASDM, SSH or Telnet.

Add

Edit I
N

Delete

< Back | MNext = | Finish | Cancel I Help |

Step 5: Review the summary and deliver the commands to the ASA.

a. On the Startup Wizard Step 9 screen — Startup Wizard Summary, review the Configuration

Summary and click Finish. ASDM will deliver the commands to the ASA device and then reload the

modified configuration.

Note: If the GUI dialogue box stops responding during the reload process, close it, exit ASDM, and

restart the browser and ASDM. If prompted to save the configuration to flash memory, respond with

Yes. Even though ASDM may not appear to have reloaded the configuration, the commands were

delivered. If there are errors encountered as ASDM delivers the commands, you will be notified with a

list of commands that succeeded and those that failed.
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% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard i X|
Startup Wizard Startup Wizard Summary (Step 9 of 9)

ou have completed the Startup Wizard. To send your changes to the ASA , click Finish. If you
want to madify any of the data, click Back.

Configuration Summary:

Host Mame: CCNAS-A54
Domain Mame: ccnasecurity.com

Switch Port Allocation:
Qutside Interface {vlan2): Switch Ports - Ethernet0)0,
Inside Interface (vlan1): Switch Ports - EthernetD/1,EthernetD}2,Ethernet0)3,Ethernet0)4,E

Outside Interface(vlan2):
outside, 209.165.200.226

Inside Interface(vlan1):
inside, 192.168.1.1

DHCP Server is enabled on Inside interface. Pool : 192.168.1.3 - 192.168.1.30
PAT is configured on inside interface.

Administrative access to the device:
HTTPS/ASDM access for 192,168, 1.0 through inside
S5H access for 172.16.3.3 through outside
Telnet access for 192.168.1.0 through inside

) | [

< Back | Mext = | Finish | Cancel | Help |

b.

Restart ASDM and provide the new enable password class with no username. Return to the Device
Dashboard and check the Interface Status window. You should see the inside and outside interfaces
with IP address and status. The inside interface should show some number of Kb/s. The Traffic
Status window may show the ASDM access as TCP traffic spike.

Step 6: Test Telnet and SSH access to the ASA.

a.

From a command prompt or GUI Telnet client on PC-B, telnet to the ASA inside interface at IP
address 192.168.1.1.

Login to the ASA using the default login password of cisco. Enter privileged EXEC mode by using the
enable command and provide the password class. Exit the Telnet session by using the quit
command.

In Lab Step 4, SSH access was configured using the Startup wizard to allow access to the ASA from
outside PC-C (172.16.3.3). From PC-C, open an SSH client such as PuTTY and attempt to connect
to the ASA outside interface at 209.165.200.226. You will not be able to establish the connection
because SSH access (ASA version 8.4(2) and later) requires that you also configure AAA and
provide an authenticated user name. AAA will be configured in the Part 4 of the lab.
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Step 7: Test access to an external website from PC-B.

a. Open a browser on PC-B and enter the IP address of the R1 Fa0/0 interface (209.165.200.225) to
simulate access to an external website.

b. The R1 HTTP server was enabled in Part 1 of the lab so you should be prompted with a user
authentication login dialog box from the R1 GUI device manger. Leave the username blank and enter
the password of class. Exit the browser. You should see TCP activity in the ASDM Device Dashboard
Traffic Status window.

Step 8: Test access to an external website using the ASDM Packet Tracer utility.

a. From the ASDM Home page, choose Tools > Packet Tracer.

Choose the Inside interface from the Interface drop down menu and click TCP from the Packet Type
radio buttons. From the Source drop down menu, choose IP Address and enter the address
192.168.1.3 (PC-B) with a source port of 1500. From the Destination drop down menu, choose IP
Address and enter 209.165.200.225 (R1 Fa0/0) with a Destination Port of HTTP. Click Start to begin
the trace of the packet. The packet should be permitted.

@ Cisco ASDM Packet Tracer - 192.168.1.1 i =10 x|

Select the packet type and supply the packet parameters. Click Start ta trace the packet.
Interface: Iinside v | Packet Type ¢ TCP ( UDP ¢ ICMP ( IP

(), Start

£y Clear

Source:  |IP Address v | [192.168.1.3 Destination:  [IP Address | [209.165.200.225

fh

Source Port: IISUD .l' Destination Port: Ihttp

v Show animation

IP Options | NAT Lookupl HOST-LIMHI IP Options I Flow | outside

inside  Access list |Route
Lookup Lookup creation

Lookup Lookup

J Phase l Action I
[+ ACCESS-LIST

ROUTE-LOOKUP

[+ IP-OPTIONS

NAT

[# HOST-LIMIT

IP-OPTIONS

FLOW-CREATION

[=IRESULT - The packet is allowed.

L

A A Ui S5 S5 5 S5 SA N

Input Interface:  inside Line € Link €
Output Interface: outside Line € Link €@

Info:

€3 Close 2 Help
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c. Resetthe entries by clicking Clear. Try another trace and choose outside from the Interface drop
down menu and leave TCP as the packet type. From the Sources drop down menu, choose IP
Address and enter 209.165.200.225 (R1 Fa0/0) and a Source Port of 1500. From the Destination
drop down menu, choose IP Address and enter the address 209.165.200.226 (ASA outside
interface) with a Destination Port of telnet. Click Start to begin the trace of the packet. The packet
should be dropped. Click on Close to continue.

@ Cisco ASDM Packet Tracer - 192.168.1.1 K 10| x|

Select the packet type and supply the packet parameters. Click Start to trace the packet.
Interface: Ioutside v l Packet Type ¢ TCP ( UDP (" ICMP { IP

‘ (| Start I
Source:  |IP Address v | [209.165.200.225 Destination:  [IP Address ~ | [209.165.200.226
Source Port: I 1500 .Ll Destination Port: I telnet L] i Clear l

v Show animation

(s
outside  Access list I Route I Access list |
Lookup Lookup Lookup
J Phase I Action I
[+ ACCESS-LIST «9
ROUTE-LOOKUP v 4
[+ ACCESS-LIST %)
[=IRESULT - The packet is dropped. (%]
L Input Interface:  outside Line @ Link @
Output Interface: NP Identity Ifc Line €@ Link €@
Info: (acl-drop) Flow is denied by configured rule

Part 4: Configuring ASA Settings from the ASDM Configuration Menu.
In Part 4, you will set the ASA clock, configure a default route, test connectivity using ASDM tools Ping and
Traceroute, configure Local AAA user authentication, and modify the MPF application inspection policy.

Step 1: Set the ASA date and time.
a. From the Configuration screen, Device Setup menu, choose System Time > Clock.

b. Select your Time Zone from the drop-down menu and enter the current date and time in the fields
provided. The clock is a 24-hour clock. Click Apply to send the commands to the ASA.
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i% Cisco ASDM 6.4 for ASA - 192.168.1.1 y =101 x|
File VWiew Tools Wizards Window Help Look For: | Go | l N ' |
- ' ' '
@ Home G%} Configuration [a Monitoring I B Save G Refresh | o Back \Q Forward | ? Help | CISCO
Device List g g X Configuration > Device Setup > System Time > Clock O
% add [ Delete & Connect Configure the A5A date and clock.
Find: I Go
Time Zone: I(GMT-DS:UD)(Eastern Time) Indianapolis, Montreal, New York ;]
Date
Device Setup O foct 10, 2011 E2|
£ Ga Startup Wizard Tine
B3 Interfaces

-»4;7' Routing
QG Device Name/Password
=€) System Time

% Firewall

gg Remote Access VPN

Site-to-Site YPN

@) Device Management

¥

Clock will be automatically adjusted for daylight saving changes.

Time: IF g [ﬁ § IF hhimm:ss {24-hour)

Update Displayed Time

Apply

Reset |

Configuration changes s...

!<admin> 15

Blé R

(3 10/10/11 2:09:51 PMEDT

Step 2: Configure a static default route for the ASA.

a. From the ASDM Tools menu, select Ping and enter the IP address of router R1 S0/0/0 (10.1.1.1).
The ASA does not have a default route to unknown external networks. The ping should fail because
the ASA has no route to 10.1.1.1. Click Close to continue.
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@rng x|

Packet Type: {s ICMP " TCP

Destination
IP Address or Hostname: |10. 1.1.1 Park: |

Source

Interface (optional): -- None -- L]

1P &ddress {optional); |

Port: {* Random pork " Starking pork: I

Repeat{optional); | Timeout{optional) I
Ping Output:

Type escape sequence to abort.,
Sending S, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Mo route to host 10.1.1.1

| Ping I Close Help

b. From the Configuration screen, Device Setup menu, choose Routing > Static Routes. Click the IPv4
Only button and click Add to add a new static route.

c. Inthe Add Static Route dialogue box, choose the outside interface from the drop down menu. Click
the ellipsis button to the right of Network and select Any from the list of network objects, then click
OK. The selection of Any translates to a “quad zero” route. For the Gateway IP, enter
209.165.200.225 (R1 Fa0/0).
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@ Add Static Route

Interface: Ioutside

MNetwork: Iany

Lf L L

Gateway IP: |209. 165.200.225|

Metric: |1

x|

Options
{+ None
" Tunneled {Default tunnel gateway for VPN traffic)
(" Tracked
Track ID; I_
sem: |

Momitaring Options |

Enabling the tracked option starts a job for monitoring the
state of the route, by pinging the track address provided.

o]

Cancel | Help

Track IP Address: I
Target Interface; Iinside VI

d. Click OK and click Apply to send the commands to the ASA.

g% Cisco ASDM 6.4 for ASA - 192.168.1.1 B | =101 x|
File View Tools Wizards Window Help Look For: I Go '| | 'l |
' [ [
C : we 1 i ( 5 Qrwar ‘o
@ Home ¢ ] [:;l Monitoring ' B Save G Refresh | o Back \‘,3 Forward | ? Help | CiIsCO
Device Lisl'l\.S o B X figuration > Devi: > Routing > Static Routes O
% add [J Delete & Connect Specify static routes.
Find: ] Go Filter: (" Both & IPv4only ¢ IPv6 only
N1 192.168.1.1 |
Netmask) Metric/ . Add
Interface IP Address Prefix Length Gateway IP Btz Options
Device Setup o 2 Edit |
: --QG Startup Wizard g Delete I
-3 Interfaces

- 2.
E]"‘f’ Routing
. BN <tatic Routes

£4=), Remote Access VPN

Site-to-Site YPN

| 2

ﬂ) Device Management

»

-

Apply I Reset I

Configuration changes saved successfully. | ;<admin> |15

Bla |

|

&) 10/10/11 3:52:59 PM GMT

e. From the ASDM Tools menu, select Ping and enter the IP address of router R1 S0/0/0 (10.1.1.1).
The ping should succeed this time. Click Close to continue.
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f. From the ASDM Tools menu, select Traceroute and enter the IP address of external host PC-C
(172.16.3.3). Click on Trace Route. The traceroute should succeed and show the hops from the ASA
through R1, R2, and R3 to host PC-C. Click Close to continue.

x

Host Mame or IP Address: |1?2. 16.3.3

Optional Parameters
Tineout: I (default: 3 sec) [~ Specify source interface or IP address
Port: I {default: 33434) {¢ Source Interface lirn:;ide L]
Probe: I (default: 3) " Source IP |

Min, & Max, TTL: I I (defaults: 1 and 30) [ Reverseresolve [ Use ICMP

Traceroute Qutput

Type escape sequence to abort, _‘_I
Tracing the route to 172.16.3.3

1 209.165.200.225 10 msec 0 msec 0 msec
2 10.1.1.2 10 msec 0 msec 0 msec

3 10.2.2.1 0 msec 0 msec 0 msec

4 172.16.3.3 10 msec 0 msec 0 msec

Trace Route I Close Help

Step 3: Configure AAA user authentication using the local ASA database.

It is necessary to enable AAA user authentication in order to access the ASA using SSH. You allowed
SSH access to the ASA from the outside host PC-C when the Startup wizard was run. To allow the
remote network administrator at PC-C to have SSH access to the ASA, you will create a user in the local
database.

a. From the Configuration screen, Device Management area, click Users/AAA. Click User Accounts
and then Add. Create a new user named admin with a password of cisco123 and enter the
password again to confirm it. Allow this user Full access (ASDM, SSH, Telnet, and console) and set
the privilege level to 15. Click OK to add the user and click Apply to send the command to the ASA.
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% Cisco ASDM 6.4 for ASA - 192.168.1.1 B

File View Tools

Wizards Window Help Look For: | Go
@ Hame G%} e an e, g% Add User Account >
Device List O r v‘VPN = =
& olicy : -
% add [ Delete & Connect Username: Jadmin
Find: I Go Password: I******)«*
B)192.168.1.1|

Device Management

ﬂ Management Access

88 Licensing

@ System Image/Configuration
{2 Loaging

; Smart Call-Home

)-8 Users{AAA

- {58 aan Server Groups

- £8 LDAP Attribute Map
&8 Authentication Prompt
~Hp ABA Access

n\ Dynamic Access Policies

¥ LUser Accounts
#-[E) Certificate Management
#-f§' DHCP

[t DNS

[+ %_?3 Advanced

o e

Confirm Password; [+#rtors

| User authenticated using MSCHAP

Access Restriction

Select one of the options below to restrict ASDM, S5H, Telnet and Console access,
Mote: All users have network access, regardless of these settings.

¢+ Full access{ASDM, S55H, Telnet and Console)

Privilege level is used with command authorization.

Privilege Level: I 15 hd I

(" CLI login prompt For 55H, Telnet and console {no ASDM access)

This setting is effective only if "aaa authentication http console LOCAL" command is configured
" Mo ASDM, SSH, Telnet or Console access

K| | Ll;'
| Find: | @ rext @ Previous |
OK I Cancel l Help |

From the Configuration screen, Device Management area, click Users/AAA. Click AAA Access. On

the Authentication tab, click the checkbox to require authentication for HTTP/ASDM, SSH and Telnet
connections and specify the “LOCAL” server group for each connection type. Click Apply to send the

commands to
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g% Cisco ASDM 6.4 for ASA - 192.168.1.1 . -10f x|
File View Tools Wizards Window Help Look For: | Go ' ' o l '
' [ '
o) ] ; o oo
@ Home | &%, Configuration E’”;] Monitoring ' I/. a Save @ Refresh | o Back J Forward ‘ ‘2 Help ’ ' CISCO
Device List o f X Configuration > Device Management > Users/AAA > AAA Access > Authentication O
% Add |[[ Delete| & Connect
= l— - Authentication |Authorization| Accounting |
ind: Go
]192.168.1.1 Enable authentication For administrator access to the ASA.
Require authentication to allow use of privileged mode commands
Device Management g B [~ Enable Server Group: |LOCAL = | |~ Use LOCAL when server aroup Fails
_
: {3 Smart Call-Home B Require authentication for the Following types of connections
= @ Usersfaas
P @ AAA Server Groups [V HTTP/ASDM Server Group: [LOCAL v | [ Use LOCAL when server group fails
- &4 LDAP Attribute Map o Uke LOE AL when server-aroup fals
P &, Avithentication Prompt | Serial Server Group: |LOCAL v | | Use LOCAL when server aroup Fails
Fuoe AAL Access s
=sas v 55H Server Group: |LOCAL v | = Use LOCAL when server aroup Fails
.l Dynamic Access Policies Ll P
L :
v Telnet Server Group: ILOCAL 'I I= Use LOGAL when server aroup Fails
L§) Device Setup %
5 Firewall
g;g Remote Access VPN
(42 Site-to-Site YPN
% Device Management
» Apply | Reset |
<admin> 15 @ ddkd | | | @ |10/10011 2:19:31 PMEDT

Note: The next action you attempt within ASDM will require you to login as admin with password
ciscol123.

c. From PC-C, open an SSH client such as PUuTTY and attempt to access the ASA outside interface at
209.165.200.226. You should be able to establish the connection. When prompted to login, enter user
name admin and password cisco123.

d. After logging in to the ASA using SSH, enter the enable command and provide the password class.
Issue the show run command to display the current configuration you have created using ASDM.

Note: The default timeout for Telnet and SSH is 5 minutes. You can increase this setting using the
CLI as described in Lab 10A or go to ASDM Device Management > Management Access >
ASDM/HTTP/Telnet/SSH.

Step 4: Modify the MPF application inspection policy.

For application layer inspection, as well as other advanced options, the Cisco Modular Policy
Framework (MPF) is available on ASAs.

a. The default global inspection policy does not inspect ICMP. To enable hosts on the internal network
to ping external hosts and receive replies, ICMP traffic must be inspected. From the Configuration
screen, Firewall area menu, click Service Policy Rules.
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@ Cisco ASDM 6.4 for ASA - 192.168.1.1

File View Tools MWizards Window Help LookFor:I

h e g o] [ e 3 Qs O] §
@ Home Gﬁ} Configuration D Monitoring | |y Save @Refresh} Back (. F.r,.arj‘ OD Help‘
Device List o 8 X Configuration > Firewall = Service Policy Rules O

% Add ﬁ Delete ﬁ Connect

Find: | Go
g 192.168.L1 Name I # IEnabledI Match l Source l Destination
[= Global; Policy: global_policy

Firewall el inspection_de... E5 Match
=4 Access Rules A
29 NAT Rules i

Q Sery| OlicYy
.p A8A Rules
288 Filter Rules -:J

$add -~ [FHEdt [Joelete + & % L - QFind F=2] Diagram

Traffic Classification

+

gg Remote Access VPN

gg Site-to-Site YPN

3 »
ﬂ) Device Management J | _]

Apply | Reset

¥

b. Select the inspection_default policy and click Edit to modify the default inspection rules. On the Edit
Service Policy Rule window, click the Rule Actions tab and select the checkbox for ICMP. Do not
change the other default protocols that are checked. Click OK and then click Apply to send the
commands to the ASA. If prompted, login as again admin with a password of cisco123.
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@% Edit Service Policy Rule ' x|

Traffic Classification | Default Inspections Rule Actions |

Pratocol Inspection | Connection Settings | QoS | MetFlow | User Statistics |
[~ Select all inspection rules
[~ CTIQBE
[~ DCERPC Configure, ..
v DNS Configure. .. DMS Inspect Map: preset_dns_map
[v ESMTP Configure. ..
v FTP Configure...
v H.323H.225 Configure...
[V H.323 RAS Configure. ..
[~ HTTP Configure. .
v {CHE
[ ICMP Error

| OK I Cancel Help

c. From PC-B, ping the external interface of R1 S0/0/0 (10.1.1.1). The pings should be successful.

Part 5: Configuring a DMZ, Static NAT and ACLs.

In Part 3 of this lab, you configured address translation using PAT for the inside network. In this part, you
create a DMZ on the ASA, configure static NAT to a DMZ server, and apply an ACL to control access to
the server.

Step 1: Configure the ASA DMZ VLAN 3 interface.

In this step you will create a new interface VLAN 3 named dmz, assign physical interface EO/2 to the
VLAN, set the security level to 70, and limit communication from this interface to the inside (VLAN1)
interface.

a. From the Configuration screen, Device Setup menu, click Interfaces. Click Add to define a new
interface. The General tab is displayed by default and currently defined inside (VLAN 1, EO/1) and
outside (VLAN 2, EO/0) interfaces are listed. Click Add to create a new interface.

b. Inthe Add Interface dialog box, select port Ethernet0/2 and click Add. You will be prompted to
change the interface from the inside network. Click OK for the message to remove the port from the
inside interface and add it to this new interface. In the Interface Name box, name the interface dmz,
assign it a security level of 70, and make sure the Enable Interface checkbox is checked.

c. Ensure that the Use Static IP button is selected and enter an IP address of 192.168.2.1 with a subnet
mask of 255.255.255.0. Do NOT click OK at this time.
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g% Add Interface i x|

General l Advanced | 1Pve |

Switch Ports

Available Switch Ports I Selected Switch Ports
Ethernet0j1

|
Ethernet03 Add 5> l
Ethernet/4
EthernetD/S Remove << I

EthernetD/é
Ethernet0)7 v

Interface Name: Idmz

Security Level; I?U

[ Dedicate this interface ko management only
[V Enable Interface

IP Address

{¢ Use StaticIP " Obtain Address via DHCP  { Use PPPoE

IP Address:  [192.168.2.1

Subnet Mask: | 255.255.255.0  ~|

| OK I Cancel l Help

d. ASDM will configure this interface as VLAN ID 12 by default. Before clicking OK to add the interface,
click the Advanced tab and specify this interface as VLAN ID 3.

Note: If you are working with the ASA 5505 base license, you are allowed to create up to three named
interfaces. However, you must disable communication between the third interface and one of the other
interfaces. Because the DMZ server does not need to initiate communication with the inside users, you
can disable forwarding to interfaces VLAN 1.

e. On the Advanced tab, you also need to block traffic from this interface VLAN 3 (dmz) to the VLAN 1
(inside) interface. From the Block Traffic area, select vlanl (inside) from the drop down menu. Click
OK to return to the Interfaces window. You should see the new interface named dmz, in addition to
the inside and outside interfaces. Click Apply to send the commands to the ASA.
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g% Add Interface i

General #dvanced | IPv6 |

MTU: IISUO VLAN ID: |3

~Mac Address Cloning

Enter MAC addresses for the active and standby interfaces in hexadecimal format (for example
0123.4567.89AB).

Active Mac Address: I Standby Mac Address: I

~Block traffic

Black traffic from this interface to: Ivlanl (inside) w I
QK I Cancel | Help

Step 2: Configure the DMZ server and static NAT

To accommodate the addition of a DMZ and a web server, you will use another address from the ISP
range assigned, 209.165.200.224/29 (.224-.231). Router R1 Fa0/0 and the ASA outside interface are
already using 209.165.200.225 and .226, respectively. You will use public address 209.165.200.227 and
static NAT to provide address translation access to the server.

a. From the Firewall menu, click the Public Servers option and click Add to define the DMZ server and
services offered. In the Add Public Server dialog box, specify the Private Interface as dmz, the Public
Interface as outside and the Public IP address as 209.165.200.227.
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@ Add Public Server ] x|

Use this panel to define the server that yvou wish to expose to a public interface. You will need to
specify the private interface and address of the server and the service to be exposed, and then
the public interface, address and service that the server will be seen at.

Private Interface: Idmz

Private IP Address: |

Private Service: |

Public Interface: Ioutside

Ll L] L

Public IP Address: |209. 165.200.227]

Options

[ Specify Public Service if different From Private Service, This will enable the static PAT,

Public Service | _l (TGP or UDE service only)

| (8]4 I Cancel I Help I

b. Click the ellipsis button to the right of Private IP Address. In the Browse Private IP Address window,
click Add to define the server as a Network Object. Enter the name DMZ-Server, with a Type of
Host and the Private IP Address of 192.168.2.3.

c. While in the Add Network Object dialog box, click the double down arrow button for NAT. Click the
checkbox for Add Automatic Address Translation Rules and enter the type as Static. Enter
209.165.200.227 as the Translated Addr. When the screen looks like the following, click OK to add
the server network object. From the Browse Private IP Address window, click OK. You will return to
the Add Public Server dialog box.
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g= Add Network Object o x|

Name: |DMZ-Server
Type: IHost _v_l
IP Address:  [192.168.2.3
Description: |
NAT N

v add Automatic Address Translation Rules

Type: I Static LI
Translated Addr: |209.165.200.227

el

[ | PAT Paal Translated Address: |

[~ Round Robin

[ Fall through tainterface PATIdest intF): Idmz L]

Advanced... I
oK I Cancel I Help

In the Add Public Server dialog, click the ellipsis button to the right of Private Service. In the Browse
Private Service window, double click to select the following services: tcp/http, tcp/ftp, icmp/echo
and icmp/echo-reply (scroll down to see all services). Click OK to continue and return to the Add

Public Server dialog.

Note: You can specify Public services if different from the Private services, using the option on this
screen.
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@% Browse Private Service

4 Aadd - @ Edt i Delete ‘ @, ‘Where Used

Filter: |

Selected Private Service

Filter|Clear
MName I Protocoll Source Ports |Destination P' ICMP l Description |

r_t?/ ftp tcp defadlt {1-655... Z1 _‘_J
§~--r_c_ryftp-data tcp default (1-655... 20 e
- 128, gopher kcp default (1-655... 70
1@ h323 tep default (1-655... 1720
.5 hostname tep default (1-655... 101
. ¥e https tcp default (1-655... 443
1 ident tep default (1-655... 113 |

Private Service - = I |tcp,t’http, tepjftp, icmp/echo, icmp/echo-reply

| QK I Cancel

d. When you have completed all information in the Add Public Server dialog box, it should look like the
one shown below. Click OK to add the server. Click Apply at the Public Servers screen to send the

commands to the ASA.

§= Add Public Server , N x|

Use this panel to define the server that you wish to expose to a public interface. You will need to
specify the private interface and address of the server and the service to be exposed, and then
the public interface, address and service that the server will be seen at.,

Private Interface: Idmz

Private IP Address: |DMZ-Server

Private Service: |tcp,l'http, tcp/ftp, icmpfecho, icpfecho-reply

Public Interface: |outside

Public IP Address:  |209.165.200.227

3§ X A

Options

[~ Specify Public Service if different from Private Service. This will enable the static PAT,

Public Service |

o]

Cancel I Help |

_-_l (TCP or UDP service only)
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Step 3: View the DMZ Access Rule (ACL) generated by ASDM.

a. With the creation of the DMZ server object and selection of services, ASDM automatically generates
an Access Rule (ACL) to permit the appropriate access to the server and applies it to the outside
interface in the incoming direction.

b. View this Access Rule in ASDM by choosing Configuration > Firewall > Access Rules. It appears
as an outside incoming rule. You can select the rule and use the horizontal scroll bar to see all of the

compone nts.
File View Tools Wizards Window Help Look For: l Go
= _ aleen
4 . i o iroring | D Forward | D
@ Home |O{9} Configuration D Monitoring [ Q Save @ Refresh ‘ o Back \_) Forward ’ a) Help ‘ H CISCO
Device List a B X Configuration > Firewall > Access Rules O " addresses [ Services [ Time Ranges |
Add Delet C t . . Addresses 3 B X
* [ Delete 5 Connec Fadd v HEdt [Joelete &+ & ¥ @ - QFind EDi . 8
Find: I Go g Add v [ Edit i Delet= @ Where Used
# IEnabIedl Source | User ] Destination I Service | Action |
5@— J2168-2:1 = _y dmz {1 implicit incoming rule) Filter: I Filter|Clear
1 @ any @ Anylessse... 1 ip o Permit Name / 1'
= _9 dmz IPv6 (1 implicit incoming rule) [=]-IPv4 Network Objects
Firewall a / L @ any @ any lessse... 10 ip o Permit =} DMZ-Server
fos &= 5% inside (1 implicit incoming rule) @ any
£39 NAT Rules ] @ any @ Any lessse... 1 ip o Permit @ dmz-networkj24
Q Service Policy Rules () % inside IPv6 (1 implicit incoming rule) f} inside-networkf24
ﬁ ?EA imfs i @ any @ Anylessse... 1 ip & Permit @ outside-network{29
& Filter Rules
é P:Jblic SL;rvers = 5% outside (1 incoming rule) 8} 209.165.200.227
_ngk URL Filtering Servers 1 |2 L pMZ-Server |ED echo # Permit E1-IPv6 MNetwork Objects
-3 Threat Detection B echo-reply @ any
A2 Identity Options ftp
#-{73 Objects ] @ http
-, Unified Communications : _9 outside IPv6 (0 implicit incoming rules)
- 17 Advanced (= 5% Global (1 implicit rule)
P 1 @ any @ any e ip € Deny
&ﬁ) Device Setup = _? Global IPv6 (1 implicit rule)
1 @ any @ any 1F0p & Deny
’_@3 Firewall
&S Remote Access VPN
74 Site-to-site VPN Jl | o
Access Rule Type (+ IPv4 and IPV6 ¢ IPv4 Only ¢ IPv6 Only
o Device Management
2 fpply | Reset | Advanced... I
admin 15 @ &3 & l10f12}11 3:32:26 PMEDT

c. Note: You can also see the actual commands generated using the Tools > Command Line
Interface and entering the command show run.

Step 4: Test access to the DMZ server from the outside network.

a. From PC-C, ping the IP address of the static NAT public server address (209.165.200.227). The
pings should be successful.

b. Because the ASA inside interface (VLAN 1) is set to security level 100 (the highest) and the DMZ
interface (VLAN 3) is set to 70, you can also access the DMZ server from a host on the inside
network. The ASA acts like a router between the two networks. Ping the DMZ server (PC-A) internal
address (192.168.2.3) from inside network host PC-B (192.168.1.X). The pings should be successful
due to interface security level and the fact that ICMP is being inspected on the inside interface by the
global inspection policy.

c. The DMZ server cannot ping PC-B on the inside network. This is because the DMZ interface VLAN 3

has a lower security level and the fact that, when the VLAN 3 interface was created, it was necessary
to specify the no forward command. Try to ping from the DMZ server PC-A to PC-B at IP address

192.168.1.X. The pings should not be successful.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 38 of 42



CCNA Security

Step 5: Use ASDM Monitoring to graph packet activity.

There are a number of aspects of the ASA that can be monitored using the Monitoring screen. The main
categories on this screen are Interfaces, VPN, Routing, Properties, and Logging. In this step you will

create a graph to monitor packet activity for the outside interface.

a. From the Monitoring screen, Interfaces menu, click Interface Graphs > outside. Select Packet

Counts and click Add to add the graph. The exhibit below shows Packet Counts added.

#= Cisco ASDM 6.4 for ASA - 192.168.1.1 =10 x|
File View Tools Wizards Window Help Look For: | Go | I ol ' |
> ] ] ]
@ Home CD% Configuration Ea Monitoring ‘ Q Save @ Refresh ‘ o Back \_) Forward ‘ ‘? Help ‘ ' CIsSCO
Device List o g X Monitoring > Interfaces > Interface Graphs > outside (m]
% Add ﬂ Delete ﬁ Connect Select one or more of the available graphs for the current graph type and add them to the selected graph list on the
. right. To display graphs for more than one araph type, select another graph type in the tree on the far left and
Find: I Go continue adding graphs to the selected graph list.
ga!ﬁﬂﬂﬂ!! ) . . o ) . .
Up to four graphs can be displayed in one window. To use an already existing graph window, select the window title
from the drop-down list below. To display graphs in a new window, type in a new window title,
Interf: =l
DLEares a8 Graph Window Title: [ Cisco ASDM 6.4 For ASA - 192.168.1.1 - Graph (1) |
ahe) ARP Table &
{8 DHCP Graph Selection
; g. Dynamic ACLs Available Graphs: Selected Graphs:
=5 Interface Graphs .
4 d Byte Counts Add => Interface outside, Packet Counts
fod mz |
B insi Packet Rates
8 inside Bit Rat << Remove |
B+ Joutsi > e,
- —l Drop Packet Count
Taterfaces Buffer Resources
Packet Errors
22 ven Miscellaneous
Collision Counts
Q?ﬁ Rouiting Input Queue
= Output Queue
Properties
é:é_z, Logging
b Show Graphs... |
Data Refreshed Successfully. ‘ admin 15 B &R | & |10/12/11 1:34:47 PMEDT

b. Click the Show Graphs button to display the graph. Initially there is no traffic displayed.

c. From a privileged mode command prompt on R2, simulate Internet traffic to the ASA by pinging the
DMZ server public address with a repeat count of 1000. You can increase the number of pings if

desired.
R2# ping 209.165.200.227 repeat 1000

Type escape sequence to abort.

Sending 1000, 100-byte ICMP Echos to 209.165.200.227,
BN NN NN

<output omitted>
| I O |

timeout is 2 seconds:

Success rate is 100 percent (1000/1000), round-trip min/avg/max = 1/2/12 ms

d. You should see the results of the pings from R2 on the graph as an Input Packet Count. The scale of

the graph is automatically adjusted depending on the volume of traffic. You can also view the data in
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tabular form by clicking the Table tab. Notice that the View selected at the bottom left of the Graph
screen is Real-time, data every 10 seconds. Click the pull-down menu to see the other options
available.

e. Ping from PC-B to R1 Fa0/0 at 209.165.200.225 using the —n option (number of packets) to specify
1000 packets.

C:>\ ping 209.165.200.225 -n 1000

Note: The response from the PC is relatively slow and it may take a while to show up on the graph as
Output Packet Count. The graph below shows an additional 5000 input packets as well as both input
and output packet counts.

fi= Cisco ASDM 6.4 for ASA - 192.168.1.1 - Graph (2) =(0] x|

File ‘Window Help

laa) Export &G Print 2 Help l

Graph | Table |
Interface outside, Packet Counts

Kpackets

D T T T T
12/14:57:00 12/14:58:00 12/14:50:00 12/15:00:00 12/15:01:00
ASA Time (EDT)

{ - In;ut Packet Count -@- Output Packet Count

Yiew: |Real-time, data every 10 sec LI
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Reflection:

1. What are some benefits to using ASDM over the CLI?

2. What are some benefits to using the CLI over ASDM?
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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Chapter 10 Lab C: Configuring Clientless and
AnyConnect Remote Access SSL VPNs Using ASDM

Topology

VLAN 2
(outside)

~ Fa0/0 209.165.200.224/29

Fa0/5
192.168.2.0/24 ﬁ
VLAN 3 172.16.3.0/24
(dm) [ =]
Fa0/18
Fa0/24 | 192.168.1.0/24
=g ceene
(inside) erna
DMZ = “ PCC Host
Server Fa0/18
PCA
192.168.2.3 172.16.3.3
Internal
Host PCB |}| 192.168.1.3

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
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IP Addressing Table

Default

Device Interface IP Address Subnet Mask Gateway Switch Port

R1 FAO0/0 209.165.200.225 | 255.255.255.248 | N/A ASA EO0/0
S0/0/0 10.11.1 255.255.255.252 | N/A N/A
(DCE)

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 10.2.2.2 255.255.255.252 | N/A N/A
(DCE)

R3 FAO0/1 172.16.3.1 255.255.255.0 N/A S3 FA0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

ASA VLAN 1 192.168.1.1 255.255.255.0 NA S2 FA0/24
(E0/1)

ASA VLAN 2 209.165.200.226 | 255.255.255.248 | NA R1 FA0/0
(E0/0)

ASA VLAN 3 192.168.2.1 255.255.255.0 NA S1 FA0/24
(E0Q/2)

PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FA0/6

PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 FA0/18

PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 FA0/18

Objectives

Part 1: Lab Setup

e Cable the network as shown in the topology.
e Configure hostnames, and interface IP addresses for routers, switches, and PCs.
e Configure static routing, including default routes, between R1, R2, and R3.

e Verify connectivity between hosts, switches, and routers.

Part 2: Access the ASA Console and Prepare for VPN configuration.

e Access the ASA console.

e Clear previous configuration settings.

e Load the ASA CLI command script to configure basic settings.
e Access ASDM.
Part 3: Configuring Clientless SSL VPN Remote Access Using ASDM.

e Configure the SSL VPN interface connection profile.

e Configure Local AAA user authentication.

e Configure the group policy.

e Configure a bookmark list for intranet URLS.

o Verify access to the VPN portal.

e Monitor the clientless SSL VPN connection.

Part 4: Configuring AnyConnect Client SSL VPN Remote Access Using ASDM.

e Clear Clientless SSL VPN configuration from Part 3.
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e Configure the SSL VPN interface connection profile.
e Configure the VPN encryption protocol.

e Configure the AnyConnect client image to upload.

e Configure Local AAA user authentication.

e Configure the client address pool.

e Configure the DNS server and NAT exempt.

¢ Configure AnyConnect client deployment.

e Verify VPN access and AnyConnect client upload.

e Monitor the AnyConnect SSL VPN connection.

Background / Scenario

In addition to statefull firewall and other security features, the ASA can provide both site-to-site and remote
access VPN functionality. The ASA provides two main deployment modes that are found in Cisco SSL remote
access VPN solutions.

e Clientless SSL VPN: Clientless, browser-based VPN that lets users establish a secure, remote-access
VPN tunnel to the ASA using a web browser and built-in SSL to protect VPN traffic. After authentication,
users are presented with a portal page and can access specific, predefined internal resources from the
portal.

e Client-Based SSL VPN: Provides full-tunnel SSL VPN connection but requires a VPN client application
to be installed on the remote host. After authentication, users can access any internal resource as if they
were physically on the local network. The ASA supports both SSL and IPsec client-based VPNSs.

In Part 1 of the lab you will configure the topology and non-ASA devices. In Part 2 you will prepare the ASA
for ADSM access. In Part 3 you will use the ASDM VPN wizard to configure a clientless SSL remote access
VPN and verify access using a remote PC with a browser. In Part 4 you will configure an AnyConnect client-
based SSL remote access VPN and verify connectivity.

Your company has two locations connected to an ISP. Router R1 represents a CPE device managed by the
ISP. Router R2 represents an intermediate Internet router. Router R3 connects users at the remote branch
office to the ISP. The ASA is an edge CPE security device that connects the internal corporate network and
DMZ to the ISP while providing NAT services to inside hosts.

Management has asked you to provide VPN access, using the ASA as a VPN concentrator, to teleworkers.
They want you to test both the clientless access model, using SSL and a browser for client access, and the
client-based model using SSL and the Cisco AnyConnect client.

Note: The routers used with this lab are Cisco 1841 with Cisco IOS Release 12.4(20)T (Advanced IP image).
The switches are Cisco WS-C2960-24TT-L with Cisco 10S Release 12.2(46)SE (C2960-LANBASEK9-M
image). Other routers, switches, and Cisco IOS versions can be used. However, results and output may vary.

The ASA used with this lab is a Cisco model 5505 with an 8-port integrated switch, running OS version 8.4(2)
and ASDM version 6.4(5) and comes with a Base license that allows a maximum of three VLANS.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 3 routers (Cisco 1841 with Cisco IOS Release 12.4(20)T1 or comparable)

e 3 switches (Cisco 2960 or comparable)

e 1 ASA 5505 (OS version 8.4(2) and ASDM version 6.4(5) and Base license or comparable)
e PC-A: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client (Web server optional)
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e PC-B: Windows XP, Vista, or Windows 7 with PUuTTy SSH client and Java 6 (ASDM loaded on the PC
is optional)

e PC-C: Windows XP, Vista, or Windows 7 with Internet Explorer, CCP, PuTTy SSH client
e Serial and Ethernet cables as shown in the topology
¢ Rollover cables to configure the routers and ASA via the console

Note: Use of a browser other than Internet Explorer 7 or newer on remote PC-C may produce results
different from those shown in this lab. It may be necessary to create an exception when connecting to the
ASA over the remote access VPN.
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Part 1: Basic Router/Switch/PC Configuration

In Part 1 of this lab, you will set up the network topology and configure basic settings on the routers such
as interface IP addresses and static routing.

Note: Do not configure any ASA settings at this time.

Step 1: Cable the network and clear previous device settings.

Attach the devices shown in the topology diagram and cable as necessary. Make sure that the routers
and switches have been erased and have no startup configurations.

Step 2: Configure basic settings for routers and switches.

a.

Configure host names as shown in the topology for each router.
Configure router interface IP addresses as shown in the IP Addressing Table.

Configure a clock rate for routers with a DCE serial cable attached to their serial interface. Router R1
is shown here as an example.

Rl (config)# interface S0/0/0
Rl (config-if)# clock rate 64000

Configure the host name for the switches. Other than host name, the switches can be left in their
default configuration state. Configuring the VLAN management IP address for the switches is
optional.

Step 3: Configure static routing on the routers.

a.

Configure a static default route from R1 to R2 and from R3 to R2.

Serial0/0/0
Serial0/0/1

Rl (config)# ip route
R3 (config)# ip route

o o

0.0.0.0 0.0.0.
0.0.0.0 0.0.0.

Configure a static route from R2 to the R1 Fa0/0 subnet (connected to ASA interface E0/0) and a
static route from R2 to the R3 LAN.

R2 (config) # ip route 209.165.200.224 255.255.255.248 Serial0/0/0
R2 (config) # ip route 172.16.3.0 255.255.255.0 Serial0/0/1

Step 4: Enable the HTTP server on R1 and set the enable and vty passwords.

a.

Enable HTTP access to R1 using the ip http server command in global config mode. Also set
the VTY password to cisco.

Configure the same settings on R2 and R3. Router R1 is shown here as an example.

Rl (config)# ip http server
Rl (config)# enable password class

Rl (config)# line vty 0 4
Rl (config-line) # password cisco
Rl (config-line)# login

Rl (config) # line con 0
Rl (config-line) # password cisco
Rl (config-line)# login
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Step 5: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for PC-A, PC-B, and PC-C as shown in
the IP Addressing Table.

Step 6: Verify connectivity.

Because the ASA is the focal point for the network zones and it has not yet been configured, there will be
no connectivity between devices connected to it. However, PC-C should be able to ping the R1 interface
Fa0/0. From PC-C, ping the R1 Fa0/0 IP address (209.165.200.225). If these pings are not successful,
troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-C to R1 Fa0/0 you have demonstrated that static routing is configured and
functioning correctly.

Step 7: Save the basic running configuration for each router and switch.

Part 2: Accessing the ASA Console and ASDM

Step 1: Access the ASA console.

a. Accessing the ASA via the console port is the same as with a Cisco router or switch. Connect to the
ASA Console port with a rollover cable.

b. Use aterminal emulation program such as TeraTerm or HyperTerminal to access the CLI, and use
the serial port settings of 9600 baud, eight data bits, no parity, one stop bit, and no flow control.

c. If prompted to enter Interactive Firewall configuration (Setup mode), answer no.

d. Enter privileged mode with the enable command and password (if set). By default the password is
blank so you can just press Enter. If the password has been changed to that specified in this lab, the
password will be class. In addition, the hosthame and prompt will be CCNAS-ASA>, as shown here.
The default ASA hostname and prompt is ciscoasa>.

CCNAS-ASA> enable
Password: class (or press Enter if none set)

Step 2: Clear the previous ASA configuration settings.
a. Usethe write erase command to remove the startup-config file from flash memory.

CCNAS-ASA# write erase

Erase configuration in flash memory? [confirm]
[OK]

CCNAS-ASA#

Note: The IOS command erase startup-config is not supported on the ASA.

b. Use the reload command to restart the ASA. This will cause the ASA to come up in CLI Setup

mode. If you see the message System config has been modified. Save? [Y]es/[N]o:,
respond with “N”.

CCNAS-ASA# reload

Proceed with reload? [confirm] <enter>
CCNAS-ASA#

* K Kk

*** ——— START GRACEFUL SHUTDOWN ---
Shutting down isakmp

Shutting down File system

* K Kk
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*** ——— SHUTDOWN NOW ---

Process shutdown finished

Rebooting.....

CISCO SYSTEMS

Embedded BIOS Version 1.0(12)13 08/28/08 15:50:37.45
<output omitted>

Step 3: Bypass setup mode.

When the ASA completes the reload process, it should detect that the startup-config file is missing and go
into Setup mode. If it does not come up in this mode, repeat Step 2.

a. When prompted to pre-configure the firewall through interactive prompts (Setup mode), respond with

no-.

Pre-configure Firewall now through interactive prompts [yes]? no

b. Enter privileged EXEC mode with the enable command. The password should be blank (no
password) at this point.

c. The first time you enter configuration mode after running reloading you will be asked if you wish to
enable anonymous reporting. Respond with “no”.
Step 4: Configure the ASA by using the CLI script.

In this step you will use the modified running-config from Lab 10A to preconfigure basic settings, the
firewall and DMZ.

a. Other than the defaults that the ASA automatically inserts, ensure with the use of the show run
command that there is no previous configuration in the ASA.

b. Enter CLI global configuration mode. When prompted to enable anonymous call-home reporting,
respond “no”.

ciscoasa> enable
Password: <enter>
ciscoasa# conf t

ciscoasa (confiqg) #

c. Copy and paste the Pre-VPN Configuration Script commands listed below at the ASA global config
mode prompt to bring it to the point where you can start configuring the SSL VPNs.

d. Observe the messages as the commands are applied to ensure that there are no warnings or errors.
If prompted to replace the RSA keypair, respond “yes”.

e. Issue the write mem (Or copy run start)command to save the running configuration to the
startup configuration and the RSA keys to non-volatile memory.
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hostname CCNAS-ASA
|

domain-name ccnasecurity.com

|

enable password class
passwd cisco

|

interface Ethernet0/0

switchport access vlan 2

no shut

|

interface Ethernet0/1

switchport access vlan 1

no shut

|

interface Ethernet0/2

switchport access vlan 3

no shut

|

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
|

interface Vlan2

nameif outside

security-level O

ip address 209.165.200.226 255.255.255.248
|

interface Vlan3

no forward interface Vlanl
nameif dmz

security-level 70

ip address 192.168.2.1 255.255.255.0
|
object network inside-net

subnet 192.168.1.0 255.255.255.0
|
object network dmz-server

host 192.168.2.3

|

access-list OUTSIDE-DMZ extended permit ip any host 192.168.2.3
!

object network inside-net

nat (inside,outside) dynamic interface

|

object network dmz-server

nat (dmz,outside) static 209.165.200.227
I

access—-group OUTSIDE-DMZ in interface outside
|

route outside 0.0.0.0 0.0.0.0 209.165.200.225 1
!

username admin password ciscol23
|

aaa authentication telnet console LOCAL
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aaa authentication ssh console LOCAL
aaa authentication http console LOCAL
|
http server enable
http 192.168.1.0 255.255.255.0 inside
ssh 192.168.1.0 255.255.255.0 inside
telnet 192.168.1.0 255.255.255.0 inside
telnet timeout 10
ssh timeout 10
|
class-map inspection default

match default-inspection-traffic
policy-map type inspect dns preset dns map
parameters

message-length maximum client auto

message-length maximum 512
policy-map global policy

class inspection default

inspect icmp

|
prompt hostname context

no call-home reporting anonymous
|

crypto key generate rsa modulus 1024

Step 5: Access ASDM.
a. Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1.
Note: Be sure to specify the HTTPS protocol in the URL.

b. After entering the URL above, you should see a security warning about the website security
certificate. Click Continue to this website. Click Yes for any other security warnings. At the ASDM
welcome page, click the Run ASDM button. The ASDM-IDM Launcher will display. Login as user
admin with password cisco123. ASDM will load the current configuration into the GUI.
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|»

Cisco ASDM 6.4(5) Uil

Cisco ASDM 6.4(5) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

When you run Cisco ASDM as a local application, it connects to your security appliance from
yvour desktop using SSL. Running Cisco ASDM as an application has these advantages:

e You can invoke ASDM from a desktop shortcut. No browser is required.

e One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher and Run ASDM

ou can run Cisco ASDM as a Java Web Start application that is dynamically downloaded
rom the security appliance.

e Click Run ASDM to run Cisco ASDM.

e Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you
through, step by step, the initial configuration of your security appliance.

Run ASDM Run Startup Wizard

Copyright @ 2006-2011 Cisco Systems, Inc. All rights reserved.

L |

@ Cisco ASDM-IDM Launcher ¥1.5(50) ] -| o x|

Cisco ASDM-IDM Launcher L.l

Enter username and password for 192.168.1.1

Username: ||

Password: |

| OK I Close

=|8
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Part 3. Configuring Clientless SSL VPN Remote Access Using ASDM.

Step 1: Review the Remote Access VPN ASDM Assistant.

a. From the menu bar, choose the Configuration button and click Remote Access VPN to display the
Introduction screen. From here you can access information on how to create any of the three types of
remote access VPNSs.

@ Cisco ASDM 6.4 for ASA - 192.168.1.1 T -0l x|
File View Tools Wizards Window Help Look For: | Go ‘ I " l '
[ [ '
e . . e ™ - | B
@ Home Oé?} Configuration [a Monitoring ’ B Save G Refresh ‘ o Back ‘\) Forward ‘ ? Help ’ CIsSCO
Device List o f X Configuration > Remote Access ¥PN > Introduction O

& add [ Delete & Connect
A = What Is Remote Access VPN?
Find: Go
’ ] _ 92.168.1.1 Remote Access VPN provides secure, customizable connections to corporate networks and applications to users at home or on the road.
The ASDM Assistant guides you step by step through the configuration of the three types of Remote Access VPN,
" Remote Acces” ASDM Assistant |
ASDM Assistant o & X

Clientless SSL VPN Remote Access {using Web Browser) |

SSL or IPsec{IKEv2) VPN Remote Access (using Cisco AnyConnect Client) |

&0 IPsec(IKEv1) YPN Remote Access (using Cisco YPM Client) |

Configure Clientless
SSL VPN Remote
Access

Cliertless SSL VPN

provides remote users with
secure accesstoa

corporate network when ]
using a web browser. No ¥/
| 4

| search

O

4 | 2

‘admin 2 B | | | | & onsinzesizemutc

b. Click the button Clientless SSL VPN Remote Access (using Web Browser) to access the ASDM
Assistant. Read through the information provided to get a better understanding of the process for
creating this type of VPN.

Step 2: Start the VPN wizard.

a. From the ASDM main menu at the top of the browser window, select the Wizards > VPN Wizards >
Clientless SSL VPN wizard. The SSL VPN wizard Clientless SSL VPN Connection screen is
displayed.

b. Review the on-screen text and topology diagram, and then click Next to continue.
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SSL VPN Wizard Clientless SSL ¥PN Connection {Step 1 of 6)

The security appliance provides Secure Socket Layer {SSL) remote access connectivity from almost any Internet-enabled
location using only a Web browser and its native SSL encryption.

B
The security appliance allows SSL-enabled web browsers to access HTTP El - ;';'!";’5_'?;~ L RS i
or HTTPS web servers on a portal page. b
Browser SSLVPN Group
based Gateway Policy

< Back I MNext > I Finish | Cancel | Help I

Step 3: Configure the SSL VPN user interface.

a. Onthe SSL VPN Interface screen, configure ClientlessVPN-Con-Prof as the Connection Profile
Name, and specify outside as the interface to which outside users will connect.

Note: By default, the ASA will use a self-signed certificate to send to the client for authentication.
Optionally, the ASA may be configured to use a third-party certificate that is purchased from a well-known
certificate authority, such as VeriSign, to connect clients. In the event that a certificate is purchased, it
may be selected in the Digital Certificate drop-down menu.

The SSL VPN Interface screen provides links in the Information section. These links identify the URLs
that need to be used for the SSL VPN service access (login) and for Cisco ASDM access (to access the
Cisco ASDM software).

b. Click Next to continue.
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SSL VPN Wizard SSL ¥PN Interface (Step 2 of 6)

Provide a connection profile and the interface that S5L ¥PM users connect to.
Connection Profile Name:

lCIientIessVPN-Con-Prof
The interface users access for SSL YPN connections.

SSL YPN Interface: |outside 3

Digital Certificate

When users connect, the security appliance sends this digital certificate to the remate web browser to authenticate
the ASA,

Certificate: -- None -- LI

Accessing the Connection Profile

One accesses this connection profile either by its Group Alias or Group URL. One selects the Group Alias from the
Group drop-down list at the login page. One enters the Group URL in a Web browser,

[ Connection Group Alias/URL |

[ Display. Group &lias list at the login page

Information
@ URL to access S5L VPN Service: https://209.165.200.226
URL to access ASDM: https://209.165.200.226,/admin

< Back | Mext = I Fiist | Cancel I Help I

Step 4: Configure AAA user authentication.

On the User Authentication screen, click Authenticate using the local user database and enter the user
name VPN-User with a password of remote. Click Add to create the new user and click Next to continue.
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SSL VPN Wizard User Authentication (Step 3 of 6)

The security appliance supports authentication of users by an external AAA server or local user accounts. Specify how
the security appliance authenticates users when they login.

(" Authenticate using a AAA server group

AA/A Server Group Name: I LI Mew:., I

¢ Authenticate using the local user database

Usertobendied

Username:
fvPN-User

Add >> I
Password:
I******** Delete |

Confirm Password:

I********

< Back I Mext = I Fiist | Cancel | Help |

Step 5: Configure the VPN group policy.

On the Group Policy screen create a new group policy named ClientlessVPN-Grp-Pol. When configuring
a new policy, the policy name cannot contain any spaces. Click Next to continue.

Note: By default, the created user group policy will inherit its settings from the DfltGrpPolicy. These
settings may be modified after the wizard has been completed by navigating to the Configuration >
Remote Access VPN > Clientless SSL VPN Access > Group Policies submenu.
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SSL VPN Wizard Group Policy (Step 4 of 6)

A group policy is a collection of user-oriented attributefvalue pairs. Unless assigned to a specific group policy, all users
are members of the default group policy (DFltGrpPolicy). Therefore, configuring the default group policy lets users inherit
attributes that you have not configured at the individual group policy or username level.

{+ Create new group policy |C|ientless\a'PN-Grp-PoI

" Modify existing group policy IDHI:':SrpF'alica,- _v_l

< Back I Mext = I Fimish | Cancel | Help I

Step 6: Configure the bookmark list (clientless connections only).

A bookmark list is a set of URLSs that is configured to be used in the clientless SSL VPN web portal. If there
are bookmarks already listed, use the Bookmark List drop-down menu, select the bookmark of choice and
click Next to continue with the SSL VPN wizard. However, there are no configured bookmark lists by default
and therefore they must be configured by the network administrator.

a. From the Clientless Connections Only — Bookmark List screen, click the Manage button to create an
HTTP server bookmark in the bookmark list. In the Configure GUI Customization Objects window, click
Add to open the Add Bookmark List window. Name the list Web-Server.

Note: If the Web-Server bookmark list is shown as available from a previous configuration, you can delete it
in ASDM and recreate it.
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x|
SSL VPN Wizard Clientless Connections Only - Bookmark List {Step 5 of 6)

Configure a list of group intranet websites that appears in the portal page as links that Clientless users can
navigate to,

Bookmark List: |-- MNone -- LI Manage... I

& Configure GUI Customization Objects x|

Configure Bookmark Lists that the security appliance displays on the S5L YPR

portal page.
This parameter is enforced in either a HaoEsal«Nan a9, a dynamic access policy,
or a user policy configuration. You can click on Assign button to assign the

selected one to them.

& Addl @ Edit I i Deletel EH Importl [& Export I 8% Assign

| Bookmarks ’ Group PoliciesfDAPs/LOCAL Users Using the Bookmarks ’

Find:l ) O I MakchCase
OK I Cancel l Help I

< Back | Mext > | Finish | Cancel | Help |

SSL VPN Wizard Clientless Connections Only - Bookmark List {Step 5 of 6)

Configure a list of group intranet websites that appears in the portal page as links that Clientless users can navigate to.

Bookmark List: I MNone -- LI Manage... I

#% Add Bookmark List i x|

Bookmark List Name: |Web-Server

Bookmark Title | URL | Add

Edit

Moye Up

Move Down

Hdie

Find:l () (@ I MatchCase
OK I Cancel I Help I

< Back I MNext = | Fimish I Cancel I Help I
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b. From the Add Bookmark List window, click Add to open the Add Bookmark window. Enter Web Mail as
the Bookmark Title. Enter the server destination IP address or hostname as the URL to be used with the
bookmark entry. In this example, the internal IP address of the DMZ server is specified. If this server has
HTTP web services and web mail installed and functional, the outside users will be able to access the
server from the ASA portal when they connect.

% Add Bookmark ) x|

Bookmark Title: |Web Mail

URL: http ] a4t [192.168.2.3 '

Preload Page (Optional)
Preload URL: Ihttp L‘ :,l’.fl

Wait Time: I {seconds)

Other Settings {Optional)
Subtitle: |

Thumbnail: I-- Mone -- VI Manage |

[ Enable Smart Tunnel

v allow the users to bookmark the link

Advanced Options

«

QK I Cancel Help

c. When the Bookmark Title and URL are entered, click OK in the Add Bookmark window to return to the

Configure GUI Customization Objects window. Select the desired bookmark and click OK to return to the
Bookmark List window. Click Next to continue.

Step 7: Review the configuration summary and deliver the commands to the ASA.

a. The Summary page is displayed next. Verify that the information configured in the SSL VPN wizard is
correct. You can click the Back button to make changes or click Cancel and restart the VPN wizard.

b. Click Finish to complete the process and deliver the commands to the ASA.
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SSL VPN Wizard Summary (Step 6 of 6)

‘You have created a SSL YPN connection with following attributes:

Selected Features: Clientless

Connection Mame: Clientless¥PN-Con-Prof
SSL YPM Interface: outside

User Authentication:LOCAL

New Users: ¥PN-User,

Group Policy: Clientless¥PN-Grp-Pol
Bookmark List: Web-Server

< Back | fdext > I Finish | Cancel | Help I

Step 8: Verify the ASDM SSL VPN connection profile.

In ASDM choose Configuration > Remote Access VPN > Clientless SSL VPN Access > Connection
Profiles. From this window the VPN configuration can be verified and edited.
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File View Tools ‘Wizards

Window Help

Look For: I Go

@ Home Ci%} Configuration E”;l Monitoring { Q Save @- Refresh ’ o Back ‘\_) Forward ’ ? Help |

l'l'lllll
i Cisco

Device List o 2 X

% add [J Delete g Connect

Find: I Go

Configuration > Remote Access ¥PN > Clientless SSL ¥PN Access > Connection Profiles O

Access Interfaces -

Enable interfaces for clientless SSL VPN access.

Remote Access ¥PN a 2

-9 Introduction A

§ Portal

= m Group Policies

; q Dynamic Access Policie
fa Advanced

€3 Easy YPN Remote
- AdafLocal Users
@ Host Scan Image

[+ 4 Secure Desktop Manager
[+ Certificate Management =

21 ""'|>

&) Device Setup
% Firewall

l gg Remote Access YPN

gg Site-to-Site YPN

ﬂ) Device Management

¥

Interface Allow Access
outside 4 Device Certificate ... |
drmz I
inside | Port Setting ... |

v Enable inbound YPM sessions to bypass interface access lists, Group policy and per-user authorization access lists still apply to
the traffic.

L ogin Page Setting

r Allow user to select connection profile, identified by its alias, on the login page. Otherwise, DefaultwebYPNGroup will be the
connection profile.

[~ allow user to enter internal password on the login page.

[~ Shutdown portal login page.

“onnection Profiles

Connection profile {tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from
certificate ko connection profile here,

& addl [ Edit | i | Deletel [Find: [ ©® © I Matchcase ’

Name I Enabled I Aliases I Authentication Method | Group Policy I i
DefaultRAGroup v AAA(LOCAL) DfltGrpPolicy
DefaultWEBYPNGroup v AMA(LOCAL) DfItGrpPaolicy
wprof | @ | |AAA(LOCAL vaor
5
apply | Reset |
\admin 2 B galld | | | & 10115711 1:29:40 PMUTC

Step 9: Verify VPN access from the remote host.

a. Open the browser on PC-C and enter the login URL for the SSL VPN into the address field
(https://209.165.200.226). Be sure to use secure HTTP (HTTPS) as SSL is required to connect to the

ASA.

b. The Logon window should appear. Enter the previously configured user name VPN-User and password
remote and click Logon to continue.
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- https://7209.165.200.226/+CSCOE +/logon.html - Windows Internet Explorer
—

v | htps: /203165 200 226/+CSCOE +/logon hin v| & Cettfcate Eror | [#2|| X | [Li= eac |[2]-]
File Edit VYiew Favortes Tools Help
W ’féhtkps://209.185.200.228/+CSCDE+/Iogon.hlml ] l f% -~ B = v [ Page v Took ~
Logon

Username [VPN-User |

Password |eseees| |

Step 10: Access the Web Portal window.

Once the user authenticates, the ASA SSL Web portal webpage will be displayed listing the various
bookmarks previously assigned to the profile. If the Bookmark points to a valid server IP address or
hostname that has HTTP web services installed and functional, the outside user will be able to access the
server from the ASA portal. In this lab the web mail server is not installed.

7 hitps:/7208.165,200.226/+CSCOE+/portal.html - Windows Internet Explorer )X
— —— -
GU v & hitps://209.165.200 226/+CSCOE +/portal il v| i3 Certficate Enar | |42/ | X | [Live Seaich |[2]-]
File Edit View Favortes Tools Help
W ’@hltps://208.185.200.228/+CSCDE+/pottal.hlrn| ] l f% -~ B & - [ Page v Took ~
Address | http:/ v || | [ Browse | Logout
(@ Web Access
. | Web Bookmarks = |
@ File Access @ Web Mail

Step 11: View the clientless remote user session using ASDM Monitor.
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While the remote user at PC-C is still logged in and on the ASA portal page, you can view the session

statistics using ASDM monitor.

From the menu bar, click the Monitoring button and then choose VPN > VPN Statistics > Sessions.
Click the Filter By pull-down menu and choose Clientless SSL VPN. You should see the VPN-User

session logged in from PC-C (172.16.3.3).

Note: You may need to click the Refresh button on the menu bar to display the remote user session.

File View Tools Wizards Window Help Look For: | Go l| | 'I'
- (] [] (]
@ Home Og‘,} Configuration @ Monitoring ‘ Q Save @ Refresh ' o Back d Forward l ? Help ’ CiIsCO
Device List o 8 X Monitoring > ¥PN > ¥PN Statistics > Sessions (m]
% add [ Delete & Connect
Find: I Go Type Active ] Cumulative Peak Concurrent I Inactive l
!D 192.168. 1.1 Clientless YPN 1 1 1
Browser 1 1 1
VPN [ ASDM Assistant |
¥PN g 1
a VPN Statistics -
L ¥sessions Filter By: [Clientless SSL PN = | |- A sessions - =] Filter |
:J‘, Crypto Statistics
: ___J Compression Statistics Username Group Policy Protocol Login Time Bytes Tx Details I
§ :J..u Encryption Statistics IP Address Connection Profile Encryption Duration Bytes Rx
B Global IKE/IPsec Statistic: 5 { 5 ITC WWed Oct 19 2011 Logout |
'—J —J Ping |

I_nterfaces
} VRN
s q

To sork VPN sessions, tight-click on the above table and select Table Sort Order from popup menu.

Z“ Logout Sessions l
Refresh I

>
Qigd i
Routing
Properties
Logging

Logout By: l-— All Sessions --

Last Updated: 10/19/11 5:37;37 PM

Data Refreshed SuccessFully. admin 2 et b

Step 12: Logout

| & |1019/11 5:54:06 PM UTC

The user should log out of the web portal window using the Logout button when done (See Step 10).
However, the web portal will also time out if there is no activity. In either case a logout window will be
displayed informing users that for additional security, they should clear the browser cache, delete the

downloaded files, and close the browser window.
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7
¢

File Edit “iew Favontes Tools Help

% 4 | 8 htips://209.165.200.226/+CSCOE+/logon htmi?reason... ] @2 - deh - |-b Page v {CF Tools ~

r— |

You have been logged out.

For improved security, please:
e Clearthe browser's cache

e Delete any downloaded files
e Close the browser's window
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Part 4. Configuring AnyConnect SSL VPN Remote Access Using ASDM.

Step 1: Clear the ASA configuration and access ASDM.

a. Before beginning Part 4 of this lab, use the procedure that is described in Part 2 to remove the current
VPN settings, return the ASA to its base configuration, and verify ASDM access.

b. Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1.
Note: Be sure to specify the HTTPS protocol in the URL.

c. After entering the URL above, you should see a security warning about the security certificate of the
website. Click Continue to this website. The ASDM welcome page will display. Click the Run ASDM
button and login as admin with a password of cisco0123.

Step 2: Review the Remote Access VPN ASDM Assistant.

a. From the ASDM menu bar, click the Configuration button and choose Remote Access VPN to display
the Introduction screen. From here you can access information on how to create each of the three types
of remote access VPNs that are supported by the ASA.

g% Cisco ASDM 6.4 for ASA - 192.168.1.1 I o ] 0|
File View Tools Wizards Window Help Look For: | 'I | |"
> ' [ '
@ Home (}%} Configuration E*] Monitoring ’ B Save @ Refresh ‘ o Back \) Forward ? Help ' i CISCO
Device List o B X Configuration > Remote Access ¥PN > Introduction O

& Add Delete ﬂ Connect

Eind: I Go What Is Remote Access VPN?
3@ 192.168.1.1 Remote Access YPM provides secure, customizable connections to corporate networks and applications to users at home or on the road.
The ASDM Assistant guides you step by step through the configuration of the three types of Remote Access VPN,

" Remote Acces/ ASDM Assistant |

ASDM Assistant g 8 X Clientless S5L YPN Remote Access (using Web Browser) |
Ciarchie @ @ SSL or IPsec{IKEv2) VPN Remote Access (using Cisco AnyConnect Client) |
il &0} IPsec(IKEv1) YPN Remote Access (using Cisco YPM Client) |
Configure AnyConnect
SSL VPN Remote
Access
AnyConnect SSL VPN

provides remote users
with secure accesstoa
corporate network when
using the Cisco

\ AnyConnect client.

ladmin 2 B |3 @ |10/17j11 2:47:58 PM UTC

b. Click the button SSL or IPsec(IKEv2) VPN Remote Access (using Cisco AnyConnect Client) to
access the ASDM Assistant. Read through the information provided to get a better understanding of the
process for creating this type of VPN.
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Step 3: Start the VPN wizard.
a. From the ASDM main menu, choose the Wizards > VPN Wizards > AnyConnect VPN wizard.

b. Review the on-screen text and topology diagram, and then click Next to continue.

= AnyConnect ¥PN Connection Setup Wizard o 1 il x|

VPN Wizard

Introduction

Use this wizard to configure the ASA to accept YPN connections from the AnyConnect VPN Client. The connections will be
protected using either the IPsec or the SSL protocol. The ASA will automatically upload the AnyConnect VPN Client to the
end user's device when a YPN connection is established.

VPN Remote Access

Local i’} Remote

= Back I Next = I Cancel Help

Step 4: Configure the connection profile.

On the Connection Profile Identification screen, enter AnyC-SSL-VPN-Con-Prof as the Connection
Profile Name and specify the outside interface as the VPN Access Interface. Click Next to continue.
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@= AnyConnect ¥YPN Connectio

Steps

Setup Wizard

Connection Profile Identification

-~ N s W

o0

10, Summary

. Introduction

. Connection Profile

. VPN Protocols
. Client Images
. Authentication Methods
. Client Address Assignme

. Network Mame Resolutic

. NAT Exempt

. AnyConnect Client

-

Identification

Servers

Deployment

Ll

This step allows you to configure a Connection Profile Mame and the Interface the remote access users will
access for VPN connections.

Connection Profile Name: I AnyC-55L-YPN-Con-Prof

VPN Access Interface: Ioutside ‘:'

Cancel Help

< Back ” MNext = I

Step 5: Specify the VPN encryption protocol.

On the VPN Proto

cols screen, uncheck the IPsec protocol and leave the SSL check box checked. Do not

specify a device certificate. Click Next to continue.

@= AnyConnect ¥PN Connection Setup Wizard 5]
Steps VPN Protocols

1. Introduction AnyConnect can use either the IPsec or SSL protocol ko protect the data traffic, Please select which protocol or protocols
2. Connection Profile you would like this connection profile to support.

Identification
3. ¥PN Protocols IviiSst
4, Client Images [~ IPsec
5. Authentication Methods : 5

Device Certificate

6. Client Address Assignment Device certificate identifies the ASA to the remote access clients. Certain AnyConnect
7. Network Name Resolution features {Always-On, IPsec/IKEv2) require that valid device certificate be available on

Servers the ASA.
8. NAT Exempt Device Certificate: I Mone -- 3 Manage... |
9, AnyConnect Client

Deployment
10, Summary

Cancel Help

< Back | Next = I

Step 6: Specify the client image to upload to AnyConnect users.
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a. On the Client Images screen, click Add to specify the AnyConnect client image filename. In the Add
AnyConnect Client Image window, click the Browse Flash button.

% AnyConnect ¥PN Connection Setup Wizard ] ] x|
Steps Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the client device when it accesses the enterprise network.
2 fdonﬁ.cu? Profile A regular expression can be used to match the user-agent of a browser to an image.
endeaton You can also minimize connection setup time by moving the image used by the most commonly encountered operation
3. VPN Protocols system to the top of the list.
4. Client Images — §% Add AnyConnect Client Image L X|
5. Authentication Methods WAdd @ Repl
) . . AnyConnect Image: I Browse Flash... I
6. Client Address Assignment
7. Network Name Resolution Upload... I
Wit Regular expression to match user-agent ¥
8. MNAT Exempt
9, AnyConnect Client OK I Cancel Help I
Deployment
10, Summary
Y¥ou can download AnyConnect Client packages from Cisco by searching 'anyConnect YPN Client' or click here.

< Back I Mext = I Cancel Help

b. From the Browse Flash window, select the AnyConnect package file for Windows (anyconnect-win-
2.5.2014-k9.pkg, in this case). Click OK to return to the AnyConnect Client Images window and then click
OK again. On the Client Images screen, click Next to continue.

f% Browse Flash L 1 x|
Folders Files
Bl dsko FileName /1| size (bytes) [ Date Modified |
[:I coredumpinfo (1 coredumpinfo 08/29/11 13:02:14 &
&-Clog , () crypto_archive 08/29/11 13:05:00
- (] crypto_archive
B (5] sdesktop (Jlog 08/29/11 13:04:42
() sdeskrop 08/29/11 13:09:24
anyconnect-linux-2.5,2014-k3.pkg 6,689,498 08/29/11 13:09:30
anyconnect-macosx-i386-2.5.2014-k3.pka 6,457,517  08/29/11 13:09:26
anyconnect-win-2.5.2014-k9.pkg 4,678,691  08/29/11 13:09:32
asad42-k3.bin 25,159,680 03/29/11 13:00:52
asdm-645.bin 16,280,544 08/29/11 13:02:58
csd_3.5.2008-k9.pkg 12,998,641 08/29/11 13:09:22 :J

File Mame: |anyconnect-win-2.5.2014-k9.pkg

| QK I Cancel Refresh
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Step 7: Configure AAA local authentication.

a. On the Authentication Methods screen, ensure that the AAA Server Group is specified as LOCAL.

b. Enter a new user named VPN-User with a password of remote. Click Add to create the new user. Click
Next to continue.

= AnyConnect ¥PN Connection Setup Wizard x|
Steps Authentication Methods
1. Introduction This step lets you specify the location of the authentication server.

5. Eirrection Profile You can click on the "Mew..." button to create a new server group,

Identification

3. YPN Protacols AA4 Server Group: ILOCAL vl New, .. |

4, Client Images

5. Authentication Local User Database Details

Methods admin

6. Client Address Assignment VPM-User
User to be Added

7. Network Name Resolution {

Servers Username: IVPN-User add == I

. peopokokokok

8. MNAT Exempt Password: | e
9. AnyConnect Client Confirm Password: [k

Deployment
10, Summary

< Back || Mext = I Cancel Help

Step 8: Configure the client address assignment.

a. On the Client Address Assignment screen, click New to create an IPv4 address pool named AnyC-VPN-
Client-Pool. Enter a starting IP address of 192.168.1.33, an ending IP address of 192.168.1.62 and
subnet mask of 255.255.255.224.

b. Click Next to continue.
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@= AnyConnect ¥YPN Connection Setup Wizard 1 X|

Steps

Client Address Assignment

1. Introduction A

2. Connection Profile
Identification

3. YPN Protocols
4, Client Images
5. Authentication Methods

6. Client Address
Assignment

7. MNetwork Name Resolutic
Servers

8. NAT Exempt

e

AnyConnect Client
Deployment

10. Summary j

This step allows you to create a new address pool or select an existing address pool for
IPv4 and IPv6. The AnyConnect clients will be assigned addresses from the pools when
they connect.

IPv6 address pool is only supported For SSL connection.

1P v4 Address Pool ] 1P v6 Address Pool

Address Pool; IAnyC -VPN-Client- PooI_I New. ., |

Details of the selected address pool

Starting IP Address: |192.168.1.33 ]
Ending IP Address: |192.168.1.62 ]
Subnet Mask: | 255.255.255.224 ~|

< Back || Mext = I Cancel | Help

Step 9: Configure network name resolution.

On the Network Name Resolution Servers screen, enter the IP address of a DNS server. Leave the
current domain name as ccnasecurity. Click Next to continue.

@= AnyConnect ¥PN Connection Setup Wizard T x|

Steps

Metwork Name Resolution Servers

1. Introduction

2. Connection Profile
Identification

YPN Protocols

Client Images
Authentication Methods
Client Address Assignment

7. Network Name
Resolution Servers

8. NAT Exempt

9, AnyConnect Client
Deployment

10, Summary

This step lets you specify how domain names are resolved For the remote user
when accessing the internal network.

DMS Servers:  |10.20.30.40

WINS Servers: |

Domain Mame: Iccnasecurity.com

< Back || Mext = I Cancel Help
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Step 10: Exempt address translation for VPN traffic.

a. Onthe NAT Exempt screen, select the checkbox for Exempt VPN traffic from network address
translation.

b. Leave the default entries for the Inside Interface (inside) and the Local Network (any) as they are. Click
Next to continue.

§% AnyConnect ¥PN Connection Setup Wizard T8 x|
Steps NAT Exempt
1. Introduction If network address translation is enabled on the ASA, the YPM traffic must be

2. Connection Profile exempt from this translation.

Identification
= . .
3. VPN Protacols v Exempt YPN traffic from network address translation
4. Client Images Inside Interface is the interface directly connected to your internal
network,
5. Authentication Methods
Inside Interface: |inside z]
6. Client Address Assignment
7. Network Name Resolution Local Metwork is the network address{es) of the internal network that
Servers client can access.
8. NAT Exempt Local Metwork: |any [-]
9, AnyConnect Client

Deployment

The traffic between AnyConnect client and internal network will be
exempt from network address translation.

< Back || Mext = I Cancel Help

10, Summary

Step 11: AnyConnect client deployment.

On the AnyConnect Client Deployment screen, read the text describing the options and then click Next to
continue.
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@= AnyConnect ¥PN Connection Setup Wizard

Steps AnyConnect Client Deployment

1. Introduction AnyConnect client program can be installed to a client device by one of the
5. Connection Profile following two methods:

Identification 1) Web launch - On accessing the ASA using a \Web Browser, the AnyConnect
3. YPN Protocols client package will be automatically installed;

2) Pre-deployment - Manually install the AnyConnect client package.

4, Client Images
5. Authentication Methods
6. Client Address Assignment
7. Metwork Name Resolution

Servers
8. NAT Exempt
9. AnyConnect Client

Deployment
10. Summary

< Back ” Mext = I

Cancel Help

Step 12: Review the Summary screen and apply the configuration to the ASA.

VPN Wizard

On the Summary screen, review the configuration description and then click Finish to send the
commands to the ASA.

53 AnyConnect ¥PN Connection Setup Wizard

Surnmary

Here is the summary of the configuration.

Name l Yalue I
El Summary
MamefAlias of the Connection Profile AnyC-SSL-YPN-Con-Prof
YPN Access Interface outside
Device Digital Certificate -- NONe --
VPN Protocols Enabled SSL only
AnyConnect Client Images 1 package
Authentication Server Group LOCAL
Address Pool for the Client 192,168.1.33 - 192,168.1.62
Server: null

DNS

MNetwork Address Translation

Domain Name: null
The protected traffic is subjected to network address translation

< Back I

Cancel Help
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Step 13: Verify the AnyConnect client profile.
After the configuration is delivered to the ASA, the AnyConnect Connection Profiles screen is displayed.

File View Tools Wizards MWindow Help Look For: | Go
= alia]
@ Home 0&} Configuration E”;I Monitoring ‘ G Save @ Refresh ' o Back w\_) Forward | OD Help ’ ' CISCO
Device List o R X Configuration > Remote Access ¥PN > Network {Client) Access > AnyConnect Connection Profiles O
& Add m Delote ﬁ o end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKEx2) tunnel as well as S5L tunnel with Datagram Transport Layer ;]
Find: I Go Security (DTLS) tunneling options.
i®]192.168.1.1 Access Interfaces
v Enable Cisco AnyConnect YPM Client access on the interfaces selected in the table below
S5L access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .
Remote Access ¥PN a 2
= 5 u Eataa SSL Access IPsec (IKEv2) Access
=R AnyConnect Connection Profi A -
AnyConnect CustomizationjLe : Allow Access I Enable DTLS Allow Access I Enable Client Services Device Certificate ...
AnyConnect Client Profile outside ~ 2 r r -
AnyConnect Client Settings dmz I r B 0] Port Setlings ...
Hl Dynamic Access Policies inside r r [ ]
{83 Group Policies
n: IPsec{IKEv1) Connection Prof v Enable inbound YPM sessions to bypass interface access lists. Group policy and per-user authorization access lists still apply to the traffic.
' Secure Mobility Solution
p Address Assignment L.ogin Page Setting
‘ Advanced i = v allow user to select connection profile, identified by its alias, on the login page. Otherwise, DefaultWebYPNGroup will be the connection profile.
“““““ I~ Shutdown portal login page. =
&9 Device Setup
g Connection Profiles
<5 Firewall
3 - Connection profile {tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to
‘ Vo etate RecoeavbH connection profile here,
@ Site-to-Site VPN 4 Add | [ Edit ' [ Delete I ‘ Find: | ) © I MatchCase ‘ -
4 | ;I_'
E} Device Management
» apply. | Reset I
admin 2 B ddR | | & [10/17/11 7:16:59 PM UTC

Step 14: Log in from the remote host.

Initially you will establish a clientless SSL VPN connection to the ASA in order to download the
AnyConnect client software.

Open a web browser on PC-C and enter the login URL https://209.165.200.226 for the SSL VPN into the
address field. Because SSL is required to connect to the ASA, be sure to use secure HTTP (HTTPS).
Enter the previously created username VPN-User with password remote and click Logon to continue.
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f‘ https:/7209.165.200.226/+CSCOE +/logon.html - Windows Internet Explorer

—

KD ~ |2 hitps://209.185 200 226/+CSCOE +/lagon il K& Cetficate Enor || ¢2|| X | [Luece P~

File Edit View Favortes Tools Help

S = — ' = » »

w o ‘ (& https://203.165.200.226/+CSCOE +/logon. html { ‘ 2 B e v |:» Page v CF Tools ~
Logon

Group } Anrer‘-'S‘S“L-'\;P N:-C-onléro-f;\j

Username VPN-User l

Password [unu ]

Step 15: Accept the security certificate (if required).

The ASA may request confirmation that this is a trusted site. If requested, then click Yes to proceed.
Step 16: Perform platform detection (if required).

The ASA will begin a software auto-download process consisting of a series of compliance checks for the
target system. The ASA performs the platform detection by querying the client system in an attempt to
identify the type of client connecting to the security appliance. Based on the platform that is identified, the
proper software package may be auto-downloaded.

Step 17: Install AnyConnect (if required)

If the AnyConnect client must be downloaded, then a security warning will be displayed on the remote
host. Then the ASA will detect whether ActiveX is available on the host system. For ActiveX to operate
properly with the Cisco ASA, it is important that the security appliance is added as a trusted network site.
ActiveX will be used for client download in the event that a web portal is not in use.

All contents are Copyright © 1992-2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 32 of 39




CCNA Security

/ Installation - Windows Internet Explorer EJ@H@
@ v {g; https:#/209.165.200.226/CACHE /ste/1 /indes. html VI@ Certificate Error HE{ g{ |lw Search H;; |
File Edit ‘iew Favortes Tools Help
W ’OInstallation I—l ﬁ x deh v |k Page + (CF Tooks ~

vl A .
cI1SCO Cisco AnyConnect VI

Using ActiveX for Installation

@ WebLaunch

Security Warning
Attempting to launch ActiveX, which is digitally

- gleatt;gtrir:n signed by Cisco Systems. In order to properly use
the ActiveX control, be sure to click "Yes" on the

- ActiveX security pop-up.

- Java Detection “

Sun Java
Download

Connected

[Help] [ Download ]

To continue, choose Install. If requested, click Yes. The VPN Client Installer will begin and another
security alert window may appear. If required, click Yes to continue and accept the security certificate.

Internet Explorer - Security Warning

Do you want to install this software?

ﬁ Mame: AnyConnect YPN Client
Publisher: Cisco Systems, Inc.

@More options [ Install ] [ Don't Install ]

While files from the Internet can be useful, this file type can potentially harm
your computer, Only install software from publishers you trust. \What's the risk?
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Step 18: Client connection is established with the ASA.

Once the client completes the auto-download of the Cisco AnyConnect SSL VPN Client, the web session
will automatically launch the Cisco AnyConnect SSL VPN Client and will attempt to log the user into the
network using the same credentials that are supplied when logging into the web portal.

@ lmtallauon - Windows Internet Explorer
o

) v | htps:#/203.185 200 226/CACHE /sto/1findeniml | v | 1 Centficate Enor || ¢ | X | |LiveSeach 2]~

File Edit View

* & ‘@Installation I—‘ @ o @_; - ‘L:'i}opage - @ Tools + 2

'@ This website wants to install the following add-on: ‘AnyConnect VPN Client' from 'Cisco Systems, Inc.". If you trust the website and the add-on and want to X

install it, click here...

!"'l"ll - o
cisco Cisco AnyConnect VP

@ webLaunch Connection Established
The Cisco AnyConnect VPN Client has successfully
connected.
_ Platform
Detection

The connection can be controlled from the tray icon,
_ ActiveX circled in the image below:

- Java Detection

- Sun Java 3 o)

- Connected

Step 19: Confirm VPN connectivity.

When the full tunnel SSL VPN connection is established, an icon will appear in the system tray that signifies
that the client has successfully connected to the SSL VPN network.

a. Display connection statistics and information by double-clicking the AnyConnect icon in the system tray.
This client interface may also be used to log out the user. Note the inside IP address that is assigned to
the client from the VPN pool (192.168.1.33-.62).
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#2 Cisco AnyConnect ¥PN Client

¥ Connection | € Statistics | @& about

llllullll
CISCO

Connection State: Connected
Client Address: 192.168.1.33
Server Address: 209.165.200.226
Client Address {IPv6): Mot Available
Bytes Sent: 12854
Bytes Received: 799
Time Connected: 00:15:01

WPN session established to 209.165.200.226.

b. From a command prompt on remote host PC-C, verify the IP addressing using the ipconfig command.
There should be two IP addresses listed. One is for the PC-C remote host local IP address (172.16.3.3)
and the other is the IP address assigned for the SSL VPN tunnel (192.168.1.33).

¢ Command Prompt
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address. -« « o o o =« o = =«

Subnet:Mask: - & &S5 8 8 8 &
Default Gateway . . . . . . . .

172.16.3.3
255.255.255.0

Ethernet adapter Cisco AnyConnect UPN Client Connection:

Connection—specific DNS Suffix ccnasecurity.com
IP Address. . . . . 192.168.1.33
Subnet Mask . . . . 255.255.255.224
Default Gateway . . 192.168.1.34

c. From remote host PC-C, ping inside host PC-B (192.168.1.3) to verify connectivity.
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cn Command Prompt

\>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bhytes of data:

192.168.1.3: bytes=32 time=4ms
192.168.1.3: bhytes=32 time=4ms
192.168.1.3: bytes=32 time=4ms
192.168.1.3: bhytes=32 time=4ms

Ping statistics for 192.168.1.3:
Packets: Sent = 4, Received = 4, Lost

TTL=128
TTL=128
TTL=128
TTL=128

=0 (Bxz lossD.

Approximate r»ound trip times in milli-seconds:

Minimum = 4ms, Maximum = 4ms, Average

ENY

l

= 4ms

Note: Future SSL VPN sessions may be launched through the web portal or through the installed Cisco

AnyConnect SSL VPN Client.

#2 Cisco AnyConnect YPN Client

@ Connection | € Statistics | &% About

l'l'l‘l'l
CISCO

Connect to: 209.165.200.226 v o
Group: AnyC-55L-YPN-Con-Prof v
Username: VYPN-User

Password: skokkokdok

Please enter your userhame and password.
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Step 20: Use the ASDM Monitor to view the AnyConnect remote user session.

While the remote user at PC-C is still logged in using the AnyConnect client, you can view the session
statistics using ASDM monitor.

From the menu bar, click the Monitoring button and then choose VPN > VPN Statistics > Sessions.
Click the Filter By pull-down menu and choose AnyConnect Client. You should see the VPN-User
session logged in from PC-C, which has been assigned an inside network IP address of 192.168.1.33 by
the ASA.

Note: You may need to click the Refresh button on the menu bar to display the remote user session.

File Yiew Tools Wizards Window Help Look For: | Go | I | ‘l‘
' ' '
) " . = s o { sl 0
@ Home: O@, Configuration [j Monitoring ‘ Q Save @ Refresh | Back \_) Forward I Q Help | ' CisSCO
Device List o B X Monitoring > ¥PN > ¥PN Statistics > Sessions (m]

% Add [ Delete g8 Connect

Find: I Go Type Active [ Cumulative J Peak Concurrent I Inactive l
1 0

ip _ 92.168.1.1 AnyConnect Client 1 1
SSLITLS/DTLS 1 1 1 o
¥PN g o
ﬁ VPN Statistics -~
: i-JJ'J Sessions
M Crypto Statistics ' - . ;
= Filter By: |AnyConnect Client | |-- All Sessions -- v Filter I
- M Compression Statistics s :I I :I |
i _5.5 Encryption Statistics  + Username Group Policy Protocol Login Time Bytes Tx Details |
4 [ » 1P Address Encryption Duration Bytes Rx
VPN-User GroupPalicy % 112 UTC Wed Oct 19 2011 [ Logout |
Lnterfaces 192,168.1.33 |AnyC VPN-Co 28 0h:01m:06s 0
‘ VPN _]Ping
§ =
= 4 | ©
dipd Routing N S B
= To sort YPN sessions, right-click on the above table and select Table Sort Order from popup menu,
Properties Logout By: I All Sessions -- LI | Logout Sessions |
A Logaing
Refresh |
bl | Last Updated: 10/19/11 6:38:40 PM
Device configuration refreshed successfully, {admnin 2 ) ,@ B } | ﬂ 110/19/11 7:09:54 PM UTC
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Reflection:

1. What are some benefits of clientless vs. client-based VPNs?

2. What are some benefits of client—based vs. clientless VPNs?

3. What are some differences when using SSL as compared to IPsec for remote access tunnel
encryption?
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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Chapter 10 Lab D: Configuring a Site-to-Site IPsec VPN Using
CCP and ASDM

Topology
10.1.1.0/30
50/0/0 DCE VLAN 2
- (outside)
209.165.200.224/29
Fa0/1
Fa0/5
192.168.2.0/24
VLAN 3
{dmz)
Fa0/18
Fa0/24 | 152.168.1.0/24
(inside) erna
DMZ m PCC Host
server FED,”.B
PCA
192.168.2.3 172.16.3.3
Internal
Host PCB || 192.168.1.3

Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
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IP Addressing Table

Default

Device Interface IP Address Subnet Mask Gateway Switch Port

R1 FAO0/0 209.165.200.225 | 255.255.255.248 | N/A ASA EO0/0
S0/0/0 10.11.1 255.255.255.252 | N/A N/A
(DCE)

R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
S0/0/1 10.2.2.2 255.255.255.252 | N/A N/A
(DCE)

R3 FAO0/1 172.16.3.1 255.255.255.0 N/A S3 FA0/5
S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A

ASA VLAN 1 192.168.1.1 255.255.255.0 NA S2 FA0/24
(E0/1)

ASA VLAN 2 209.165.200.226 | 255.255.255.248 | NA R1 FA0/0
(E0/0)

ASA VLAN 3 192.168.2.1 255.255.255.0 NA S1 FA0/24
(E0Q/2)

PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FA0/6

PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 FA0/18

PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 FA0/18

Objectives

Part 1: Basic Router/Switch/PC Configuration

e Cable the network as shown in the topology.

e Configure hostnames, interface IP addresses for routers, switches and PCs.

Part 4:

Configure static routing, including default routes, between R1, R2 and R3.
Configure R3 HTTP access to enable CCP management.
Verify connectivity between hosts, switches and routers.

Basic ASA Configuration

Access the ASA console.

Clear previous configuration settings.

Load the ASA CLI command script to configure basic settings.

Verify access to ASA/ASDM.

Configuring the ISR as a Site-to-Site IPsec VPN Endpoint Using CCP
Configure basic VPN connection information settings.

Configure IKE policy parameters.

Configure a transform set.

Define traffic to protect.

Verify the VPN configuration on R3.

Configuring the ASA as a Site-to-Site IPsec VPN Endpoint Using ASDM

Identify peer device and access interface.
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e Specify IKE version.

e Specify traffic to protect.

e Configure authentication methods.
e Specify encryption algorithm.

e Verify VPN functionality.

e Monitor the VPN connection and traffic.

Background / Scenario

In addition to acting as a remote access VPN concentrator, the ASA can provide Site-to-Site IPsec VPN
tunneling. The tunnel can be configured between two ASAs or between an ASA and another IPsec VPN-
capable device such as an ISR, as is the case with this lab.

Your company has two locations connected to an ISP. Router R1 represents a CPE device managed by the
ISP. Router R2 represents an intermediate Internet router. Router R3 connects users at the remote branch
office to the ISP. The ASA is an edge CPE security device that connects the internal corporate network and
DMZ to the ISP while providing NAT services to inside hosts.

Management has asked you to provide a dedicated Site-to-Site IPsec VPN tunnel between the ISR router at
the remote branch office and the ASA device at the corporate site. This tunnel will protect traffic between the
branch office LAN and the corporate LAN, as it passes through the Internet. The Site-to-Site VPN does not
require a VPN client on the remote or corporate site host computers. Traffic from either LAN to other Internet
destinations is routed by the ISP and is not protected by the VPN tunnel. The VPN tunnel will pass through
R1 and R2, which are not aware of its existence.

In Part 1 of the lab you will configure the topology and non-ASA devices. In Part 2 you will prepare the ASA
for ASDM access. In Part 3 you will use the CCP VPN Wizard to configure the R3 ISR as a Site-to-Site IPsec
VPN endpoint. In Part 4 you will configure the ASA as a Site-to-Site IPsec VPN endpoint using the ASDM
VPN Wizard.

Note: The routers used with this lab are Cisco 1841 with Cisco I0S Release 12.4(20)T (Advanced IP image).
The switches are Cisco WS-C2960-24TT-L with Cisco I0S Release 12.2(46)SE (C2960-LANBASEK9-M
image). Other routers, switches, and Cisco 10S versions can be used. However, results and output may vary.

The ASA that is used with this lab is a Cisco model 5505 with an 8-port integrated switch, running OS version
8.4(2) and ASDM version 6.4(5) and comes with a Base license that allows a maximum of three VLANS.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 3 routers (Cisco 1841 with Cisco IOS Release 12.4(20)T1 or comparable)

o 3 switches (Cisco 2960 or comparable)

e 1 ASA 5505 (OS version 8.4(2) and ASDM version 6.4(5) and Base license or comparable)
e PC-A: Windows XP, Vista, or Windows 7 with PuTTy SSH client (Web server optional)

e PC-B: Windows XP, Vista, or Windows 7 with PuTTy SSH client and Java 6 (ASDM loaded on the PC
is optional)

e PC-C: Windows XP, Vista, or Windows 7 with PuTTy SSH client, Java 6 and CCP version 2.5.
e Serial and Ethernet cables as shown in the topology
e Rollover cables to configure the routers and ASA via the console

CCP Notes:

e Refer to Chp 00 Lab A for instructions on how to install and run CCP. Hardware/software
recommendations for CCP include Windows XP, Vista, or Windows 7 with Java version 1.6.0_11 up
to 1.6.0_21, Internet Explorer 6.0 or above and Flash Player Version 10.0.12.36 and later.
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e |f the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to
right-click on the CCP icon or menu item, and choose Run as administrator.

e Inorderto run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls.
Make sure that all pop-up blockers are turned off in the browser.
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Part 1: Basic Router/Switch/PC Configuration

In Part 1 of this lab, you will set up the network topology and configure basic settings on the routers such
as interface IP addresses and static routing.

Note: Do not configure any ASA settings at this time.

Step 1: Cable the network and clear previous device settings.
Attach the devices shown in the topology diagram and cable as necessary. Make sure that the routers
and switches have been erased and have no startup configurations.
Step 2: Configure basic settings for routers and switches.
a. Configure host names as shown in the topology for each router.
Configure router interface IP addresses as shown in the IP Addressing Table.

c. Configure a clock rate for routers with a DCE serial cable attached to their serial interface. Router R1
is shown here as an example.

Rl (config) # interface S0/0/0
Rl (config-if)# clock rate 64000

d. Configure the host name for the switches. Other than host name, the switches can be left in their
default configuration state. Configuring the VLAN management IP address for the switches is
optional.

Step 3: Configure static routing on the routers.

a. Configure a static default route from R1 to R2 and from R3 to R2.

Serial0/0/0
Serial0/0/1

Rl (config)# ip route
R3 (config)# ip route

o o

0.0.0.0 0.0.0.
0.0.0.0 0.0.0.

b. Configure a static route from R2 to the R1 Fa0/0 subnet (connected to ASA interface E0/0) and a
static route from R2 to the R3 LAN.

R2 (config) # ip route 209.165.200.224 255.255.255.248 Serial0/0/0
R2 (config) # ip route 172.16.3.0 255.255.255.0 Serial0/0/1

Step 4: Configure the enable and VTY passwords on R3.
On R3, set the enable password to class and the console and VTY passwords to cisco. Configure these
settings on R1 and R2. R3 is shown here as an example.

R3 (config) # enable secret class

R3 (config)# line vty 0 4
R3(config-line) # password cisco
R3 (config-line)# login

R3 (config) # line con 0

R3 (config-line)# password cisco
R3(config-line)# login

Step 5: Configure HTTP access, a username, and local authentication prior to starting CCP.

a. From the CLI, configure a username and password for use with CCP on R3.
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R3 (config)# ip http server
R3 (config) # username admin privilege 15 secret ciscol23

b. Use the local database to authenticate web sessions with CCP.

R3(config)# ip http authentication local

Step 6: Configure PC host IP settings.
Configure a static IP address, subnet mask, and default gateway for PC-A, PC-B, and PC-C as shown in
the IP Addressing Table.

Step 7: Verify connectivity.

From PC-C, ping the R1 Fa0/0 IP address (209.165.200.225). If these pings are not successful,
troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-C to R1 Fa0/0 you have demonstrated that static routing is configured and
functioning correctly.

Step 8: Save the basic running configuration for each router and switch.

Part 2: Basic ASA Configuration

Step 1: Access the ASA console.

a. Accessing the ASA via the console port is the same as with a Cisco router or switch. Connect to the
ASA Console port with a rollover cable.

b. Use aterminal emulation program such as TeraTerm or HyperTerminal to access the CLI, and use
the serial port settings of 9600 baud, eight data bits, no parity, one stop bit, and no flow control.

c. If prompted to enter Interactive Firewall configuration (Setup mode), answer no.

d. Enter privileged mode with the enable command and password (if set). By default the password is
blank so you can just press Enter. If the password has been changed to that specified in this lab, the
password will be class. In addition, the hosthame and prompt will be CCNAS-ASA>, as shown here.
The default ASA hostname and prompt is ciscoasa>.

CCNAS-ASA> enable
Password: class (or press Enter if none set)

Step 2: Clear the previous ASA configuration settings.
a. Usethe write erase command to remove the startup-config file from flash memory.

CCNAS-ASA# write erase

Erase configuration in flash memory? [confirm]
[OK]

CCNAS-ASA#

Note: The IOS command erase startup-config is not supported on the ASA.

b. Use the reload command to restart the ASA. This will cause the ASA to come up in CLI Setup
mode. If you see the message System config has been modified. Save? [Y]es/[N]o:,
respond with “N”.

CCNAS-ASA# reload
Proceed with reload? [confirm] <enter>
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CCNAS-ASA#

* K Kk

k%% ——— START GRACEFUL SHUTDOWN ---
Shutting down isakmp
Shutting down File system

* K Kk

*** ——— SHUTDOWN NOW ---

Process shutdown finished

Rebooting.....

CISCO SYSTEMS

Embedded BIOS Version 1.0(12)13 08/28/08 15:50:37.45
<output omitted>

Step 3: Bypass Setup Mode.

When the ASA completes the reload process, it should detect that the startup-config file is missing and
go into Setup mode. If it does not come up in this mode, repeat Step 2.

a. When prompted to pre-configure the firewall through interactive prompts (Setup mode), respond with

no-.

Pre-configure Firewall now through interactive prompts [yes]? no

b. Enter privileged EXEC mode with the enable command. The password should be blank (no
password) at this point.

Step 4: Use the CLI script to configure the ASA.

In this step you will use the modified running-config from Lab 10A to preconfigure basic settings, the
firewall and DMZ.

a. Ensure that there is no previous configuration in the ASA, other than the defaults that the ASA
automatically inserts, using the show run command.

b. Enter CLI global configuration mode. When prompted to enable anonymous call-home reporting,
respond “no”.

ciscoasa> enable
Password: <enter>
ciscoasa# conf t

ciscoasa (confiqg) #

c. The first time you enter configuration mode after running reload you will be asked if you wish to
enable anonymous reporting. Respond with “no”.

d. Copy and paste the Pre-VPN Configuration Script commands listed below at the ASA global config
mode prompt to bring it to the point where you can start configuring the SSL VPNSs.

e. Observe the messages as the commands are applied to ensure that there are no warnings or errors.
If prompted to replace the RSA keypair, respond “yes”.

f. Issuethe write mem (Or copy run start) command to save the running configuration to the
startup configuration and the RSA keys to non-volatile memory.
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hostname CCNAS-ASA
|

domain-name ccnasecurity.com
|
enable password class
passwd cisco
|
interface Ethernet0/0
switchport access vlan 2
no shut
|
interface Ethernet0/1
switchport access vlan 1
no shut
|
interface Ethernet0/2
switchport access vlan 3
no shut
|
interface Vlanl
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
|
interface Vlan2
nameif outside
security-level O
ip address 209.165.200.226 255.255.255.248
|
interface Vlan3
no forward interface Vlanl
nameif dmz
security-level 70
ip address 192.168.2.1 255.255.255.0
|
object network inside-net
subnet 192.168.1.0 255.255.255.0
|
object network dmz-server
host 192.168.2.3
|

access-list OUTSIDE-DMZ extended permit ip any host 192.168.2.3
|

object network inside-net

nat (inside,outside) dynamic interface

|

object network dmz-server

nat (dmz,outside) static 209.165.200.227

I

access-group OUTSIDE-DMZ in interface outside

|

route outside 0.0.0.0 0.0.0.0 209.165.200.225 1

|

username admin password ciscol23

|

aaa authentication telnet console LOCAL
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aaa authentication ssh console LOCAL
aaa authentication http console LOCAL
|
http server enable
http 192.168.1.0 255.255.255.0 inside
ssh 192.168.1.0 255.255.255.0 inside
telnet 192.168.1.0 255.255.255.0 inside
telnet timeout 10
ssh timeout 10
|
class-map inspection default

match default-inspection-traffic
policy-map type inspect dns preset dns map
parameters

message-length maximum client auto

message-length maximum 512
policy-map global policy

class inspection default

inspect icmp

|
prompt hostname context

no call-home reporting anonymous
|

crypto key generate rsa modulus 1024

Step 5: Verify HTTPS ASDM access.

This step is intended to verify HTTPS connectivity from PC-B to the ASA. ASDM settings will be
configured in Part 4 of the lab.

a. Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1.
Note: Be sure to specify the HTTPS protocol in the URL.

b. After entering the URL above, you should see a security warning about the website’s security
certificate. Click Continue to this website. The ASDM welcome page will display. From this screen,
you can install ASDM on the PC, Run ASDM as browser-based Java applet directly from the ASA or
Run the Startup wizard. Click the Run ASDM button.

Note: The process may vary depending on the browser used. This example is for Internet Explorer.

Part 3: Configuring the ISR as a Site-to-Site IPsec VPN Endpoint Using CCP

In Part 3 of this lab, you will configure R3 as an IPsec VPN endpoint for the tunnel between R3 and the ASA.
Routers R1 and R2 are unaware of the tunnel.

Note: If the PC on which CCP is installed is running Windows 7, it may be necessary to right-click on the CCP
icon or menu item, and choose Run as administrator.

It may be necessary to temporarily disable antivirus programs and O/S firewalls in order to run CCP. The
minimum recommended Windows PC requirements to run CCP are:

Internet Explorer with Java 6 plug-in version 1.6.0-11
Adobe Flash Player version 10

1 GB RAM

Screen resolution of 1024 x 768

Note: If you receive the following Java-related error message from CCP during the VPN configuration
process, perform the steps indicated in the message:
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Security component has failed. In order to work on Router or Security features, do the following. Go to Java
Control panel -> Advanced tab -> Java Plug-in tree Entry. Uncheck the check box for Enable next-
generation Java Plug-in. Re-launch CCP after this.

Step 1: Run the CCP application on PC-C and discover R3.

a. Runthe CCP application on PC-C. In the Select/Manage Community window, enter the R3 Fa0/0 IP
address 172.16.3.1, username admin, and cisco123 as the Password. Click the OK button.

Select / Manage Community \@ x

w /7 =
ﬁ.gﬁ
G

New Community

Enter information for up to 10 devices for the selected community

IP Address/Hostname Usermame Password Connect Securely
1. [172.16.3.1 admin | Hokokskodok ok [] &
2 [] @
3 [] &
4 L] @
5 [] &
& L] e
7 [] &
g | e
9 [] @
10. L==) V
|_| Discover all devices | 0K | | Cancel |

b. Inthe Community Information panel, click on the Discover button to discover and connect to R3. If
the PC-C CCP application can make an HTTP connection to R3, the Discovery Status will change to
“Discovered”. If the discovery process fails, use the Discover Details button to determine the
problem so that you can resolve the issue.
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e Eirea amﬁgmarlion Riolessicat

i Application

Help

:\,,@“ome “2;:8\\;5.- fone “;@

—
| | % & O O

Cisco Configuration Professional '' el
CiIscC
7 v <l
Select Community Member: Home > Community View @ |
¢
Cisco figuration Professional News : U ilable due to tion failure with www.cisco.com “SQ
el
Community Information
l_] Community View

Selected cormnrmunity: New Community . Select a device from the table below. Use the buttons at the bottorm to continue,
S[Filter

| 1 rows retrieved |
m IP address / Hosthame Router Hostname Connection Type
i
| 172.16.3.1 Rz

Discovery Status

Non secure ! Discovered
Utilities ‘
,».;;’ Flash File Management Al |
[P E l Manage Devices j l Delete J l Discover J l Discovery Details J | Cancel Discovery l Router Status J
| /" Configuration Editor n

Step 2: Start the CCP VPN wizard to configure R3.

a. Click the Configure button at the top of the CCP screen, and choose Security > VPN > Site-to-Site
VPN. Read the on-screen text describing the Site-to-Site VPN.

What must you know to complete the configuration?
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TR . . =
+ Cisco Configuration Professional

| Q) vome [ {03 contigure || [{l Monitor | | o ¥ O €)  cisco Configuration Professional 'é‘l's“':lé'
- Select Cormnmunity Member: p
@

« Configure > Security > VPN > Site-to-Site VPN
~

= Create Site to Site VPN 1 Edit Site to Site VPN |
» ([ Router [
Use Case Scenario :

» [ Interface Management

v £ Security ‘

» [ Firewall
Site-to-Site VPN

Local ié \!}

v EveN

- . " Remote
|_] VPN Design Guide ) '

d Site-to-Site VPN
|_] Easy VPN Remote
|] Easy VPN Server
|_] bynamic Multipoint VPN I”
» (53 SSL VPN

- (¥ Create a Site to Site VPH.

» (] GETVPN
Use this option to configure a VPN tunnel from this router to another VPN device

» [ VPN Components using either a pre-shared key or using digital certificates, To complete this
configuration, you must know the remote device's IP address. If a pre-shared

[C3 Public Key Infrastruct
R ELDUE eVt A stuctra key is used for authentication, it must match the pre-shared key configured on

w4 NAC the remote device.
) Weh Filter Canfinuratinn L (" Create a secure GRE tunnel (GRE over IPSec).
Utilities Use this option to configure a protected GRE tunnel from this router to another
{,,‘;“Flash File Managamant |- VPN device |:|smg e'nther ja pre-shared key or using digital certnf:cates. To
complete this configuration, you must know the remote device's IP address, If a

7/ Configuration Editor pre-shared key is used for authentication, it must match the pre-shared key

7 : : S configured on the remote device.
" Save Configuration to PC J
virite to Startup Configuration Eauncnineiselecietitask
i F

elnet < )

|" T

“Reload Device

-

b. Click the Launch the selected task button to begin the CCP Site-to-Site VPN wizard.

c. From the initial Site-to-Site VPN wizard screen, choose the Step by Step wizard, and then click Next.

Step 3: Configure basic VPN connection information settings.

a. On the VPN Connection Information screen, select the interface for the connection, which should be
R3 Serial0/0/1.

b. Inthe Peer Identity section, select Peer with static IP address and enter the IP address of the
remote peer, ASA VLAN 2 interface E0/O (209.165.200.226).

c. Inthe Authentication section, click Pre-shared Keys, and enter the pre-shared VPN key cisc012345.
Re-enter the key for confirmation. This key authenticates the initial exchange to establish the Security
Association between devices. When finished, your screen should look similar to the following. Once
you have entered these settings correctly, click Next.
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Site-to-Site VPN Wizard )

VYPH Connection Information

Selectthe interface for this VPN connection: Serial0i0i1 Vi Details... |
-Peer Identity
Select the type of peer{s) used for this YPN
connection: [Peer with static IP address v
Enter the IP address of the remote peer: l209 A165.200.226
Authentication

Authentication ensures that each end of the YPN connection uses the same secret
key.

% Pre-shared Keys " Digital Certificates

pre-shared key:

RXRRRRRRXN |

Re-enter Key:

RXRXRRRRXL ‘

<Elack| MNext = | Finish I Cancell Help |

Step 4: Specify IKE Policy.

IKE policies are used while setting up the control channel between the two VPN endpoints for key
exchange. This is also referred to as the IKE secure association (SA). In contrast, the IPsec policy is used
during IKE Phase Il to negotiate an IPsec security association to pass target data traffic.

On the IKE Proposals screen, a default policy proposal is displayed with a priority of 1. You can use this
one or create a new one, if necessary. In this lab you will configure the R3 end of the VPN tunnel using
the default IKE proposal. Click Next to continue.

Settings for the CCP default IKE Phase 1 policy for this ISR are:

Priority = 1
Encryption = 3DES
Hash = SHA 1

D-H Group = group2
Authentication = PRE_SHARE
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Site-to-Site VPN Wizard X

IKE Proposals
IKE proposals specify the encryption algorithm, authentication algorithm and key exchange
method that is used by this router when negotiating a VPN connection with the remote
device. For the VPN connection to he established with the remote device, the remote
device should be configured with at least one of the policies listed below.

Click the Add... button to add maore policies and the Edit... button to edit an existing policy.

Priority| Encryption D-H Group | Authentication

groupz PRE_SHARE

SHA 1 Cisco CP Default

<Back| Next = | Finish ‘ Cancell Help ]

Step 5: Configure a transform set.

The transform set is the IPsec policy used to encrypt, hash, and authenticate packets that pass through
the tunnel. The transform set is the IKE Phase 2 policy.

On the Transform Set screen, a default transform set is displayed. You can use this one or create a new
one, if necessary. In this lab you will configure the R3 end of the VPN tunnel using the default transform
set. Click Next to continue.

Settings for the CCP default IKE Phase 2 policy transform set for this ISR are:

Name = ESP-3DES-SHA

ESP Encryption = ESP_3DES
ESP Integrity = ESP_SHA HMAC
Mode = Tunnel
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Site-to-Site VPN Wizard

Transform Set

Atransform set specifies the encryption and authentication algarithms used to protectthe
data in the ¥PN tunnel. Since the two devices must use the same algorithms to
communicate, the remote device must he configured with the same transform set as the
one selected below.

Click the Add... button to add a new transform set and the Edit... button to edit the specified
transform set.

Select Transform Set:

Cisco CP Default Transform Set v

Details ofthe specified transform set

Name ESP Encryption | ESP Integrity AH Integrity

ESP-3DES-SHA ESP_3DES ESP_SHA HMAC

¢
!
!
3
2 o “ 2
Add... I Edit |
<Back| MNext = | Finish I Cancell Help ]

Step 6: Specify traffic to protect.

You must define “interesting” traffic to be protected through the VPN tunnel. Interesting traffic is defined
through an access list that is applied to the router. By entering the source and destination subnets that you
would like to protect through the VPN tunnel, CCP generates the appropriate simple access list for you.

On the Traffic to protect screen, enter the information shown below. These are the opposite of the settings
configured on the ASA later in the lab. When finished, click Next.
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Site-to-Site VPN Wizard

Traffic to protect

IPSec rules define the traffic, such as file transfers (FTP) and e-mail (SMTP) that will he
protected by this VPN connection. Other data traffic will be sent unprotected to the remote
device. You can protect all traffic between a particular source and destination subnet, or
specify an IPSec rule that defines the traffic types to he protected.

 :Protect all traffic between the following subnets:

Local Network Remote Network
Enterthe IP address and subnet mask of Enter the IP Address and Subnet Mask of
the network where IPSec traffic originates. the destination Network.
IP Address: IP Address:
17216.3.0 ] 192.168.1.0 ]
Subnet Mask: Subnet Mask:

| 255.255.255.0 lor[24 | 255.255.255.0 lor[24 [

" Create/Select an access-list for IPSec traffic ’ ’ I

<Back] MNext = | Finish I Cancell Help ]

Step 7: Review the summary of the configuration.

a. Review the Summary of the Configuration screen. It should look similar to the one below. You can
scroll down to see the IPsec rule (ACL) that CCP creates for R3, which permits all traffic from network
172.16.3.0/24 to network 192.168.1.0/24.

b. Do NOT select the checkbox for Test VPN connectivity after configuring. This will be done after
you configure the ASA side of the VPN tunnel.

Click Finish to go to the Deliver Configuration to Device screen.

Note: Pay particular attention to the IKE Policies and Transform Set as you will configure the ASA to
match these settings in the next part of the lab.
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Site-to-Site VPN Wizard X

Summary of the Configuration

Click Finish to deliver the configuration to the router.

Interface:Serial0/0/1

Peer Device:209.165.200.226
Authentication Type : Pre-shared key
pre-shared key ™

2

IKE Policies:

Hash DH Group Authentication  Encryption

SHA_1 group2 PRE_SHARE  3DES

Transform Set:

Name: ESP-3DES-SHA

ESP Encryption: ESP_3DES
ESP Integrity: ESP_SHA_HMAC
Mode: TUNNEL

IDCAe Dulas

<

.
5
-
’
3

4

—

N

[ TestVPN connectivity after configuring.

<Back| Mext= | Finish I Cancell Help ]

c. On the Deliver Configuration to Device screen, select Save running config to device’s startup
config and click the Deliver button. After the commands have been delivered, click OK.

d. You can also save these configuration commands for later editing or documentation purposes by
clicking the Save to file button.
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Deliver Configuration to Device @

Deliver detta commands to the device's running config.

Previeyy commands that will be delivered to the device's running configuration.

access-list 100 remark CCP_ACL Category=4
access-list 100 remark IPSec Rule 3
access-list 100 permit ip 172.16.3.0 0.0.0.255 192.168.1.00.0.0.255

crypto ipsec transform-set ESP-3DES-SHA esp-sha-hmac esp-3des

mode tunnel

exit

ctypto map SDM_CMAP_1 1 ipsec-isakmp

description Tunnel to209.165.200.226

set transform-set ESP-3DES-SHA

set peer 209.165.200.226

mateh addrvass 100 Y

The differences between the running configuration and the startup configuration are lost whenever
the device is turned off.

[V iSave running config. to device's startup config.;
This operation can take several minutes.

Deliver Cancel Save to file Help

Note: If you receive an error message that CCP was unable to copy the running-config to the startup-
config, you can verify that the commands were delivered by using the show startup-config CLI

command on R3. If the startup-config has not been updated, use the copy run start command on
R3.

e. You can view the running config and startup config from within CCP. To view the running config, click
the Home button, and under the Utilities section at the bottom left of the screen, click View >
Running Configuration. The running config will display.

f. To view the startup config, click the Home > Utilities > View > 10S Show Commands. Click the pull-
down menu next to the command window, select the show startup-config command and then
click the Show button. The startup configuration will display.

Note: There are several pre-defined show commands listed in the pull-down menu but you can also enter
any valid IOS command, such as show ip interface brief, and then click the Show button.
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Application Help

b4

7) Home || {0 configure || Elvomitor | | %% 43 | €)  cisco Configuration Professional

{
-

Select Community Member:

«
172.16.3.1 | v

L )

] Cormmunity View

Il

Utilities -
~#Ping and Traceroute L2
v ?\/iew ‘
#/ Running Configuration LJ‘
ﬁ;"IOS Show Commands [~]

Utilities > View > 10S Show Commands

Enter a show command or select from the list and click the 'Show' button

show startup-config | v | Show

Using 1730 out of 196600 bytes

!

version 12,4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname R3

!

boot-start-marker

boot-end-rmarker

!

logging message-counter syslog

enable secret 5 $1$kuZwirpWTvgPAQWILe/Qb47IGPL
!

no aaa new-model

dotll syslog

ip source-route

[«]

Step 8: Review the Site-to-Site VPN tunnel configuration.

a. The Edit Site-to-Site VPN screen is displayed after the commands are delivered. Use the scroll
buttons to examine the configuration. The tunnel status is down at this point because the ASA end of
the tunnel is not yet configured.

Note: Leave CCP running and connected to R3 on PC-C. You will use the Test Tunnel button on this
screen to verify VPN functionality after configuring the ASA end of the tunnel.

All contents are Copyright © 1992-2012Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Cisco Configuration Professional

Application Help

_@"W"e || 403 cons =|L@ itor | | oRe ":ﬁ © Cisco Configuration Professional el

cisco
Select Community Member: Configure > Security > ¥PN > Site-to-Site VPN @
«
4
- e
& VPN
7
» S ————e—
» B Interface Management - Create Site to Site VPN | Edit Site to Site VPN |
» & Router Add..T| Delete
v 5 Security J = =
y Status Interface | Description IPSec Policy | Seq| Peers Transform Set | IPSec Rule
I ir szl [ Down Serial0ioff Tunnelto208.165.200.226 SDM_CMAP 1 1 209.165.200.226 ESP-3DES-SHA 100 |
v Even H| ]
|_] VPN Design Guide
|_] Site-to-Site VPN
|_] Easy VPN Remote E
ot IR i \ >
Flash File Management s 7 y n
= Clear Connection | TestTunnel... | Generate Mirror... |
" Configuration Editor a LY
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Part 4. Configuring the ASA as a Site-to-Site IPsec VPN Endpoint Using
ASDM

In Part 4 of this lab, you will configure the ASA as an IPsec VPN tunnel endpoint. The tunnel between the
ASA and R3 passes through R1 and R2.

Step 1: Access ASDM.
a. Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1.
Note: Be sure to specify the HTTPS protocol in the URL.

b. After entering the URL above, you should see a security warning about the website security
certificate. Click Continue to this website. Click Yes for any other security warnings. At the ASDM
welcome page, click the Run ASDM button. The ASDM-IDM Launcher will display. Login as user
admin with password cisco123. ASDM will load the current configuration into the GUI.

% Cisco ASDM 6.4(5) Uil

Cisco ASDM 6.4(5) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

When you run Cisco ASDM as a local application, it connects to your security appliance from
vour desktop using SSL. Running Cisco ASDM as an application has these advantages:

e You can invoke ASDM from a desktop shortcut. No browser is required.
e One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher and Run ASDM

ou can run Cisco ASDM as a Java Web Start application that is dynamically downloaded
rom the security appliance.

e Click Run ASDM to run Cisco ASDM.

e Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you
through, step by step, the initial configuration of your security appliance.

Run ASDM Run Startup Wizard

Copyright @ 2006-2011 Cisco Systems, Inc. All rights reserved. —
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@& Cisco ASDM-IDM Launcher ¥1.5(50) 5

Cisco ASDM-IDM Launcher

=101

'l|"l|l'
CIscCoO

Enter username and password for 192.168.1.1

Username: ||

Password: I

Close

[ |

s|a

Step 2: Review the ASDM Home screen.

The Home screen displays showing the current ASA device configuration and some traffic flow statistics.

Note the inside, outside and dmz interfaces which were configure in Part 2.

18l
File View Tools Wizards Window Help Look For: | Go || | 'I |
[ ' [}
‘@ Home| 0% Configuration [’3 Monitoring | lB Save G Refresh ’ o Back o Forward ’ ? Help | CISCO
Device List o B X Home (]
% add [Jf Delete & Connect Device Dashboard | €2 Firewall Dashboard ]
Fi =
N1 92.166.1.1 General | License | Interface |  IPAddressiMask | Line | Lk [ Kbps
dmz 192.168.2.1j24 O uw O uw 0
:::t:a"fe' ;T:s'“zn el e inside 192.168.1.1/24 O uw O w 6
o ) mOs outside 209.165.200.226{29 €@ up OQuw 0
ASDM Yersion: 6.4(5) Device Type: ASA 5505
Firewall Mode: Routed Context Mode: Single
Total Flash: 128 MB Total Memory: 512 MB

Select an interface to view input and output Kbps

Traffic Status
IPSec: 0 Clientless SSLYPN: 0 AnyConnect Client: 0 Details ~Connections Per Second Usage
3
System Resources Status
~CPU-—— CPUUsage {percent) 2
100 1
79% 50 15:11 15:12 15:13 15:14 15:15
- MUDP: 0 B TCP: 0 WM Total: 0
15:15:50 -
~'outside’ Interface Traffic Usage (Kbps)
~Memory— —Memory Usage (ME) | |
| Ll i

<

Latest ASDM Syslog Messages

ASDM logging is disabled. To enable ASDM logging with informational level, click the button below.

Enable Logging I

Device configuration loaded successfully.

[sdmin 2 Bl | | |

| @ [10/27/11 3:15:50 PM LITC
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Step 3: Start the VPN wizard.

a. From the ASDM main menu, select the Wizards > VPN Wizards > Site-to-Site VPN Wizard. The
Site-to-Site VPN Connection Setup Wizard Introduction screen is displayed.

b. Review the on-screen text and topology diagram, and then click Next to continue.

% Site-to-site ¥PN Connection Setup Wizard i x|
VPN Wizard |

Introduction

Use this wizard to setup new site-to-site YPN tunnels, A tunnel between two devices is called a site-to-site tunnel and
is bidirectional. & site-to-site YPM tunnel protects the data using the IPsec protocol.

Site-lo-Site VPN

Local s? Remote

= Back || Mext > I Cancel Help I

Step 4: Configure peer device identification.

On the Peer Device Identification screen, enter the IP address of the R3 Serial0/0/1 interface (10.2.2.1)
as the Peer IP Address. Leave the default VPN Access Interface set to outside. The VPN tunnel will be
between R3 S0/0/1 and the ASA outside interface (VLAN 2 E0/0). Click Next to continue.

g% Site-to-site YPN Connection Setup Wizard x|
Steps Peer Device Identification
1. Introduction This step lets you identify the peer YPN device by its IP address and the interface used to access the
2. Peer Device Sl
Identification
) Peer IP Address: {10.2.2.1
3. IKE Version
4, Traffic to protect
g VPN Access Interface: Ioutside LI
5. Authentication Methods
6. Encryption Algorithms
7. Miscellaneous
8. Summary

< Back || Mext = I Cancel Help

Step 5: Specify the IKE version.
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IKE V1 simple pre-shared keys will be used. On the IKE Version screen, uncheck the IKE version 2
checkbox and leave IKE version 1 checked. Click Next to continue.

@ Site-to-site YPN Connection Setup Wizard x|
Steps IKE Yersion
1. Introduction ASA supports both version 1 and version 2 of the IKE {Internet Key Exchange) protocol. This

step lets you decide which version or versions to support in this connection profile.

Miscellaneous

2. Peer Device Identification

3. IKE Yersion [¥ IKE version 1

4. Traffictoprotect | s ;
[~ 1KE version 2

5. Authentication Methods | mmiielle

6. Encryption Algorithms

7.

8.

Summary

< Back “ Mext = I Cancel Help

Step 6: Specify the traffic to protect.

On the Traffic to protect screen, click IPv4 and enter the inside network 192.168.1.0/24 as the Local
Network and the R3 LAN 172.16.3.0/24 as the Remote Network. Click Next to continue. A message will
display that the certificate information is being retrieved.

Note: If the ASA does not respond, you may need to close the window and continue to the next step. If
prompted to authenticate, login again as admin with the password cisco123.

#% Site-to-site VPN Connection Setup Wizard X|
Steps Traffic to protect
1. Introduction This step lets you identify the local network and remote network between which the traffic is to be

protected using IPsec encryption.

. Miscellaneous

2. Peer Device Identification
3. IKE Version IP Address Type: (* IPv4 ( IPv6
4. Traffic to protect
Local Network:  |192.168.1.024 ]
S. Authentication Methods
b B R Remate Network: |172.16.3.0{24 ]
7
g

. Summary

< Back || Mext > I Cancel Help
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Step 7: Configure authentication.

On the Authentication Methods screen, enter a Pre-shared Key of cisc012345. You will not be using a
device certificate so leave it set to None. Click Next to continue.

@ Site-to-site ¥YPN Connection Setup Wizard B x|
Steps Authentication Methods
1. Introduction This step lets you configure the methods to authenticate with the peer device.
2. Peer Device Identification :
IKE version 1
3. IKE Version
Pre-shared Key:  [torsssrinns
4, Traffic to protect
5. Authentication Device Certificate: I MNone -- _v_l Manage... I
Methods
6. Encryption Algorithms

7. Miscellaneous

8. Summary

< Back H Mext = I Cancel I Help

Step 8: Configure Encryption Algorithms (IKE policy and IPsec transform sets).

a. On the Encryption Algorithms screen, click on the Manage button next to IKE Policy. Click OK to the
message that IKE policy is global. On the Configure IKEv1 Policies screen, you will see many policies
listed. Only IKE policy 120 is needed to establish the tunnel with R3 so you can delete all policies except
120. If you leave the others they will become part of the ASA configuration and are unnecessary. Select
and click Delete for all policies except 120.

Note: The entire list of policies will be re-populated in the wizard if it is run again, in the event that it is
necessary to change the IKE policy.

b. Click OK to accept policy 120 and return to the Encryption Algorithms screen.

Name = pre-share-3des-sha
Encryption = 3DES

Hash = sha

D-H Group =2
Authentication = pre-share
Lifetime = 86400.

c. On the Encryption Algorithms screen, click on the Select button next to IPsec Proposal. On the Select
IPsec Proposals (Transform Sets) screen, remove all of the IPsec proposal entries from the Assigned
entry field, except for ESP-3DES-SHA as this is the one R3 is using. All of the transform sets listed will
still be inserted into the final configuration but the crypto map only draws on the specific transform-set
identified.

Name = ESP-3DES-SHA
Mode = Tunnel

ESP Encryption = 3DES
ESP Authentication = SHA
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d. Click OK to assign the IPsec proposal and return to the Encryption Algorithms screen. When finished, the
screen should look like the one below. Click Next to continue.

f= Site-to-site YPN Connection Setup Wizard _ x|
Steps Encryption Algaorithms
1. Introduction This step lets you select the types of encryption algorithms used to protect the data.
2. Peer Device Identification
IKE version 1
3. IKE Version
IKE Policy: Ipre-share-Sdes-sha Manage... |
4, Traffic to protect
5. Authentication Methods IPsec Proposal: |ESP-3DES-SHA Select... |
6. Encryption Algorithms
7. Miscellaneous
8. Summary

< Back || Mext = I Cancel Help

Step 9: Configure Miscellaneous settings.

On the Miscellaneous screen, select the checkbox to Enable inbound IPsec sessions to bypass interface
access lists. Select the checkbox to Exempt ASA side host/network from address translation for the
inside interface. Click Next to continue.

g% Site-to-site YPN Connection Setup Wizard

Steps Miscellaneous
1. Introduction This step lets you configure some other important parameters.
2. Peer Device Identification

’ Enable inbound IPsec sessions to bypass interface access lists, {Group policy authorization access
e verson 2 lists still apply to the traffic.)
4, Traffic to protect
5. Authentication Methods Enable Perfect Forward Secrecy (PFS), If PFS is used, a new Diffie-Hellman exchange is
6. Encryption Algorithms performed For 'each ph‘.ase-z negotiétion. It ensures that a session key derived from a set of .

long-term public and private keys will not be compromised if one of the {long-term) private keys is
7. Miscellaneous compromised in the future
8. Summary Diffie-Hellman Group; l v I
v Exempt ASA side host/network from address translation Iinside v I

< Back || MNext = I Cancel I Help
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Step 10: Review the configuration summary and deliver the commands to the ASA.

a. The Summary page is displayed next. Verify that the information configured in the Site-to-Site VPN
wizard is correct. You can click the Back button to make changes or click Cancel and restart the VPN
wizard (recommended).

b. Click Finish to complete the process and deliver the commands to the ASA. If prompted to authenticate,
login again as admin with a password of cisco123.

f% Site-to-site YPN Connection Setup Wizard 1 ! x|
VPN Wizard '

Surnmary

Here is the summary of the configuration.

Name I Yalue |
E Summary
Peer Device IP Address 10.2.2.1
YPM Access Interface outside
Protected Traffic Local Metwork: 192.168.1.0/24

Remote Metwork: 172.16.3.0/24
IKE Yersion Allowed IKE wersion 1 only
I=) Authentication Method

IKE v1 Use pre-shared key
[=] Encryption Policy

Perfect Forward Secrecy (PFS) Disabled

=] IKE v1

IKE Policy
IPsec Proposal
Bypass Interface Access List

pre-share-3des-sha
ESP-3DES-SHA
Yes

The protected traffic is subjected to network

Metwork Address Translation :
address translation

< Back || Finish I Cancel Help

Step 11: Verify the ASDM VPN connection profile.

The ASDM Configurations > Site-to-Site VPN > Connection Profiles screen will display showing the
settings you just configured. From this window the VPN configuration can be verified and edited.
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f% Cisco ASDM 6.4 for ASA - 192.168.1.1 B} . B[] 3]
File ‘iew Tools ‘Wizards ‘Window Help Look For: I Go ' l " l )

- L} L} L}
@ Home: 0%} Configuration‘ [a Monitoring i G Save G Refresh ‘ o Back w\_) Forward | ? Help | ' CiSsCO

Device List o 8 X Configuration > Site-to-Site ¥PN > Connection Profiles (]
% add [ Delete & Connect ACiess e atas

Find: Go Enable interfaces for IPsec access.

Interface [ Allow IKE v1 Access l Allow IKE v2 Access
outside v O
drz | | m|
inside | ~
Site-to-Site ¥PN a g

onnection Profiles
E34 Group Policies

[E3 Certificate Management
185 advanced

v Enable inbound YPN sessions to bypass interface access lists. Group policy and per-user authorization access lists still apply to the traffic.

Connection Profiles

Connection profile identifies the peer of a site-to-site connection. It specifies what data traffic is to be encrypted, how the data traffic is to be encrypted,
and other parameters. You can configure the mapping from certificate to connection profile here.

4 add l [& Edit | [ Delete |

IKEv2 Enabled Group Policy

&) Device Setup
@3 Firewall

gg Remote Access YPM

g;i Site-to-Site YPH -
| Find:l ) © T Match Case

@) Device Management

» Apply Reset I

admin 2 B £8 ke & 10/27/11 6:30:38 PM UTC

Step 12: Test the VPN configuration from R3 using CCP.

a. On PC-C, use CCP to test the IPsec VPN tunnel between the R3 ISR and the ASA. Choose
Configure > Security > VPN > Site-to-Site VPN and click the Edit Site-to-Site VPN tab.

b. From the Edit Site-to-Site VPN tab, click Test Tunnel.

c. When the VPN Troubleshooting window displays, click the Start button to have CCP start
troubleshooting the tunnel.

d. When the CCP warning window displays indicating that CCP will enable router debugs and generate
some tunnel traffic, click Yes to continue.

e. Onthe next VPN Troubleshooting screen, the IP address of the host in the source network is
displayed by default (R3 FAO0/1 = 172.16.3.1). Enter the IP address of host PC-B in the destination
network field (192.168.1.3) and click Continue to begin the debugging process.
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f.

VPN Troubleshooting

Debugging the VPN session requires that VPN traffic he generated.

VPN traffic on this connection is defined as:

Action | Source Destination Service Log

7 Permit 172.16.3.0/0.0.0.255 192.168.1.0/0.0.0.25! ip

< 18 [ >

& Have Cisco CP generate VPN traffic

Generate YPN Traffic by doing an extended ping to one ofthe hosts in
destination netwark

Enter the IP address of a hostin the source network : I“r 721631 |

Enter the IP address of a host in the destination [1 92168.1.3 |
network:

" | will generate VPN traffic from the source netwark

VPN trafiic can be generated by invoking an application that generates traffic on the
VPN tunnel. This can be done fram any host in the source network. Enter sufficient

wait time.
Wait interval time (in minutes) D
Continue Close | Help

If the debug is successful and the tunnel is up, you should see the screen below. If the testing fails,

CCP displays failure reasons and recommended actions. Click OK to remove the window.
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!EN Troubleshooting

Tunnel Details

Interface:  Serial0/0M Peer. 209.165.200.226

Summary Details
Activity | status
Checking the tunnel status... & Down
Checking interface status... v’ Successful
Checking the configuration... v’ Successful
Checking Routing... v’ Successful
Checking peer connectivity... v’ Successful
Checking NAT... v’ Successful
Checking Firewall... v’ Successful
Debugging the VPN connection ... Completed
Checking the tunnel status... © Up
Failure Reason(s) Recommended Action(s)

Information

@ VPN Troubleshooting is successful !

The YPN Tunnel is up.

Start I Save Report... | Close Help

g. You can save the report if desired; otherwise, click OK and then Close.

h. On RS3, choose Configure > Security > VPN > Site-to-Site VPN and click the Edit Site-to-Site VPN
tab. The tunnel Status should now be up.

Note: If you want to reset the tunnel and test again, you can click the Clear Connection button from the
Edit Site-to-Site VPN window.
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Create Site to Site VPN | Edit Site to Site VPN |

Status | Interface | Description IPSec Policy Seq| Peers Transform Set IPSec Rule

A Up  Serial0/0i Tunnel to209.165.200.226 SDM_CMAP 1 1 209.165.200.226 ESP-3DES-SHA 100

<] | »

Clear Connection TestTunneI...I Generate Mirror...

i.  You can further verify tunnel functionality by pinging from branch office PC-C to PC-B on the internal
network. The pings should be successful.

Note: Without the tunnel in place and bypassing NAT, it would be impossible for PC-C on the external
network to ping PC-B on the private internal network.
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Step 13: Use ASDM monitoring to verify the tunnel.

a. From the ASDM menu bar, select Monitoring and click VPN from the panels at the lower left of the
screen. Click VPN Statistics > Sessions. You should see the Site-to-Site IPsec VPN tunnel listed and

Active.
g% Cisco ASDM 6.4 for ASA - 192.168.1.1 1 =lol x|
File View Tools Wizards Window Help Look For: I Go | I " I |
[ [ [
@ Home (i%} Configuration @ Monitoring ‘ Q Save G Refresh | o Back Q Forward | ? Help | I CIsCO
Device List a R X itoring > YPN istics > Sessions O
% add {7 Delete & Connect
Find: I Go Type l Active ] Cumulative l Peak Concurrent ] Inactive l
..... 192.168.1.1 Site-to-Site YPN 1 1 1
IKEv1 IPsec 1 1 1
¥PN g &
Statistics -
S ns
Filter By: IIPsec(IKE v1) Remote Access LI |-- All Sessions -- LI I Filter I
- Encryption Statistics v Userane Group Policy Assigned IP Address Protocol Details I
4 —l 4 Connection Profile Public{Peer) IP Address Encryption
Legout I
I% Interfaces
P Pin
Ced ey e |
Kl | 2
R o0 sor sessions, right-click on the above table and select Table Sort Order from popup menu.
948, Routing To sort VPN sessions, right-click on the above table and select Table Sort Order f
saprgaerties Logout By: |-- All Sessions -- Ll I Logout Sessions I
Logging
Refresh I
* Last Updated: 10/27{11 6:19:09 PM
Data Refreshed Successfully. ‘adrmin 2 Bk | & oz esszspmutc
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b. Click Encryption Statistics. You should see one or more sessions using the 3DES encryption algorithm.

@= Cisco ASDM 6.4 for ASA - 192.168.1.1 i =] 4}
File VYiew Tools Wizards Window Help Look For: | Go | I o I |
- [ ] [
@ Home G}% Configuration E’;l Monitoring [ B Save G Refresh | o Back Q Forward | ? Help | l CisCO
Device List o 8 X Monitoring > ¥PN N Statistics > Encryption Statistics ()
& Add Iﬁ Delete g Connect ~Encryption Statistics
Find: | Go Each row represents one encryption algorithm type,
------ £®]192.168.1.1
Show Statistics For: -- All Connection Profiles -- L]
=
yen LM Encryption Algorithm l Sessions Percentage l
= none 0 0%
DES 0%
RC4 0 0%
% AES128 0 0%
AES192 0 0%
AES256 u] 0%
Interfaces
( VPN
4% Routing
&E Properties
Logging
» PM-

Data Refreshed Successfully.

BN

%admin 2

& 10j27i11 6:42:08 PMUTC
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c. Click Crypto Statistics. You should see values for the number of packets encrypted and decrypted as
well as security association (SA) requests, etc.

& Cisco ASDM 6.4 for ASA - 192.168.1.1 ] =101 x|

File VYiew Tools Wizards Window Help Look For; | Go i I ol I .
@ Home G%} Configuration E’;l Monitoringl [B Save G Refresh | o Back \GQ Forward | ? Help | l CisCoO
Device List o o X Monitoring > ¥PN > ¥PN Statistics > Crypto Statistics O
% add [ Delete & Connect ~Crypto Statistics

Find: I Go Each row represents one crypto statistic,

Show Statistics For: All LI

Sl Statistic
PN Statistics = Encrypt packet requests

M Sessions Encapsulate packet requests 61
bbbt Decrypt packet requests 62
Compre.ssmn Stét{St'cs Decapsulate packet requests 62
ETYRINLAtSICY _'—'-I HMAC calculation requests 78
—-—I X SA creation requests 1
SA rekey requests 0
% lnterfass SA deletion requests 0
)8 YPN Mext phase key allocation requests 2

B ;
Random number generation requests 0
Q% Routing Failed requests 0
Encrypt packet requests 1]
&E Properties Encapsulate packet requests 1]
Decrypt packet requests 1]
Logaing Decapsulate packet requests 0

3 HMAC calculation requests 0 -
X S& creation requests 0
Data Refreshed Successfully. ‘adrmin 2 Bk | 8wz esasspmuic
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Reflection:

1. What are some situations where a site-to-site IPsec VPN would be preferable as compared to a
remote access SSL VPN?

2. What are some situations where a remote access VPN would be preferable as compared to site-to-
site VPN?
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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