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Download phan mém winbox
Cau hinh thiét bi SC bang phan mém Winbox.

Link tai: https://www.mikrotik.com/download

Tai winbox version 3.11 , mé ung dung

MikroTik ' By Aok be  Hadews  Sohwas

Software Oownloads  Changelogs  Download archive  Rouler

Useful tools and utilities

G winbex (2049 A FOANOS PR ook
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Cam laptop vao 1 cong cua SC. Chon Neighbors. Click vao dia chi Mac. Chon
Connect




@ WinBox v3.11 (Addresses)
File Tools

Connact To: | TR Rt L]

Login: |admin
Password:
Add/Set
I
Managed Mesghbors
T. Hﬂ're-ﬂ-i.

| MAC Address « i
E4-8D:8C3AD4:49 #

1item

|+ Keep Password
Opert I Mew Window

Connect To RoMON

.\l'amm Board

Mikro Tik 6.335@.. CCR1036-8G-25+




Budc 1: Tao két ndi Internet
Thudng chon cong 1 hoic cong quang

Puong Internet dén SC thuong cd 2 kiéu: quay PPPoE hoic dia chi IP tinh

1.1 Cach quay PPPoE:
- Chon muc PPP . Tich vao diu + Chon PPPoE client

@ admin@0O0DC:42:B2:95:0F (MikraTik) - WinBox v8.3 on CCR1036-8G-25+ (tile) - O >
Hide Passwords B (2
¥ Interfaces
gﬁ Bridge
=3 PPP
18 Mesh Interface \ PPPOE Servers Secrets Profies  Active Connections
&P " [=] ][] [] [ 7] | pPP Scanner || PPTP Server || SSTP Server || L2TP Sewer | ovPN Serve
A y PPP Server ||-2MTU |Tx | |Tx F‘ad"
4 Routing P PPP Client
System [\ PPTP Server Binding
® Guewes PPTP Client
ﬁ Flles SSTP Server Binding
L] Log SSTP Client
2 Radiz L2TP Server Binding
K Todls [\ L2TP Client
New Teminal OVPN Server Binding
E "CD__ OVPM Client
& Partition PPPoE Server Binding
| o Make Supout rif PPPOE Client | | =
& Marwal |rrems
-

Muc General, Interface : Chon Cong cim dudng internet (thuong ether 1 hoic port
quang SFP)




A Guick Set
i Interfaces
25 Dridge
=% PFP

“ & Mesh

9 Queues
. Files
Log

ﬁ& Radius

4, Tools

B MNew Teminal
= CD

#% Pariition

= Make Supout rf

& Marual

[ e

- 7 77

Interface | PP

=] [4

|Name
R 4»lZpio
R $&pppoe|
¥ |4tpppoe

¢
Jitems out of 44

2 items

@' admin@113.160.208.1 (MikroTik) - WinBox v6.36.4 on CCR1009-7G-1C-15+ (tile)

O >

Date:|Sep/25/2017 Time{14:14:04 CPU{19% [ Hide Passwords M (5

General ‘Dial Out  Status  Traffic

o

MName: |pppne-out‘l

Cancel

Type: |PPPoE Client

L2 MTU: |

Max MTU: | |-

Max MRU: | -
MRRU: | |-

intefaces: EE NN+ | +

Muc Dial Out: dién user va password dugc cap:

Dizable

Comment

Remaove

—

II IIII g |:I
2 =
O
X

g

o

FPPFoE Scan

[=|E3]

] OVPN Server
L m

8.7 kbps

49.4 Mbps
O bps

noi




@' admin@113.160.208.7 (MikroTik) - WinBox v8.36.4 on CCR1009-7G-1C-15+ (tile)

Date: Sep/25/2017

Time14:18:41 CPU{17% [] Hide Passwords (7

O x

A Quick Set ] E- [O[x]
w8 Interfaces General Dial Out ‘Status Traffic
# Firidge T |F'PF Service: | |- —
=L PPP
- et [#-=] [ AC Name: | = wony || || OVPN Serve
olez |Name |Tx
) |P /R ##2pto User: |vnptwifi_2 Disable 37 6 kbps
R <tpppoe| 62.3 Mbps
MFLS ? X |4tpppoe Password: |bn3324??? | - Commert 0bps
#° Routin
¢ Profile: |defautt |+ Capy
System 2
9 Qusues Keepalive Timeout: |E'|] | -
_ Files [ ] Dial On Demand Torch
Log [ ] Use Peer DNS PPPoE Scan
. Radius Add Default Route
«, Tools [ Default Route Distance: ||]
@ New Teminal _ Allow
L)) <] pap chap
f;} Partition 3 ftems out of 44 mschap1 mschap2
= Make Supout rif -
noi
& Manual
E Exit 2 items
Chon Apply ok.

Kiém tra ¢ IP = Addresses . Néu thiy quay ra dugc dia chi pppoE-out
Vao Tools = Ping 8.8.8.8 thong la OK




S admin 160,208, ikroTik) - WinBox v6.36.4 on -TG-1C-15+ (tile -
& admin@1132.160.208.1 (MikroTik) - WinBox v6.36.4 on CCR1008-7G-1C-15+ (tile) | x
Safe Mode Date:|Sep/25/2017 Tme{14:22:44 CPU{16% [ | Hide Passwords ()
A Quick Set = |E3) (O[] =]|E3
i ]| =] []|¢]
s, Bridge | Address + | Network |Interface [+
=% PPP 10.253.01/16  10.252.0.0 bridge 1 traffic
okl R oins . . ronty || ]| 0VPN Servel
3 s D 1131602081 123.27.80.1 pppoe-out 1 |Tx
=5 |p I ool WA e 22000 wlan 1307 - sip. Disable 7.2 kbps
MPLS 3 T172.19.21.1/24 172.15.21.0 viani411 - sfp2 =————— A5 1 WMhns
N g_}g_} Fing (Running) [
# Routing 19
System 3 glglg General |M\ranced Ee
& Queves TF172.19 Fing To: |E'E'E"E | Stop
. Files g::g::g Interface: lj |v Close
Log 172,19 ARP Ping
77901 New Wind
i Radius é g]_‘é; Packet Count: | | - @
%, Tools ¥ Timeout: | 1000 ms
@ New Teminal 15 tems
B | CD
95 Pati ¢!
& Fatition 3 items out of 4
= Make Supout if |Seq # 7 [Host |Time  |Reply Size |TTL |Status
@M | 30 83338 59ms 50 43
e 31 8888 50ms 50 48
B e Zitems 328888 59ms 50 48
331 8BRAR Rbms R 48

1.2 Cach dat dia chi IP tinh
Véi duong internet cap dia chi IP tinh.

Gia sir duong Internet cp dia chi Ip : 10.2.3.159/24 gateway 10.2.3.1 cho ethernet
1

Vao IP = Addresses Chon




9 admin@E420:3C:3A: D443 (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile) - | x

Hide Passwords [ (51

A5 Quick Set
R Irtefaces
gﬁ Bridge
=% PPP

“ & Mesh

s |p

.~ MPLS
4 Routing
. System FERLE)
&8 Queues Network: [102.3.0 -

B Flles Intedface: |ather? (=] [ pply

(&) Log

A Radius

. Tools [
@ New Teminal

= | CD

"‘ Partition

| Make Supout rif
& Manual

B e

= F T -7

Dién dja chi Address: dia chi IP / subnet . Vi dy : 10.2.3.159/24
Interfaces: interface dudng internet cam vao. (Etherl)

Vao IP = Routes Chon =

Dst.Addrss : 0.0.0.0/0

Gateway: (gateway cua IP tinh ) Vi du: 10.2.3.1




@' admin@ELE0:8C3A:04:49 (MikroTik) - WinBox vB.33.5 on CCR1036-8G-25+ (tile) - O .
Hide Passwords I (7
A5 Guick Set =]
¥ Interfaces General | Advanced [ o |
7, Dridge
=% PPP General | Attributes
*'s Mesh Dst. Address:
iis :':PLS :: Gateway: |10.2.3.1 [#] [reachable ethert &
#° Routing M Check o | |v
SLaics : Type: |ur1icast ”;
Q Queues
. Files Distance: |‘| |4
Log Scope: |30
i& Radius Target Scope: |‘H]
A Tools : Routing Mark: | | =
@ MNew Teminal
= LD Pref. Source: | |,,.
'} Partition
= Make Supout rf
& Manual
E Bt |enab|ed | |adi\re static

Kiém tra Vao Tools = Ping 8.8.8.8 thdng 1a OK

Budc 2: Tao brigde quan ly va traffic
2.1 Tao Vlan quan ly va traffic cho cac Interfaces
Gia str dat vlan quan 1y : vlan 100 , vlan traffic : vlan 250 cho cac port 3 dén 7

Vao Interfaces = < Chon VLAN
Tao vlan 100 cho ether 3:

Name: vlan 100 — ether 3

Vlan ID : 100

Interface: ether3




@ admin@E4:E0:8C: 34:D4:4% (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile)

As Quick Set
W Interfaces
1, Bridge
=% FFPP
© % Mesh
=5 |P
" MPLS
4 Routing
1 System
e Queues
. Files
Leg
it Radius
&, Tools
B Mew Teminal
B (CD
#L Partition
o Make Supout rf
& Manual
B Ed

i Sl S

Interface | Ethen

S

|Name

R 4rether]

R #jrether?
4jretherd
##etherd
4jretherh
#¥etherf
sjrether?
#i¢ether
4j#sfp-sfppl
4j#sfp-stppl

+
10 items

MNew Intefface

General
Name

Type

MTU

L2 MTL:
MAC Address:

ARF

VLAN ID:

Interfface:

Status  Traffic

Hide

= E3
K

. [lan100 - ether 3 | Cancel (=l
VAN | Aty
. [1500 | ) '
| | Disable |Tx F'ad -
3 kbps
| | Commert 76 bps
: |enabled " * | Obps
Obps
Obps
|1DD | Torch Obps
etherd (=] Obps
[ ] Use Service Tag EEE:
[

O >
Passwords [ ()

Tuwong tu véi cac vlan , ether khac

2.2 Nhém cac vlan vao brigde

Vao Brigde: tao Brigde quan ly va Brigde traffic




@ admin@E480:8C:3A:D4:45 (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile) — O x

Hide Passwords B ()

A& Quick Set 1| E3
W Interfaces General | Status = Traffic
i, Bridge Mama: (sdan 100 . cthar 3 | | [ et | [Cl[x]
=% PPP [=1|E3
“3 Mesh Bridge |Forts Fiters NAT Hosts
a5 [P [ ] )
. (=] [Al=]
<’ WFLS [Name 7 [Type L2 MTU [Tx R (TxPal ¥
# Routing [ ||R  4tbrdge quanly  Brdge 65535 Dbps Obps
e P New Interf
& Queves New Inteface
2 Fics General | STP Status  Traffic
Log Mame: |bridge traffic | | Cancel
_@. Radius Type: |Bridge | Bpphy
&, Tools I3 MTU: | | b
Disabl
B Mew Teminal Actusl MTU-: | |
= Lo . |
— L2 MTU:
# Partition | |
MAC Address:
_. Make Supout rif Remove
; T « ARP: |enabled [#] [»
E Exit e oud Admin. MAC Address: | | b | I |
| I

Chon tab Ports
Chon +

Nhom cac vlan-interface vao cac bridge twong rng

Vi du vlan100 ether 3, vlan 100 ether 4 vao bridge quan ly




admin@E480:8C: 34:D4:45 (MikraTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile) — O x
(©
2 et W
A Quick Set [=1|E3
w8 Interfaces | Hm“
&, Bridge Mew Bridge Port Ollx]
s eor - —
2% Mesh Bridge Fors ‘ Fitters e e E'
ace: nc
= IP r @ [Find ]
= MPLS . EE @ [ Eridge: |bridge quan by " + | Apply
. |Irrterfa::e £ Pat... | |"
PIv o [ o
i S I3
e Path Cost: [10 |
Q Clueues .
o e Harizon: | |"' Copy
Log Edge: |EILItCI " hd |
ﬁ Radius Paint To Pairt: |a|.rt-:: " * |
&, Tools ¥ =
Extemal FDB: |a|_rto " & |
3 Mew Teminal
B (CD [] Auto Isolate
f} Partition
o Make Supout rf
& Manual Ditems
B e — A

2.3 Dat dia chi IP cho cac bridge
Vao Ip = Addresses Chon +

bat dia chi cho bridge quan ly OAM . Vi du 10.0.88.1/24




@ admin@E4:20:8C:3A:04:49 (MikroTik) - WinBox wv6.33.5 on CCR1036-8G-25+ (tile) — O x
Hide Passwords [l 5
/& Quick Set (O[]
w# Intefaces | Bl
o, Bridge = [Ol[x]
=% PPP : EE
© & Mesh Bridge Ports | Filters NE = '
! New Address
£ U (][] ()] [
' MPLS P Address: |10.0.88.1/24 0K
|Interface +|H |Roct Pat.. | |=
4 Routing ¥ Network: - Cancel
Osmen riofce: (EEFESTRN]¥|
& Queves
=
=
e
&, Tools [2
B MNew Teminal
= LcD enabled
"} Partition :
= Make Supout rif e
M |
. Elmua 0 tems
B~ — ' .

Tuong tu dat dia chi brigde traffic. Vi du 10.52.0.1/16




@ admin@E4:80:8C: 3 D444 (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile) — d x

m Hide Passwords [l ﬂ
A Quick Set
 Interfaces
Bl s
:E :'::g& Address List

" Mesh [+ =] []=] ] [¥]

| Address |Interface |
' 10.0.88.1/24 0. bridge quan by

2 IP

<" MPLS
#° Routing
. System
g Queues
. Files
(| Log
i Radius
&, Tools ¥
B Mew Teminal
M CD

#L Partition

_:, Make Supout nf
& Manual

B e

o 10.2.3.159/24 ather]
105201716 105200 bridge traffic

- 7 77

Budc 3: Tao hostpot

3.1 Setup hostpot
Vao IP = Hostpot

Tab Servers chon Hostpot Setup




@ admin@E4E0:8C:34: 0444 (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile) - O

*

Hide Passwords [ (2

Ay Quick Set
i Interfaces
gﬁ Bridge

=% PPP

“2 Mesh

a5 |P

< MPLS

4 Routing

. System

9 Queues

| Files

- Log

.ﬁ. Radius

=, Tools

@ New Teminal
M D

#L Pariition

o Make Supout A
& Manual

B Edt

e

Servers ‘ServBrF‘r::ﬁ&s Users User Profiles  Active Hosts  IP Bindings = Service Pots  Walled Garden

[#|[=] [][s2] [ ] | Reset HTML || Hotspot Setup |

[=]|E3

|Name ¢ | Interface | Address Pool | Profile | Addresses _.|

Hotspot Setup

Select interface to run HotSpot on

HotSpot Inteface: |[WileEa =i

Oitems

Hostpot Interface : bridge traffic

Chon next ...

DPén DNS servers: dién 8.8.8.8 va 8.8.4.4




@ admin@E430:3C:3A: D444 (MikroTik) - WinBox v6.33.5 on CCR1036-3G-25+ (tile) - a x

Hide Passwords [ (5

Ay Quick Set
8 Interfaces

gi Bridge @E
=% PPP SEWETS‘SeNerFrm‘*I&B Users User Profiles  Active Hosts  IP Bindings  Service Ports = Walled Garden
st ][] (][] [¥] (e | s snn|

T M Tname | interface | Address Pool | Profile |Addresses ... -
 MPLS r .

#* Routing I Hotspaot Setup

. System [

& Queves DNS Servers: |FEEE |2

| Files |8.44 |&

E| Lo

""" : | Back || Ned || Cancel |

jﬂ. Radius

_, Tools [

B New Teminal

B LCD

# Parition

o Make Supoutif | [0 items

& Manual

DNS Name: ty dat Vi du tinh Ha Giang dat DNS name : hg5.hagiang.vnptwifi.vn




32 Bridge

@ admin@ELE0:BC3A: D448 (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile)

As Guick Set
m Interfaces
=% PPP SEWETS|SeNerFm°I&a Users  User Profiles  Active Hosts  IP Bindings Service Ports  Walled Garden

© £ Mesh EE | Reset HTML || Hotspot Setup |

— O >
Hide Passwords [ (2

[=]|E3

B |Name

+ | Interface | Address Pool | Profile | Addresses .. |»

< MPLS
4 Routing
. System
Q Queues
i Files

. Leg
.ﬂ. Radius

=, Tools I3

- 7 = -

B New Teminal
B | CD

¥ Partition

Hetspot Setup

DMS name of local hotspot server

DMS Name: |hg5.hagiang.\mp’rwiﬁ.vn |

| Back || Nex || Cancel |

o Make Supoutrif | |0 tems

& Manual
B et

Next dé hoan tat

3.2 Setup Servers Profiles
M& muc Files

Kéo tha file LocalLogin_BNH3 (file gtiri kém) tur destkop vao files trong winbox




© 2dmin@E4:8D:8C:3A:04:49 (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile) - a X u

% [ | safe Mode | v| Hide Passwords [ () (RSOSSN

i Fie Lt = E3 backhaul_t...
T | @& Backup Restore I

File Name Type |Creation Time
51 HBH15112016 backup backup 57.9 KB __Nov/15/2016 14:17:53 l
=) Hagiang 1009 backup backup 885KB  Oct/03/2016 20:29:50
4" Routing [E) auto-before reset backup backup 57.8KB  Apr/12/2017 22:09:45
[E/backup04-11.backup backup 83.0KB  Oct/15/2016 15:50:22
System 2 hagiang 1009 backup backup 885KB  Oct/09/2016 20:29:12
& Queves [Elhoabinhinal-13-11 backup backup 57.1KB  Nov/13/2016 08:23:11
= 21 hoabinh inal backup backup 31.1KB  Nov/11/2016 12:54:37
Files [El hoabinhinal 12-11.backup backup 50.0KB  Nov/12/2016 15:11:20
Log 21 hoabinh-vnptwifi-12-11 backup backup 50.0KB Nov/12/201615:10:28 | || | hinh SC
e [£) hoabinh backup backup 51
&% Radus El hoabinh28-11 backup backup 6
«, Tools ¥ [ hoabinh260917 backup backup 5]
[El hoabinhvnptwififull backup backup 1
B New Teminal htspot directory
= LcD 5 hotspot/alogin html html file
#2 Partiion L html file BIBB Jan/UL 1910 U73ED 1|
& b file 36158 Jan/02/1970 07:34:51
- Make Supout rif [E hotspot favicon.ico ico file 903B  Jan/02/1970 07:34:51

T TRy S 1em N2 AT DT LED

e
164.4 MiB of 1024.0 MiB used |83%free

file cia Sau

Uploading Locallogin_BNH3/... (819.2 KiB of 2259.8 KiB)

FileZilla  update_log...
PhantomPDF

Tik-1... Google Drive Control Xirrus Wi-Fi thong ke c! iGateAWS3...
Panel Inspector

dd 0 P g B

SChéng  Excel 2013 Cicthiétbi  nam dinh
phat wifi fr... 2-3 Pro

B @ @40 Howt.. W3 Tailieucdu.. @ Viber+8490.. @ Paint B E\duan\hu.. ) Skype™[1].. [0 Inbox-doa.. @ admin@E4.. A 74 dx ¢m ENG

M¢ lai hostpot = Server Profiles: click dup vao hsprofl sira duong dan HTML
directory tur hostpot sang LocalLogin_ BNH3




Ay Quick Set
8 Interfaces
., Bridge
=% PPP
“ 2 Mesh
255 [P
<" MPLS
4 Routing
i System
9 Queues
. Files
Log
jﬁ. Radius
., Tools
B MNew Teminal
= | CD
# Parition
- Make Supout rf
& Manual
B et

- = F 7

Servers Server Profiles | lzers

[#][=] 7]

Mame 4 |DNS Mame
= & default
@ hsprof1 ha’5 hagiang

2 items (1 selected)

!|23? items

Tab Login

@ admin@E4:80:8C:34:D4:49 (MikroTik) - WinBox v6.33.5 on CCR1036-8G-25+ (tile)

Hotspot Server Profile <hsprofi>

General

Login
Mame
Hotspot Address

DMNS Name

HTML Directary:
Rate Limit {petbe):
HTTP Proxy:

HTTF Proxy Port:
SMTP Server:

RADIUS

| X

Hide Passwords [ (=)

- | hsprof1

. [1052041

; |hg&.hagiang.vﬂptw1ﬁ.\m

Locallogin_BNH

haotspot

hotspot /img

hotspot v

hotspot Aaml

pormtal tu dong intemet

portal tu dong intemetimages
omtal tu dong intemet Al

Locallogin_BMH3/css
Locallogin_BMNH3/en
Locallogin_BMH3/en/css
LocalLogin_BMH3/en/images
Locallogin_BMH3/en/images/slides
Locallogin_BMH3/en/s
LocalLogin_BMH3/en/slide
Locallogin_BMH3/enAml
LocalLogin_BMH3/hotspot
LocalLogin_BMH3/hotspot /img
Locallogin_ BMH3/hotspot v

|= LOCE”_O: in ENH%UTEPOU&N'

L

B¢ tick Cookie, chon tick HTTP CHAP va HTTP PAP




Hotzpot Server Profile <hsprof1:

General Login | RADIUS

- Login By Cancel ||
(] e : [] Cookie
HTTP CHAP [] HTTPS
HTTF PAP ] Trial

Copy
[ ] MAC Cookie =
Remove
MAC Auth. Mode: |I'H'I.|“|.C 8% Usemame || ¥ |

MAC Auth. Passweard: | |

HTTP Cookie Lifetime: |3d D0:00:00 |

551 Cerfficate: |none || ¥ |

[] Split User Domain

Trial Uptime Limit: |Dﬂ:3ﬂ:ﬂﬂ |
Trial Uptime Reset: |1d D0:00:00 |
|

Trial User Profile: |default [+

| |
Tab Radius
Bo tick Use Radius




Hotspot Server Profile <hsprofz

General  Login FL""'-|:'|'--|5|
| Cancel |

[ illse HABGIUS [ Cancel

Default Domain: | | -

Location 1D: | | -
| Remove |

Location Name: | | - Remove

MAC Format: | XX:XX000000 [+]

Accounting
Interim Update: | | -

NAS Port Type: |19 (wirsless-802.11) =]

3.3 Setup User Profiles
Tab User Profiles trong hostpot chon -+

Keepalive Timeout: Thoi gian 1 phién truy cap (hét thoi gian phai dang nhap lai
portal)

Rate Limit: Gigi han bang thong Vi du 5SM/5M : 5 Mbits Down / 5 Mbits Up
Shared User : S6 user ¢ thé dang nhap hé théng. Thuong dé trén 10000




Hotspot User Profile <10M:=

Transparent Proxgy

General |Queus  Adverise  Scripts
Mame: |1{*U'I | Cancel
Address Poal: |nnne || ¥ | Lpply
Session Timeout: | | bl
idle Timeout: |01:00:00 [#] «
Keepalive Timeout: |DD:3'D:DD | -
Status Autorefresh: |00:01:00 |
Shared Users: | 100000 [PS
Rate Limit {pcx): | 5M/5M S
Add MAC Cookie
MAC Cookie Timeout: |3d 00:00:00 |
Address List: | =
Incoming Filter: | ||$ -~
Outgoing Fiter: | ||$ s
Incoming Packet Markc: | || ¥ |
COutgoing Packet Mark: | || ¥ | A
Open Status Page: |always =]

3.4 Setup Users

Tab Users chon +

Name: vnpt

Pass: vnpt

Profile: Chon profile vira tao

Chon Reset All counters = Apply = OK




Mew Hotspot User

General ||Jm'rts Statistics

[ x|
Server: |EI|| ||i| | Cancel |
Name: |vrpt L ey |
Pasaword: v | | Disable |
Aadress: | |v | Commenrt |
MAC Address: | - | ooy |
Profile: |default ¥ | S— |

Routes: | default |
Email: | - | Reset Counters |
| Reset Al Counters |

enabled

3.5 Setup Wall Garden IP List
Tab Wall Garden chon +

Tao 2 Dst Address : 8.8.8.8 va 10.52.0.1 (dia chi bridge traffic). Apply = OK

]| E3

User Profiles | Active  Hosts | IP Bindings = Service Pots | Walled Garden  Walled Garden IP List |Cuukjes

#] =] [«]x] |a] [7]

Protocol Dst. Port

| w | e Packet (p/s

accept
@ accept

J.%::ticn 4 |Server |Src. Address

Walled Garden IP Entry <=

[=1E3
Action: @ accept © dop © reject Action: @ accept © dop © reject
Server: | | - Cancel Server: | | - Cancel
Src. Address: | |v Apply Src. Address: | |v Apply
Dst. Address: [ ||2.8.8.8 |- Dst. Address: [ ][10.52.0.1 [PS
Protocal: | |v Protocal: | |v
Dst. Port: | | - Dst. Port: | | -
Dst. Host: | | hd Dst. Host: | | hd
enabled enabled




Budc 4: Chinh file portal ndi bo

4.1 Stra DNS file portal
Mo File LocalLogin_ BNH3

Tim file login (dinh dang html) chon edit with notepad++

= . i _ i Fir
[ || = | Locallogin_BNH3 O X || asebcec 4aBbCi 4aBbCi | o
. ) T| | wache
Home  Share  View ©|  suptite  SubtieEm.. Emphasis < .
— 2]
™ » Locallogin_BMNH3 v D Search LocalLogin_BMNH3 » o Edit
N Mame Date modified Type 2 & A} Z
; -
5 Quick access slide 7 File folder i
& Downloads VNPT_WIFI_files File folder
L. Google Drive # xml File folder
B Desktop [#] alogin HTML File o
- ) pen
|a] RecycleBin  # [#] error HTML File & SkyDrive Pro >
= 2| login HTML File o
£ Documents ¢ dl = [of Edit with Notepad-++
. |7 login.html.bak BAK File
=/ Pictures g - . . Ea Scan with Windows Defender...
. |7 1ogin.php PHP File
211 chuan |j logintest.php PHP File E"@ Convert to PDF in Foxit PhantomPDF
firmware 2.1.0 b = .
o logout HTML File E"@ Convert to PDF in Foxit Reader
ha giang md3 JavaScript File Open with
porrtal local hni |£] radwvert HTML File
onebri [] redirect HTML File Shasiih
neDrive — :
[2] rlogin HTML File @ Add to archive...
I This PC @ ctatus HTML File g Add to "login.rar”
B Deskton v oL > g Compress and email...
20iterns 1 item selected 5.46 KB E Compress to "login.rar” and email

Ctrl + F tim kiém cac dong code c¢6 dia chi DN portal cii:
bn3.free.bacninh.vnptwifi.vn va thay thé bang dia chi DNS méi. Vi du :
hg5.hagiang.vnptwifi.vn

4.2 Stra anh giao dién dang nhap
Ma& Tép VNPT_WIFIL_files, mo file anh home : Open with Paint dé thay thé chinh
stra anh




M0O-= Picture Taols  VNPT_WIF| files - o x nagbceC AaBbCt daBbCl -

Home Share View Manage 2]
: . Open
“ v <« Locallogi.. » VNPT_WIF| files v O Search VNPT_WIFI_files
Set as desktop background
porrtal local hni * Mame Date modified Type 3D Print with 3D Builder
OneDrive £ animate 10/2/2017 1116 AM  Cascad B
— | bootstrap 11:16 AM  Cascad Print
= ThisPC bootstrap 116 AM  JavaSc| ¥ SkyDrive Pro >
! Desktop custom 11:16 AM - JavaScr Rotate right
5| Documents ] home 1116 AM  JPGFile  moeate left
4 Downloads & homeHGG 11:16 AM  JPG Filg
. . Cast to Device S
J, Music | icons M6 AM  Cascad)
—_ [E] iquery 1116 AM  Javasey | Editwith Notepad-+
| Pictures . -
& vid jquery_002 1116 AM  JavaScr Ea Scan with Windows Defender...
ideos — o
“ Local Disk (€ jquery_003 1116 AN JavaScr F Convert to PDF in Foxit PhantomPDF
& Local Disk (<) ) loge OTIIEAM  PNGR o
— Local Disk (Dj) Bl 1d custorn _ i L@ Convertto in Foxit Reader
- Local Disk (E:) rd_custom €zl Paint Open with >
- P Photos B Addtoarchive..
N " 2| responsive
i Networ ] shop =] Windows Photo Viewer g Add to "home.rar”
< C d email...
Y E Search the Store g LRSS
17iterns  1item selected 170 KB g Compress to "home.rar” and email
STTa anh Choose another app ) }
Restore previous versions

Sau khi hoan tat chinh sira , mé winbox x6a file LocalLogin BNH3 cil, kéo tha file
LocalLogin_BNH3 mgi vira sira. Dang nhap wifi dé kiém tra.

Budc 5: Bat password, Firewall, Ddng b thoi gian
5.1 bat password
Vao System = Password dé dit mat khau méi

Old Password: | Change

MNew Fassword: Cancel
Corfim Password: |:|

5.2 Dat Firewall
Vao New Terminal

Past 3 doan lénh sau:
/ip firewall filter

add chain=input protocol=tcp dst-port=21 src-address-list=ftp_blacklist
action=drop \

comment="drop ftp brute forcers"




add chain=output action=accept protocol=tcp content="530 Login incorrect" dst-
limit=1/1m,9,dst-address/1m

add chain=output action=add-dst-to-address-list protocol=tcp content="530 Login
incorrect” \

address-list=ftp_blacklist address-list-timeout=3h

add chain=input protocol=tcp dst-port=22 src-address-list=ssh_blacklist
action=drop \

o

S



I

comment="drop ssh brute forcers" disabled=no
add chain=input protocol=tcp dst-port=22 connection-state=new \

src-address-list=ssh_stage3 action=add-src-to-address-list address-
list=ssh_blacklist \

address-list-timeout=10d comment=""" disabled=no
add chain=input protocol=tcp dst-port=22 connection-state=new \
src-address-list=ssh_stage2 action=add-src-to-address-list address-list=ssh_stage3 \

address-list-timeout=1m comment="" disabled=no

add chain=input protocol=tcp dst-port=22 connection-state=new src-address-
list=ssh_stagel \

action=add-src-to-address-list address-list=ssh_stage2 address-list-timeout=1m
comment="" disabled=no

add chain=input protocol=tcp dst-port=22 connection-state=new action=add-src-
to-address-list \

address-list=ssh_stagel address-list-timeout=1m comment="" disabled=no

5.3 Dong bo thai gian
Vao System = SNTP Client

Enable, Bat dia chi Primary va Secondary NTP :
205.196.146.72
108.61.73.243

s




SNTP Client

Mode:

Primary MTP Server:
Secondary NTP Server:
Server DMNS Names:

Cynamic Servers:

Pall Irtenval:
Active Server:
Last Update From:
Last Update:

Last Adjustment:

Last Bad Packet From:
Last Bad Packet:
Last Bad Packet Reason:

Enabled

|unicast

205.196.146.72

108.61.73.243

|5D[ls

1108.61.73.243

1108.61.73.243

|D'I]:D5:1? ago

|_.-"3-15u5

System = Clock

Tich chon Enabled, Time Zone Auto
Time Zone chon Asia/H6 Chi Minh




B[]

Mode: |unicasi | m
|

Primary NTP Server: | 205.196.146.72
= Clock

Time | Manual Time Zane K

i

Time: |1]5:32:41 | Cancel

Date: |0ct/02/2017 | Poply
Time Zone Autodetect

Time Zone Name: |Asia Ho_Chi_Minh || *
Asia/Bishkek -
Asia/Brunei |
GMT Offset: Asia/Chita
Asia/Choibalsan
Asia Colombo
Asia/Damascus
Asia/Dhaka
Lasr oo e o Ao /Dl
Asia/Dubai

Last Bad Packet: Msia/Dushanbe —
Asia/Gaza ]
Asia/Hebron
A=ig o I

LILT

Last Bad Packet Reason:

Asia/Hong_Kong
Asia/Hovd
Asia/Ihoutsk
Asia/lstanbul
Asia/Jakarta
Asia/layapura L]
Asia/Jenisalem *

--End--




