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CAU HINH MIKROTIK MTCNA

MUC LUC:

1- Cai Mikrotik lén EVE-NG

2- D3t IP cho c8ng bang dong lénh

3-Truy cap vao Mik qua winbox

4- D3t IP cho c8ng bang giao dién

5-Truy cap internet cho mang LAN

6- Gom cong vat li vao bridge

7- Chan truy cap bgng tinh nang Firewall Filter
8- Xem bang két n6i connections

9- Upgrade 0S cho Mik

10- Backup & Restore
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1. Cai dat mikrotik vao EVE-NG

- Download image Mikrotik tai day:
https://drive.google.com/file/d/1qy3HSs5zpDZfxz52QSM70Dt6c7wWI6De/view?usp=sharing

- Trén EVE-NG tao thu muc:

/opt/unetlab/addons/qemu/mikrotik-6.39/

R&i truyén file mikrotik vao . N&u ban chua biét truyén file vao thi tham khao clip
https://www.youtube.com/watch?v=RkiOgB1UKES

- Sau d6 ssh vao eve, cd vao thu muc mikrotik va fix permission cho né
/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

2. Pat IP cho cong Mikrotik dé truy cap

192.168.1.50
»> Wlns'en.rer e@_
P Mikrotik Net
ethd 192.168.200.100

DE& dat IP cho cong eth1 13 192.168.1.50, ta kich dup vao con Mik dé ra man hinh console réi g

ip address add address=192.168.1.50/24 interface=etherl
ip address print

3. Truy cap Mikrotik

Trén PC window, ta cai phan mém winbox
Va gd IP dé truy cip vao Mik (admin/khdng cé pass)

(&) WinBox (64bit) v3.35 (Addresses) \;‘i-

File Tools
Connect To: | 152.168.1.50 v| Keep Password
Login: |admin Open In Mew Window
Password: || v| Auto Reconnect

Add/Set Connect To RoMON

Giao dién sé hién dang nhu nay
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Session  Settings Dashboard

4. Pat IP cho cac interface khac trén giao dién

| e S

- Vidu dat IP cho ether3
"3 s [SlI=TTo e e
[P e ARP '
Hetwork Interface |
() MPLS Accounting 9216810  bridgel
I} Rauting | h Addres i >
& Cueves DHCP Clert Address: | 192.168.10.1/24 |
B3 Files DHCF Relay Network: | 192.168.10.0 | -
a7 RADIUS DONS
#. Tools I Firewall

1 System Cloud
=| Log DHCP Server Interface: |ether3 [ =]
B New Teminal Hotspot

@ Dot1X |Psec

@ Dude " Kid Cortrol
b Make Supout.rif Neighbors
= Windows [* Packing enabled
More I Pool

it
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5. Truy cap internet cho PC

192.168.1.10

_ 192.168.1.50
_.-_e@

P Winserver
P Mikrol

i ik Met
192.168.200.100

- Check tir Mik d3 ping duoc 8.8.8.8 ngoai internet (Néu chua cho ra internet dwoc check video nay
https://www.youtube.com/watch?v=RkiOgB1UKES)

- Check tlr PC d3 ping dugc [én ethl clia Mik

- Sau d6 ta cau hinh NAT dai LAN thanh WAN (eth2):

Vao IP >> Firewall

o WIS || ol || = a4 1 ?
255 |Fl
= ARP Hetwarle
MPLS Accourting 52.168.
I Routing Addresses
System Cloud
T | M:
! Queues DHCP Client
5 Fies DHCP Relay ® C
Log DHCF Server Cha
&7 RADIUS DNS —
2. Tools I Firewall ‘—
B MNew Teminal Hotspot

s e e

@ Dot1X |Psec
Sau d6 vao tab NAT va bam dau +, chon nhu hinh:

Fiter Rules MNAT | Mangle Raw Service Pots  Connections = Address Lists = Layer7 P
‘
,'I' = | |3 | || |10 ResetCounters || 1O Reset All Counters
'I: PRl NAT Rule <> O %0 [Dst. Port
1] i
| e i | s
s Acton: [T ;
Log Apply
12
ial
:
— Reset All Counters
i
I 11 #am

- Tiép theo tao static default route tir Mik tré qua IP vmnet:
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ELS | Mexd|

Bam vd dau + rdi dién static default route di qua IP vmnet

2. PPP
*ls Mesh

B
MFLS

J* Routing
System

s e Bl s

i Cueues

B3 Fies

Log

a7 RADIUS
. Tools ¥

Bl Mew Teminal

@ Dot1X

(@ Dud= I
- Make Supout nf
B Windows I3

Mare

ARP
Accounting
Addregses
Cloud

DHCP Client
DHCF Relay
DHCF Server
DNS

Firewall
Hotspot
|P=ec

Kid Cortrol
Meighbors
Packing

Poal

Routes '—

SME

SHMP
ceuy

5

=] v]

[
’-I(
1=

.-

TV
— — —h
Lﬁmm;

ntern

item

Dst. Address: [0.0.0.0/0 ‘;’ \p

Check

Target Scope: |'H]'
Routing Mars: |

1
Routes | Mexthops FRules  VRF
"Be = vx] rn
o Dst. Address ¢ | Gateway Distance  |Routing M
Gl | Ases di all

e ]

Gateway: [192.168.200.50 €=

« D

]
\reachable ether2

Gateway: |ping

Type: |uni|:ast

Distance: |'I

Scope: 30
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Két qua dugc nhu dudi:

Routes | Mesxthops  Rules  WRF

#[=] []l] [a] [v] [Fnd ][

|Dst. Address £ |GEItE'|\'EI‘_.’ |D1'stance |H.m.rting
AS p 0.0.0.0/0 152.168.200.50 reachable ether2 1
DALC p 152.168.1.0/24 bridge1 reachable 1]

Check lai: T&r PC ping ra 8.8.8.8 va vao mang xem ok chua?

< X 8 24h.comwn

S g % [h

BONG DA SEAGAMES 31 KINHDOANH SUPFCKHOE HI-TECH

LN Gyl Méng frén mang | Mhip song 24h Bong da QUELECRRYLES

Nhi€u quy dinh mé&i vé ding ky xe va phatngudi  Vang ddi U23 Viét Nam v

¢6 hiéu lwc ké tir 21/5 Games: 120 phat trinh di
Théng tw 152022 cia BS Cdng an Bdi di
v&i hang loat quy dinh méi =€ co nhung
higu lwc ké tir ngay mai, 21/5. ban lit
b Thisi su N Malay

6. Gom nhiéu port vat li cia Mik thanh bridge

Bridge dung dé gom nhiéu port vat li thanh 1 interface bridge (twong tu vlan trong switch Cisco). Cac
mdy cam vao cac port cta 1 bridge s& cé chung dai IP

Dau tién tao bridge

| INSS— |y ISy I

& Cuick Set
I:' S Bridoe | Pots Port Extensions VLANs MSTls  Port MST Ovemides  Fiters NAT  Hosts
Irterfaces

7 Wicess EE v x|

LT Bndge h bl —= .

F b

%= FFP =8 Intefface <bridge 13

*[* Mesh General |STF VLAN = Status  Traffic

ge |

) MPLS M :
Type: |Bridge

T Routing 3 | | Apply f
MTU: | v

I System I : : Disable
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Sau dé thém cdc port vao bridge

WLANs

Port Bdensions MSTls

Bridge F:ﬂ-l'ts

Pal[=| [¢]lx] [0 [7)

Port MST Ovemides ~ Fitters  NAT

t

Bridge Port <etherl:

General |5TF‘ WLAN | Status

r~ riotace: I [+

rr: Bridge: |bridge1 ™™ 3 Apphy

I Horizon: | v Disable
Leam: |auto =]

Unknown Unicast Flood

[ comen |
Copy

Sau doé dat IP cho bridge (twong tw khai niém ip cho interface vlan trén cisco switch)

DAT IP CHO BRIDGE- TUONG TU INTERFACE VLAN

EI K

<7 MPL5 I3 Accounting

#2 Fouting I~ Addresses g

igs System [ DHCP Client E IE

e Queues DHCP Relay |Fu:|dre55 £ |Network |Irrterface

] Fles DHCP S £ 192.168.1.50/.. 192.168.1.0 bridge 1

SVEr t5192.168.2001... 1921682000  ether?

|- Log DNS

M Radius Firewall

x’ Tools [ Hotspot Address <192 168.1 50/24:

| New Terminal IPsec Address: [192.168.1.50/24 | oK !£

T " Neighbors Network: [192.168.1.0 |~ Conod

| < Make Supout rif Packing it |b — ” | -

= nterface: bridge ¥

& New WinBox Pool : ?

Exit

— e
SMB

= Windows [ SNMP
Services
P . -
Socks 2items {
TFTP

-|enabled | -

Check lai: cdm 1 PC vao port khac cla bridge, dit IP chung dai véi PC ban dau, va ping thit ra internet

7. Chan truy cap va&i tinh nang Firewall Filter
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DE chan truy cap 1 host dén 1 dich nao d6 ta dung tinh ndng Firewall Fitler

Vao IP > Firewall

,‘ Lﬂluy\.r
*. PPP
st #l=] [l A [7]
B I ARP
etwork
MFLS I Accounting 52 168
J* Routing I Addresses 52.168
System " Cloud 2 L
& CQueues %DHCF‘ Cliert
B Files DHCP Relay
Log DHCP Server
a7 RADIUS DOMS
2. Tools I Firewal ‘—
B Mew Teminal Hotepot
@ Dot1X IPsec
@ Dude I Kid Control
k EA=lrm Chimma b oF K1 - 11

Sau d6 bam + réi tao rule chan: ping tir 192.168.1.200 sang dich 1.1.1.1

Firewall Rule <192 168.1 200->1.1.1.1>

General |P~d'u'anced Edra Action Statistics
i

Chain: |forward D — |
Src. Address: [ ] [192.168.1.200 e | &
Dst. Address: [ ] [1.1.1.] g | &

protoca: (] [Tfemp)emm

Sang tab action réi chon drop

(=1
Fiter Rules | NAT Mangle Raw Service Ports  Connections | Address Lists | Layer7 Protocols
EE .Izl . . |m Reset Courters ||m Reset All Courters | | Fina | [all
|F~c:t|ur1 |I:ha|r1 |Sn:: Address |D5t Address |F‘rotu |5rc Port |Dst. Port |Ir1. Irrter...lOut. Irr|‘
I] # drop forward 192.1681.... 1.1.1.1 1 lic...

- &’
3
0
o

Firewall Rule <192 168.1 200-1.1.1.13

General Advanced Bdra Action | Satistics | okl |
Acton: [ v | | [ Cocel |
e T4

Log Prefixc: | v || Dsable |
| Comment |

| Copy |
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8. Xem céc connection dang dién ra

Vao IP > Firewall > Tab Connection

= = T =

a? RADIUS

#. Tocls [
B New Teminal

4 Dot1X

@ Dude ¥
b Make Supout rif
(@ New WinBox

Bl et

= Windows I2

9. Upgrade OS

[aell=] [ 52 [ _
ARP Fiter Rules MNAT Mangle Raw Service Pors WIOHS ‘ Address Lists  Layer? Protocols
s ||
Addresses [Src. Address + | Dst. Address |Proto... [Connecti... [Timeout | TCP State |Orig./Re
Cloud SACs 192.168.1.1059923  23.53.214.50:443 & ftep) 23:59:49 established 0 bps/0
- SACs 192.168.1.10:59924  52.20.47.68:443 & ftep) 23:59:50 established 0 bps/0
SACs 192.168.1.10:59929  13.224.160.129:443 6 ficp) 23:59:50 established 0 bps/0
DHCF Relay SACs 192 168.1.10.59935  102.23198.194:443 6 ficp) 23:59:52 established 0 bps/0
DHCP Server SACs 192.168.1.10:59938  §4.38.119.27:443 & ftep) 23:59:54 established 0 bps/0
NS SACs 192.168.1.10:59942  52.8.137.70:443 & tep) 23:59:15 established 0 bps/0
SACs 192.168.1.10:59946  3.6.212.208:443 & ftep) 23:59:32 established 0 bps/0
| Firewal SACs 192.168.1.10:59947  199.115.119.227:443 6 ficp) 23:59:35 established 0 bps/0
Hotspot SACs 192.168.1.10:59549  35213.12.39:443 & ftep) 23:59:35 established 0 bps/0
- SACs 192.168.1.10:59951  107.178.244.193:443 6 ficp) 23:59:35 established 0 bps/0
SACs 192.168.1.10:59952  52.22340.198:443 6 ficp) 23:59:34 established 0 bps/0
Kid Control SACs 192.168.1.10.59953  11B.68.82.82:443 & ftep) 00:00:05 tme wat 0 bps/0
Neighbors Cs 192.168.1.10:59955  212.155.156.165:443 6 ficp) 00:00:03 synsert  Obps/0
Packing Cs 192 168.1.10:59956  212.155.156.165:443 6 ficp) 00:00:03 synsert  Obps/0
SAC 192.168.1.10:64934  192.168.150:2281 6 ficp) 23:59:59 established 1760 bp
Foal SACs 192.168.1.10:64979  172217.24.100:443 6 ficp) 23:59:39 established 0 bps/0
Routes . | |
SMB 86 ftems |Max Entries: 210668
SNMP -]

cho Mik

Vao IP > Firewall > Tab Connection

;:LrS}'stern-P I3

z Auto Uparade
I B Cueues Certificates
/I IS Files Clock
1 = Log Conscle
&7 RADIUS Disks
. Tools [ Heakh
B Mew Teminal Histony
/I % Dot1x Idertiy
"Il O Dude I LEDs
1 E Make Supout.nf License
1 E Mew WinBox Logging
! Hl &t Mate
1 Packages
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Check for updates

e List
| Enable || Disable | | LUninstall || Unschedule || Downgrade | | Check Installz

Name + [\kession 'Build Time 'Scheduled |
W dude 6.49.6 Apr/07/2022 17:53. 11
W routerosx86 6496 Apr/ 07 2022 17:53: 31
W advanced4... 6456 Apr/ 072022 17:53: 1
W dhcp 6456 Apr/07/2022 17:53: 31
W hotspot 6496 Apr/07 /2022 17:53: 31
X ipvE 6.49.6 Apr/07 /2022 17:53: 1
W mpls 6.49.6 Apr/07/2022 17:53: 1
W ppp 6496 Apr/07 /2022 17:53: 31
W' routing 6.459.6 Apr/07/ 2022 175331
W security 6456 Apr/07/2022 17:53: 31
W system 6456 Apr/07/2022 17:53: 31
W ups 6496 Aor/07/ 2022 17:53: 1

Néu la OS cii s& cé nut “Download va installed”, bAm vao dé upgrade (trong hinh dudi 1a d3 upgrade
xong ban mdi nhat)

Check For Updates

Channel: [EE T ¥ | | 0K |
installed Version: [6.49.6 || check For Updates |

Latest Version: |6.49.6 |

1 What's new in 6.49.6 (2022-Apr-07 17:53): - E

) led - foeed wireless signal strength led on Cube Lite60; ‘

) routerboot - foced packet receiving in etherboaot on Wireless Wire nRAY;
) winbox - added missing "3GGP RAW" parameter under "IntefaceMWireless/Interwarking
Profile" menu:;

) wireless - fieed GLD version in 3gpp information; N é‘u dang
What's new in 6.49.5 (2022-Mar-14 13:31): |é OS cﬁ

") defconf - fived invalid default password setting after configuration reset (introduced in A Y
v6.49 4); thl Co nut
) sfp - improved SFP module detection on CRS106 and CRS112; Dﬂwn Iﬂ'ad

va installed
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10. Backup va export

Phan biét:
Backup la sao luu ra dang file va c6 thé dung dé phuc héi cdu hinh vé nhu ltc trwéce
Export 13 show ra cau hinh dang chay cla Mik (twong tw 1énh show run trong cisco)

Dé Backup:
MELS -
It Routing
System
@ Queues ﬂa Cloud Backup
B Files h E | Backup | Restore | ‘ Upload. .. | Find
Lo
. ? File: Name £ |T1_.rpe |Size |Creatior1 Time I"’
a7 RADIUS | 18may22 backup backup 192KB May/18/2022 09:13:07
2. Tools I 3 pub directony May/17/2022 08:44:18
2 New Teminal [ skins . 2002 08:05:51
— "] supout fif ach Of > W= 04:05:28
@ Dotlx | test_export rsc 09:22:58
@ Dude 3 Mame: |my-backu|::
b Make Supout.if Password: |~ | .
© New WinBox Encryption: |aes-5h3256 || $|
Bl it

. [ Dont Encrypt

= Windows [

& items |2?.G MiB of 95.3 MiB used 1% free

D& Restore, vao nut “Restore” bén trén

PE export danh Iénh trong cli, vi du mudn export ra danh sach cac IP cla interface:

[admin@MikroTik] » ip address
[admin@MikroTik] /ip address> export file=my-export
[admin@MikroTik] /ip addresa> I

S& duoc file nhu dudi; kéo vé PC dé luvu.
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File | Cloud Backup
IEI | Backup || Restore | | Upload... | E
File Name 4 |T'_.rpe |Size Creation Time
"] 18may 22 backup backup 192 KiB  May/18/2022 09
"] my-backup backup backup 269 KB May 2002022 08
"] my-export.rsc e script 2888  May/20/2022 08
3 pub directory May/ 172022 08
[ skins directory May/17/2022 08
"] supout ff f file 678.8 KiE  May /20,2022 04

I test export.rsc soriot 2178 Mav/18/2022 059



